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Let p be a prime with p # 2 and let F,, be the finite field with p elements. Let
A € F, and consider the equations:

(1) EM.y? = 22+ A%+
(2) EM:Y?7 = X+ AX?Z+XZ?

1. GROUP LAW

Question 1. Show that the equations define an elliptic curve E in A2 (eq. (1))
and P? (eq. (2)) if and only if A # 42. This is called an elliptic curve in Montgomery
form.

Hint: you can use the fact that the j-invariant should be well-defined, and its

formula is j(EM) = 256 (?;7_34) > Alternatively, you can check the condition so that
f(x) = 23 + Ax? + x has no multiple root, but three distinct simple roots (in that

case the curve is smooth).

Question 2. Derive the formulas for addition and doubling of points on E™ (in
affine coordinates, eq. (1)). Hint: Either transform the equations to short Weierstrass
form and inherit the formulas from there or derive directly via the secant and tangent
construction on EM.

You have two possibilities to answer this question: either write down the formulas
or provide a detailed SageMath script (one single file with extension .py or .sage)
with print statements and assert statements, that will compute and validate the
formulas, like in the 1st lecture for the affine formulas (file group_law_short_-
weierstrass_affine.sage in Week 1 on Brightspace), but with your own comments
in the file.

Let P, = (z1,y1) and Py = (x2,%2) be two points on EM. Let Py + Py = (13,%3)
and P; — Py = (24,y4).

Question 3. Assume that xy # 22, 1 # 0 and x5 # 0. Show that

(952y1 - x1y2)2

(3) z3(wy —x2)® = P

Toy1 + T1y2)?
(4) za(z1 — 962)2 = —( 2y1$1x21y2)
(5) $3$4(l‘1 — x2)2 = (l‘ll‘g — 1)2

Hint: for (3) and (4), you can use the same strategy as Exercise 2.1 in Washington’s

book: note that the constant coefficient of a monic cubic polynomial is the negative

of the product of the roots, that is, if f(z) = 2® + ag2? + a12 + ag = (v — x1) (v —
1



2

x9)(x — x3), then x12905 = —ag. Use this property to obtain the formula for x3,
resp. Z4.

2
Hint: for (5), first rewrite (3) as x3(x1 —22)? = 2179 (yl + yfz) and equivalently

T | o
for (4), then multiply (3) to (4). Observe that dividing the curve equation by x? if
it is non-zero, then one obtains y?/2? = x + A + 1/x. Use that to deduce that

2
Y Y2 1
— -5 = - 1-— .
22 22 (z1 — 22) ( 961362)

Conclude.

Question 4. Show that (5) remains valid also for the special cases z; = 0 or x5 = 0.
Question 5. For P; = P, show that

(6) dryxs(et + Azy + 1) = (27 — 1) .

Remark 1. Note that (5) and (6) do not involve y; or y2 and that we can use the
same formulas in all cases.

2. DIVISIBILITY BY 4 oF #EM(F),)

The following results show that 4 is always a divisor of #E™ (F,). This implies
that not all elliptic curves can be transformed to Montgomery form EM over F,.
Question 6.

e Show that EM has exactly three points of order 2 if the discriminant A% — 4
is a quadratic residue.

e Show that EM has exactly one point of order 2, which is (0,0), if the
discriminant A% — 4 is a quadratic non-residue.

e The point (1,+7v) has order 4 if A+ 2 is a quadratic residue, where - is one
of the quadratic roots of A + 2.

e The point (—1,40) has order 4 if A — 2 is a quadratic residue, where § is
one of the quadratic roots of A — 2.

Question 7. Show that #EM (F,) is always divisible by 4.

3. CURVE25519
Let p = 2255 — 19 and let EM have the affine equation

EM . % = 2% + 48666222 + x .

Seehttp://cr.yp.to/ecdh.html#curve25519-paper and https://en.wikipedia.
org/wiki/Curve25519.

Question 8. This question involves SageMath.

With SageMath, check that p is a prime then define the finite field F,, in SageMath.

Check that EM is an elliptic curve in Montgomery form. Determine a point
in E(F,) of order 4. Determine #E(F,) (find the appropriate function call in
SageMath, remember that you can use the tabulation key to show you the methods
associated to an instance of a class) and compare the number with p + 1: is the
curve supersingular or ordinary? Show that #FE (F,) has a large subgroup of prime
order.

Some hints on elliptic curves in SageMath: https://doc.sagemath.org/html/
en/constructions/elliptic_curves.html.
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