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2Université du Luxembourg, Luxembourg. Email: georgios.fotiadis@uni.lu
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Motivation
Research on pairings vs future Quantum computers.
I Pairings are not Quantum Resistant.
I Quantum computers will become reality in 5 to 10 years (?)
I Research on PQC and Classical Crypto should continue in parallel.
I Transition to PQC will require PQC + Classical Crypto to coexist.
I Some crypto applications we cannot do, or cannot do well with PQC yet.
I Pairings are useful in PQC (isogeny-based crypto).

Why 192-bit security?
I For long-term security: offer the option for higher levels of security.
I Landscape for 128-bit security is clear→ BLS12 curves dominate.
I For 192-bit security it is not clear which curves are optimal.
I Some works for 192-bit security: [AFCK+13], [FK19], [BEMG19], [Gui20].
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Pairings at 128-bit security
k curve seed log2 p log2 r ρ sec. lev.

curves with efficient pairing computation

12 BN-382 −(294 + 278 + 267 + 264 + 248 + 1) 382 382 1.000 123
12 BN-446 2110 + 236 + 1 446 446 1.000 132

12 BLS12-381 −(263 + 262 + 260 + 257 + 248 + 216) 381 255 1.500 126
12 BLS12 Aurore’s Gitlab 440-448 295-300 1.500 132

12 FK12-381 −(261 + 260 + 228 + 1) 381 252 1.500 126
12 FK12-446 −(272 + 271 + 236) 446 296 1.500 133

curves with small G1 [CDS20]

13 BW13-P310 −0x8b0 = −2224 310 267 1.167 140
19 BW19-P286 −0x91 = −145 286 259 1.111 160

curves for SNARKs

12 BLS12-377 263 + 258 + 256 + 251 + 247 + 246 + 1 377 252 1.500 126
24 BLS24-315 −232 + 230 + 222 − 220 + 1 315 253 1.250 160
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Lessons learned from 128-bit pairings

I Many sources (different families/seeds) for pairing-friendly elliptic curves.

I Many papers before and after the improved TNFS attacks [KB16].

I High degree twists are important for fast pairing.

I Optimal curve selection depends on the protocol/use case requirements.
Other things matter besides the pairing computation.

I Extending BN12 or BLS12 to 192-bit security is not optimal [GS19].

BLS12 needs to go to 1150-bit prime field for 193-bit security.

BN12 needs to go to 1022-bit prime field for 191-bit security.

Higher embedding degrees are needed!
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Pairings at 192-bit security: selection criteria

I At least 192-bit security in G1,G2 =⇒ log2 r ≥ 384-bits.

I Look at embedding degrees k > 12.

I The size of GT ⊂ F∗pk varies: depends on k and ρ = log2 p/ log2 r.

I Take into account improved TNFS attacks [KB16] in Fpk for composite k.
Estimate key sizes with Aurore’s simulator1.

I Use curves that admit high degree twists: 6, 4, 3 =⇒ focus on composite k.

I Restrict to j-invariant j = 0 and 3 | k, 6 | k, or j = 1728 and 4 | k.

I The ρ should be close to 1.
This is not always optimal⇒ Look at ρ up to 2.

1Simulation tool in SageMath under MIT license: https://gitlab.inria.fr/tnfs-alpha/alpha
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Why higher ρ can be helpful?
Miller-loop cost (Tate pairing):

CMILLER = (log2 r− 1)CDBLSTEP + (hwt(r)− 1)CADDSTEP

I The ρ-value is: ρ = log2 p/ log2 r.
I For some curves we need to increase p to resist TNFS attacks [KB16].
I Then r is increased as well (without really needing it)⇒ increased CMILLER.
I Solution: Increase ρ⇒ increase p without affecting r.
I Beneficial also for membership testing.

However... for pairing-friendly families (p(x), t(x), r(x)): ρ = deg p(x)/deg r(x).
I Increasing ρ affects final exp (more exponentiations by the seed u).
I Increasing ρ affects hashing to G1, G2.
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Needs for pairing-based protocols
Efficient pairing computation.
I Short Miller loop + few addition steps + efficient final exp. formulas.

Efficient exponentiation in G1,G2 and GT.
I Scalar multiplication in E(Fp),E′(Fpk/d), where d is the degree of the twist.
I Exponentiation in Fpk .

Efficient hashing to G1, G2.
I See yesterday’s talks by Jorge Chavez-Saab on Swiftec and Yu Dai.
I New results by Dimitri Koshelev [Kos22a, Kos22b].

Efficient membership testing in G1,G2 and GT.
I See yesterday’s talks by Dimitri Koshelev and Yu Dai.

Efficient cofactor clearing.
I Wahby–Boneh for perfect square cofactor [WB19].
I Gallant–Lambert–Vanstone (GLV) otherwise [GLV01].
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Existing families for 192-bit security
Barreto–Lynn–Scott (BLS) curves [BLS03] −→ BLS21, BLS24 and BLS28.

Kachisa–Schaefer–Scott (KSS) curves [KSS08] −→ KSS16 and KSS18.

Freeman–Scott–Teske (FST) curves [FST10] −→ FST 6.4 for k = 28.

Scott-Guillevic (SG) curves [SG18] −→ SG18 and SG20.

Fotiadis–Konstantinou (FK) curves [FK19]:
I Fotiadis–Martindale FM23 curve for k = 16 [FM19]
I Fotiadis–Martindale FM25 curve for k = 18 [FM19]

Gasnier–Guillevic (GG) curves −→ GG20b
I See last talk of the session by Jean Gasnier.
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New family for k = 16

Aranha–Fotiadis–Guillevic (AFG16)

p(x) = (x16 + 2x13 + x10 + 5x8 + 6x5 + x2 + 4)/4

r(x) = Φ16(x) = x8 + 1

t(x) = x8 + x5 + 2

with ρ = 2 and #E(Fp) = h(x)r(x) with h(x) = (x4 + x)2/4.

Interesting features:
I Cofactor is perfect square⇒ fast cofactor clearing.
I

√
h(x) divides p(x)− 1⇒ the trick of Wahby–Boneh applies [WB19].

I For P ∈ E(Fp), the point Q = [(x4 + x)/2]P has order r.
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Instantiation of families for 192-bit security

k curve seed log2 p log2 r k log2 p ρ sec. lev.

16
KSS16 278 − 276 − 228 + 214 + 27 + 1 766 605 12256 1.250 194
FM23 248 − 244 − 238 + 231 765 384 12240 2.000 196
AFG16 −248 + 244 − 237 765 384 12240 2.000 196

18
KSS18 280 + 277 + 276 − 261 − 253 − 214 638 474 11484 1.333 193
SG18 −(263 + 254 + 216) 638 383 11484 1.666 187
FM25 −264 + 233 + 230 + 220 + 1 768 384 13824 2.000 197

20
FST 6.4 −256 + 244 + 1 670 448 13400 1.500 193
SG20 −247 − 245 + 215 + 213 670 383 13400 1.750 203
GG20b 249 + 246 − 241 + 235 + 230 − 1 575 379 11500 1.520 196

curves with small G1

21 BLS21 −232 + 225 + 26 + 2 511 384 10731 1.333 199

24 BLS24 −251 − 228 + 211 − 1 509 409 12216 1.250 193

27 BLS27 −221 − 219 − 215 + 210 + 24 + 22 + 1 426 383 11529 1.111 218

28 FST 6.4 232 − 225 + 222 + 215 + 1 510 384 14280 1.333 209
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Theoretical comparison

k curve p r Miller loop final exp total
bits bits optimal ate easy hard total pairing

16
KSS16 766 605 16784m 240m 32826m 33066m 49850m
FM23 765 384 10020m 255m 30024m 30279m 40299m
AFG16 765 384 9838m 255m 29067m 29322m 39160m

18
KSS18 638 474 17433m 480m 27008m 27488m 44921m
SG18 638 383 13351m 480m 24308m 24308m 38139m
FM25 768 384 13410m 464m 33256m 33720m 47130m

20
FST 6.4 670 448 18416m 507m 35276m 35783m 54199m
SG20 670 383 16427m 507m 39152m 39659m 56086m
GG20b 575 379 17554m 507m ≈50000m ≈50000m ≈70000m

21 BLS21 511 384 19321m 717m 62426m 62426m 82464m
24 BLS24 509 409 15345m 658m 24310m 24968m 40313m
27 BLS27 426 383 22212m 1185m 88438m 89907m 112119m
28 FST 6.4 510 384 18940m 859m 52670m 53529m 72469m

Selected curves for RELIC implementation: KSS16, AFG16, KSS18, SG18, BLS24.
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Execution time – pairing computation

Conclusion.
I BLS24-509 has: faster Miller loop and faster final exponentiation.
I *BLS12-381 targets 128-bit security. It is only for reference comparison.
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Execution time – exponentiation in G1,G2,GT

Gallant–Lambert–Vanstone (GLV) for G1 [GLV01].
Galbraith–Lin–Scott (GLS) for G2 [GLS11]
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Execution time – hashing to G1,G2 + cofactor clearing

When p ≡ 1 mod 3, j = 0:

I SwiftEC for G1,
G2 [CSRHT22].

I BLS12, KSS18, SG18,
BLS24.

When j = 1728:

I KSS16, AFG16.

I Koshelev for
G2 [Kos22a].

I SwiftEC for
G1 [CSRHT22].
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Execution time – subgroup membership testing2

G1: BLS12/KSS18/SG18/BLS24 (GLV )–KSS16/AFG16 (Yu Dai et al. [DLZZ23]).
G2: BLS12/KSS18/SG18/BLS24 (GLS )–KSS16/AFG16 (Yu Dai et al. [DLZZ23]).

2Credit to Mónica P. Arenas for the plots.
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Conclusions
I BLS12-381 is the best candidate at 128-bit security.

I BLS24-509 is the best candidate at 192-bit security.
Additional seeds for SNARKS at 192-bit security:
https://gitlab.inria.fr/tnfs-alpha/alpha/-/tree/master

I BLS48 is the best candidate at 256-bit security?

I Pre-print will be available soon.

I PoC implementation for all curves in SageMath.

I Optimized implementation using RELIC toolkit available at:
https://github.com/relic-toolkit

I See also Aurore’s talk for more info:
https://members.loria.fr/AGuillevic/files/talks/23 Roscoff.pdf
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Thank you!
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