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Bilinear pairing in cryptography

As a black-box:
(G1,4),(G2,+),(GT,-) three cyclic groups of large prime order r

Bilinear pairing: map e : G1 x G — Gt
1. bilinear: e(P1+ P2, Q) =e(P1,Q)-e(P2,Q), e(P, Q1+ Q) = e(P, Q1) -e(P, Q)
2. non-degenerate: e(Gi, Go) # 1 for (G1) = G1, (G2) = Go
3. efficiently computable

Mostly used in practice:

e([alP, [b]Q) = e([b]P, [a] Q) = e(P, Q)"
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Examples of applications
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1984: idea of identity-based encryption (IBE) by Shamir

1999: first practical identity-based cryptosystem of Sakai-Ohgishi-Kasahara
2000: constructive pairings, Joux's tri-partite key-exchange

2001: IBE of Boneh-Franklin, short signatures Boneh-Lynn-Shacham

Broadcast encryption, re-keying

aggregate signatures
zero-knowledge (ZK) proofs
® non-interactive ZK proofs (NIZK)
® zk-SNARK (Z-cash, Zexe...)
tool in isogeny-based post-quantum cryptography, different setting
(not in this talk)



Bilinear pairings

Security relies on
¢ Discrete Log Problem (DLP):
given g, h € G, compute x s.t. g =h
¢ Diffie-Hellman Problem (DHP):
given g, g7, g € G, compute g
® bilinear DLP and DHP

® pairing inversion problem
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Open the black-box: torsion points

Curve25519 : y2 = x3 + 486662 x2 + x over GF(p), p = 2255 — 19

order #E(F,) = 8r, 253—bitAprime r
2-torsion points = {P € E, 2P =0 <= yp =0}
e 2-torsion over F,: {O,(0,0)}
e full 2-torsion over F2: {0, (0,0),(X,0), (11,0)}, x2 + Ax + 1 = (x — A)(x — p)
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Open the black-box: torsion points

Curve25519 : y2 = x3 + 486662 x2 + x over GF(p), p = 2255 — 19

order #E(F,) = 8r, 253—bitAprime r
2-torsion points = {P € E, 2P =0 <= yp =0}

e 2-torsion over F,: {O,(0,0)}

e full 2-torsion over F2: {0, (0,0),(X,0), (11,0)}, x2 + Ax + 1 = (x — A)(x — p)
For an integer /, the (-torsion E[¢] has order £?

o #E[2] =4 C E(F,)

o #E[4] =16 C E(F )

o #E[8] =64 C E(F)

o #E[r]=r’C E(F,), k= (r —1)/6 of 250 bits for Curve25519
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Pairing-friendly curves should be designed on purpose

In cryptographic setting: E[r] has structure Z, x Z, denoted G1 x G2

128-, resp. 192-bit security level:
® r large prime ~ 256, resp. 384 bits
o #E(F,) = h-r, hsmall cofactor, G; = E(F,)[r]
® E[r] CE(Fp) and 1 < k <54, Go C E(F)[r]
k embedding degree
e Gr C F;k multiplicative subgroup of order r

Usually log k ~ log r (Balasubramanian Koblitz [BK98]).
Plain curves (25519, NIST curves) are never pairing-friendly
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Pairing-based cryptography

Weil or Tate pairing on an elliptic curve
Discrete logarithm problem with one more dimension

e: E(Fp)[r] x G2 Gr CFyu  e([a]P, [b]Q) = e(P, Q)%
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Pairing-based cryptography

Weil or Tate pairing on an elliptic curve
Discrete logarithm problem with one more dimension

e: E(E,)lr] x G Cr CFh e([alP. [5]Q) = e(P, Q)
Attacks l 1

® inversion of e : hard problem (exponential)

e discrete logarithm computation in E(F,) : hard problem (exponential, in O(+/r))

® discrete logarithm computation in F’;k . easier, subexponential — take a large
enough field
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Pairing-friendly curves are special
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1st ones were supersingular, not in this talk.
Ordinary curves:

2001: Miyaji—-Nakabayashi-Takano curves, k € {3,4,6}, prime order [MNTO1]
Cocks-Pinch technique

Barreto—Lynn—Scott curves, 3 | k, 18 1 k [BLS03]

Brezing—Weng construction [BWO05]

Freeman k = 10 [Fre06], Barreto—Naehrig curves k = 12, prime order [BNO6]
Kachisa—Schaefer-Scott curves, k € {8,16,18,32,36,40} [KSS08]
Freeman—Scott—Teske Taxonomy [FST10]

Scott-G, k = 54 [SG18|

Gasnier—G, k = 20,22 (in preparation)



Why Barreto—Naehrig'2005 curves were so popular?

k=12,j=0, D= -3,
E:y>=x3+0b

p(x) = 36x* + 36x3 + 24x% + 6x + 1
r(x) = 36x* + 36x3 + 18x2 + 6x + 1
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Why Barreto—Naehrig'2005 curves were so popular?

k=12, j=0, D= -3,

E:y>=x3+0b
p(x) = 36x* + 36x3 + 24x% + 6x + 1
r(x) = 36x* + 36x3 + 18x2 + 6x + 1

xg = 202 — 254 4 244 [NAS*08] (Nogami et al.)
xp = — (252 4 255 + 1) [PSNBL11] (Pereira et al.)
Xp = 0x44€992b44a6909f1 in Ethereum, s.t. 228 | r — 1

#E(Fp) = r prime order
r of 254 bits
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Why Barreto—Naehrig'2005 curves were so popular?

k=12,j=0, D= -3,
E:y>=x3+0b

p(x) = 36x* + 36x3 + 24x% + 6x + 1
r(x) = 36x* + 36x3 + 18x2 + 6x + 1

xp = 202 — 25% 1 2% [NAS*08] (Nogami et al.) o
xp = — (252 4 255 + 1) [PSNBL11] (Pereira et al.) #5‘(12?5,;)1 ;tg prime ordler
xg = 0x44e992b44a6909£1 in Ethereum, s.t. 228 | r — 1

Gt CFp2 of 12log p ~ 3048 bits
~ 3072 bits expected to offer 128 bits of security for RSA and Discrete Log in the

2000's

=—> BN curves were the perfect match
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Choosing pairing-friendly curves

Pairing-based cryptography needs secure, efficient, compact pairing-friendly curves
® secure against discrete log in E(F,), E(F ), F
e efficient for scalar multiplication in E, exponentiation in [F«, pairing

® compact: key sizes as small as possible

Which curves are the best options?

10/30



Discrete Log in IF

F,x much less investigated than F, or integer factorization
Much better results in pairing-related fields

® Special NFS in F.: Joux—Pierrot 2013 [JP14]
e Tower NFS (TNFS): Barbulescu—Gaudry—Kleinjung 2015 [BGK15]

¢ Extended Tower NFS: Kim—Barbulescu [KB16], Kim—Jeong [KJ17], Sarkar-Singh
2016 [SS16]

Use more structure: subfields
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Choosing key sizes: Lenstra—Verheul [LVO01] extrapolation

Initially for RSA modulus size

For DL in Fg of length(Q) bits
n bits of security <> the best (mathematical) attack should take at least 2" steps
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n bits of security <> the best (mathematical) attack should take at least 2" steps

® fastest Discrete Log computation: with the Number Field Sieve algorithm
® Complexity: e V/(64/9-+0(1))(In Q)(InIn Q)2

® +0(1) not known

® QpL.240 = NextSafePrime(Nagg) = Nagg + 49204
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Choosing key sizes: Lenstra—Verheul [LVO01] extrapolation
Initially for RSA modulus size

For DL in Fg of length(Q) bits

n bits of security <> the best (mathematical) attack should take at least 2" steps
® fastest Discrete Log computation: with the Number Field Sieve algorithm
® Complexity: eV/(64/9+0(1))(In Q)(InIn Q)
® +0(1) not known

® QpL.240 = NextSafePrime(Nagg) = Nagg + 49204

¢ ¥/(64/9+0)(In QoL240) (InIn Qoi240)? — 7768

® DL-240 in 2751 operations [BGG120] — 20751 /27768 — »—10.17

DL in prime field: Replace unknown +o(1) by scaling factor 2710-17
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log, cost
512

448
384 |
320
256
192
128

64

— /N, /q (naive facto. N, generic DL mod @, ¢ = (Q —1)/2)
— e?/e4/9(|n Q)(InIn 0)2/210.17 (DL-240 + 267.51)

S e,3/64/9(|n N)(InIn N)2/211.91 (RSA-240 265.77)

|Og2 N

| | \ | | | | .
1024 2048 3072 4096 5120 6144 7168 8192 logyp

RSA-240: 953 core-years, Intel Xeon Gold 6130 CPUs as a reference (2.1GHz) ~ 953 - 365.25 - 24 - 60 - 60 - 2.1 - 10° = 26577
13/30  DL-240: 3177 core-years, Intel Xeon Gold 6130 CPUs as a reference (2.1GHz) & 3177 - 365.25 - 24 - 60 - 60 - 2.1 - 10° ~ 26751
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Estimating key sizes for DL in I

® Latest variants of TNFS (Kim—Barbulescu, Kim—Jeong) seem most promising for
F,« where k is composite

® The asymptotic complexities do not correspond to a fixed k, but to a ratio
between k and p

® We need record computations if we want to extrapolate from asymptotic
complexities
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Estimating key sizes for DL in I

® Latest variants of TNFS (Kim—Barbulescu, Kim—Jeong) seem most promising for
F,« where k is composite

® The asymptotic complexities do not correspond to a fixed k, but to a ratio
between k and p

® We need record computations if we want to extrapolate from asymptotic
complexities

Discrete logarithm in GF(p®) with Tower-NFS [DGP21]
® Q = p° of 521 bits, total time 24798 core-hours (2.83 core-years) <+ 257-37
e Tower-NFS-Conjugation e V/(48/9+0(1))(in Q)(InIn Q)2
o o/(48/9+0)(In QoL so1)(InIn Qor521)? — 958.52

DL in non-special F 6 field: too early to apply Lenstra—Verheul extrapolation
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Largest record computations in [F« with NFS and its variants?

Finite  Size Cost: Auth sieving
field of p¥  CPU days uthors dim
Tower-NFS
F 56 521 1,033 [DGP21] De Micheli et al'21 6, Tower
F e 512 2244 [Rob22] Robinson'22 4, Tower
NFS and NFS-HD

F 2 203 11 [HAKT13, HAKT15] 7

IF 56 423 3,400 [MR20] 3

F s 324 386 [GGM17] 3
Fpe 392 510 [BGGM153] 2

F s 593 8,400 [GGM16, GMT16] 2

F . 595 175 [BGGM15b)] 2

Fp 768 1,935,825 [KDLPS17] 2

Fp 795 1,132,275 [BGGHTZ19] 2

1Data extracted from DiscreteLogDB by L.Grémy
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Estimating key sizes for DL in I

Simulation tool at https://gitlab.inria.fr/tnfs-alpha/alpha from [GS21]
® SageMath

e MIT License

Can select polynomials for (S)TNFS and estimates the running-time
Estimated cost of De Micheli et al. record: 250 (real time: 257-37)

We used that tool to estimate the security level in GF(p*) for all curves
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https://gitlab.inria.fr/tnfs-alpha/alpha

Previous work: 128-bit security level

Webpage at

https://members.loria.fr/AGuillevic/pairing-friendly-curves/
k curve seed log, Q log, r p bit sec.

GF(p¥)
Curves with fast pairing
12 BN-382 —(29% 4 278 4- 267 4 204 4 248 4 1) 382 382 1.0 123
12 BN-446 2104 236 4 1 446 446 1.0 132
12 BLS12-381 (203 4 262 4 200 4 257 4 248 4 7l6) 381 254 15 126
12 BLS12 see gitlab 440-448 295-300 1.5 132
Curves with smallest possible G; [CDS20]
13 BW13-P310 -0x8b0=-2224 310 267 1.167 140
19 BW19-P286 -0x91=-145 286 259 1.111 160
Curves for SNARK 2L [ p—1, r — 1

12 BLS12-377 203 42%8 4 2% 4 251 4 247 4 246 41 377 252 1.5 126

24 BLS24-315 —2324 2304 922 920 4 4 315 253 1.25 160
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Choosing curves: criteria

® 384 < log, r for the 192-bit security level
e 12< k
® adjust p = log, p/ log, r
Lessons learned from the 128-bit short list:
® Too many curve families
® High degree twist is important for fast pairing
® Best curve choice varies from use-cases
Our choices:

— restrict to j =0and 3| k, 6 | k
orj=1728 and 4 | k

— p varies up to 2 (Fotiadis et al. [FK19])
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Pre-selected curves

’ k ‘ curve ‘ seed ‘ log p ‘ log r ‘ p ‘ log p¥ ‘ secu
KSS16 | 278 —276 _228 L o144 o7 11 766 | 605 | 1.25 | 12256 | 194

16 | FM23 248 _ 044 _ 238 4 o3l 765 | 384 | 2 | 12240 | 196
AFG16 | —(2%8 — 2% 1 237 765 | 384 | 2 [ 12240 | 196
KSS18 | 280 4 277 1 276 _ 261 _ 953 _ pl4 638 | 474 | 1.33 | 11484 | 193

18 | SG18 —(293 + 2% + 219) 638 | 383 | 1.66 | 11484 | 187
FM25 —204 1 233 1 230 1 220 1 1 768 | 384 | 2 [ 13824 | 197

FST 6.4 | —2% + 2% 11 670 | 448 | 1.5 | 13400 | 193

20 | SG20 —24T _ 2% L oI5 4 213 670 | 383 | 1.75 | 13400 | 203
GG20b | 279 2% _ 23T 1 235 1 230 ] 575 | 379 | 1.52 | 11500 | 196

small G

21 | BLS21 | —232 422542612 511 | 384 [ 1.33 | 10731 | 199
24 | BLS24 | —2°1 —228 1 ol1 1 509 | 409 | 1.25 | 12216 | 193
27 | BLS27 | =221 —219 _ 215 1 210 1 2% 1 22 1 1 | 426 | 383 | 1.11 | 11529 | 218
28 | FST 6.4 | 232 —2%® 1222 1 215 1 510 | 384 | 1.33 | 14280 | 209
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Why varying p = log, p/ log, r?

Pairing computation e(P, Q): Miller loop + final exponentiation to (pk —1)/r

Miller loop: evaluate a function f,, p at point Q [Jou04, Verl0]
Contains a scalar multiplication

log, r _ logor
p(k)  deg Py

[m]P where log, m ~

® the k-th cyclotomic polynomial
SageMath: euler_phi (k)
©(12) =4, p(16) =8, p(18) =6, ¢(20) =8, ¢(24) =8

At fixed k, reducing r gives a faster Miller loop
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Pairing: Miller loop and final exponentiation

Algorithm 3.1: MILLERFUNCTION(u, P, Q)
Input: E,Fp, F, k even, P € E(Fp)[r], Q € E(F,)[r] in affine coord.,

mp(Q) = [p]Q, c € N.
Result: f = f. o(P)

1 f+ 1 R+ Q;

2 for b from the second most significant bit of c to the least do

3 by~ lrr(P); R+ [2]R; // Dbl step, tangent line
4 f+ 2 /] sk
5 if b =1 then

6 01+ lro(P); R+ R+ Q; // Add step, chord line
7 ff-(bo-l1); // my + sparse-sparse-my
8 else

9 ff-ly; // full-sparse-my
10 return f;
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Pairing: Miller loop and final exponentiation

Raise to . .
p -1 q“—1¢(q)

ro o Oe) _r

——
easy hard

22/30



Ist comparison: timing estimates in [F,-multiplications

Estimate the number of multiplications m in [F, needed for
® my multiplication in F
® sy squaring in F
® fi Frobenius power x — xP in FF
® g inversion in [F

. s‘,:(y°'° squaring in the cyclotomic subgroup of I, of order ®4(q) (subgroup of

norm 1, inversion is free)
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Relative cost: multiplication my squaring s, Frobenius f, inversion i, [F «

cyclo

k my Sk fk S ik — i1 ik, i1 = 25m, sSs=m
1 m s 0 0 25m
2 3m 2m 0 2s 2m +2s 29m
3 6m | 2m+ 3s [CHO7] | 2m 9m + 3s 37m
5| 13m 13s [Mon05] 4m 48m 73m
6| 18m | 2my+3sp = 12m | 4m | 6m [GS10] 34m 59m
7| 22m 22s 6m 104m 129m
12| 54m 2mg = 36m 10m | 6my = 18m 97m 119m
16 | 81lm 2mg = 54m 14m | 2sg = 36m 134m 159m
18 | 108m 2mg = 72m 16m | 6m3z = 36m | 232m 257m
20 | 117m 2mig = 78m 18m | 2s10 =52m | 255m 280m
21 | 132m 110m 20m 393m 418m
24 1 162m 2mis = 108m 22m | 6my = 54m | 318m 343m
27 | 216m 153m 26m 511m 536m
28 | 198m 132m 26m 38m 437Tm 462m
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Estimated cost in [F,-multiplications m but p varies

k| curve p. r Mil.ler loop final exp pairing
bits | bits | optimal ate | easy hard total total

KSS16 | 766 | 605 16784m 240m 32826m 33066m 49850m

16 | FM23 765 | 384 10020m 255m 30024m 30279m 40299m
AFG16 | 765 | 334 9838m 255m 29067m 29322m 39160m
KSS18 | 638 | 474 17433m 430m 27008m 27488m 44921m

18 | SG18 638 | 383 13351m 480m 24308m 24788m 38139m
FM25 768 | 384 13410m 464m 33256m 33720m 47130m

FST 6.4 | 670 | 448 18416m 507m 35276m 35783m 54199m

20 | SG20 670 | 383 16427m 507m 39152m 39659m 56086m
GG20b | 575 | 379 17554m 507m | ~50000m | ~50000m | ~70000m

21 | BLS21 511 | 384 19321m 717m 62426m 63143m 82464m
24 | BLS24 509 409 15345m 658m 24310m 24968m 40313m
27 | BLS27 426 | 383 22212m 1185m | 88438m 89907m 112119m
28 | FST 6.4 | 510 | 384 18940m 859m 52670m 53529m 72469m
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Other embedding degrees and quadratic twists are not promising

k| curve P r MiI.Ier loop final exp pairing
bits | bits | optimal ate | easy hard total total

FST 6.4 670 | 448 18416m 507m | 35276m 35783m 54199m

20 | SG20 670 | 383 16427m 507m | 39152m 39659m 56086m
GG20b 575 | 379 17554m 507m | ~50000m | ~50000m | ~70000m
FST 6.6 527 | 384 28703m 507m | 37621m 38128m 66331m

2 GGD=7 383 41154m 789m | 72352m 73141m 114295m
FST 6.3 420 39707m 789m | 65604m 66393m 106100m

24 | BLS24 ‘ 409 15345m 658m | 24310m 24968m 40313m
27 | BLS27 426 | 383 22212m 1185m | 88438m 89907m 112119m
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Benchmarks: Timings, clock cycles, RELIC toolkit

https://github.com/relic-toolkit/relic/

Intel Kaby Lake Core i7-7700 CPU machine with 64GB of RAM running single-threaded
at 3.6GHz, with Turbo Boost and HT disabled to reduce measurement variability.

p r Miller loop final pairing
bits | bits | optimal ate exp total

KSS16 | 766 | 605 | 11855126 | 26977632 | 38832758
AFG16 | 765 | 384 | 7343697 | 28759832 | 36103529
KSS18 | 638 | 474 | 9327153 15607334 | 24971803
SG18 | 638 | 383 | 7135510 13628040 | 20763550
24 | BLS24 500 409 | 5429826 | 9670702 | 15100528

k curve

16

18
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Benchmarks: Timings, clock cycles, RELIC toolkit
https://github.com/relic-toolkit/relic/

Intel Kaby Lake Core i7-7700 CPU machine with 64GB of RAM running single-threaded
at 3.6GHz, with Turbo Boost and HT disabled to reduce measurement variability.

Curve B(Lrsflf'zgl KSS16-766 | AFG16-765 | KSS18-638 | SG18-638 | BLS24-509
Exp. in Gy 448401 | 3392210 | 2437016 | 1718671 | 1414755 | 1066576
Exp. in Gy 843175 | 38656592 | 26229644 | 7450643 | 6101680 | 5106474
Exp. in G 1202601 | 23166231 | 15893447 | 11748224 | 9437487 | 7656674
Hash to Gy 324787 | 2613201 | 7043715 | 1115238 | 1490162 | 498829
Hash to G, | 1032827 - — | 8894196 | 15130315 | 5804460
Test P€ Gy | 321600 | 3060100 | 1759913 | 1808786 | 1018560 | 797969
Test Qe Gp | 311478 | 6936576 | 2920468 | 1927367 | 1663177 | 1068349
Testze G | 357063 | 4289047 | 2347057 | 2350975 | 9878582 | 1294991
Miller Loop | 1396749 | 11855126 | 7343697 | 9327153 | 7135510 | 5429826
Final Exp 1740115 | 26077632 | 28759832 | 15607334 | 13628040 | 9670702
Pairing 3110112 | 38832758 | 36103529 | 24971803 | 20763550 | 15100528
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https://github.com/relic-toolkit/relic/

Outcomes

BLS12 is the best at the 128-bit security level
BLS24 is the best at the 192-bit security level
Fast Hashing to G1, G2, GT matters too
Preprint soon
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SIAM-AG'23: 10 — 14 July 2023, Eindhoven, the Netherlands
v

514 IJTL. | Conference on
2%)2 3 | Applied Algebraic Geometry

Minisymposia on
¢ Elliptic Curves and Pairings in Cryptography
e Applications of Isogenies in Cryptography

e Applications of Algebraic Geometry to Post-Quantum
Cryptology

https://www.win.tue.nl/siam-ag23/index.html
https://meetings.siam.org/program.cfm?CONFCODE=AG23
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Complexities L (o, c) = exp((c + o(1))(In PX)*(InIn pk)la>
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large characteristic p = L(p), ap >2/3: L(1/3,¢c)

c=(64/9)/3 ~1.923 NFS
special p:
c=(32/9)Y/3 ~1.526 SNFS

medium characteristic p = L (p), 1/3 < ap <2/3: Lk(1/3,¢)

c = (96/9)1/3 ~2.201 prime n NFS-HD (Conjugation)
c = (48/9)Y/3 ~ 1.747 composite n,
best case of TNFS: when parameters fit perfectly
special p:
c = (64/9)1/3 ~1.923 NFS-HD-+Joux—Pierrot'13
c=(32/9)/3 ~ 1.526 composite n, best case of STNFS
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