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Abstract—We review a postal voting system used in spring hew voting systems have been criticized and attacked. For
2011 by the French research institute CNRS and designed example, a catalogue of vulnerabilities and possible kstac
by a French company (Tagg Informatique). We explain how — haq heen produced regarding the Diebold machines used

the structure of the material can be easily understood out of . . .
a few samples of voting material (distributed to the voters) in 37 US states [14] or the Diebold AccuVote-TS voting

without any prior knowledge of the system. Taking advantage =~ machine [9]. Recently, an electronic voting system about
of some flaws in the design of the system, we show how to be used in Washington DC has been attacked in only a

to perform major ballot stuffing, making possible to change  few days [11], [20]. Consequently, these electronic voting
the outcome of the election. Our attack has been tested and systems are still under evaluation.

confirmed by the CNRS. A fixed postal voting system has been | der to all ¢ ¢ te f their h ithout
quickly proposed by Tagg Informatique in collaboration with n oraer to aflow voters 1o vote from their home withou

the CNRS, preventing our attack for the next elections. using computers, voting systems have been proposed to
improve the standard “two-envelope” system. They consist
of somewhat hybrid systems, still using paper ballots but
with barcodes (to facilitate the tallying phase using bdeco
Voting systems have been invented a long time ago andgeaders) and identifiers that should ensure that votes tanno
are one of the keystones of democracy. They are used ibe linked to voters. They are typically used for elections
many configurations with various issues, e.g., legislative with intermediate issues such as elections of representa-
presidential elections but also elections of represem@sitdf  tives in unions, companies or many councils. Up to our
students, in unions and many other institutions. In Franceknowledge and surprisingly, these systems have not been
the most current and well known voting system uses papesubmitted to a careful security analysis (nor even design),
ballots, transparent ballot boxes and booth stations. Thigh contrast to electronic voting protocols. Some official
standard voting system has been continuously improveduidelines nevertheless exist. For example in France, the
over the time and actually offers a good level of securityCommission Nationale de I'Informatique et des Libertés
guarantees. It however requires the voters to attend angolli (CNIL), which is an independent administrative authority
station, which implies both some effort from the voterswhose mission is to guarantee that data processing complies
and expenses for running a polling station. Therefore, somwith human rights, private life, or individual freedoms,sha
voting systems also allow voters to vote from home. Theseecently issued recommendations about electronic votihg [
systems are typically used for medium-size and mid-leveA similar recommendation has been issued for postal voting
elections. The simplest postal voting system consists ofith barcodes [6].
having each voter use two envelopes: the voter chooses In this paper, we review such a barcode voting system and
his/her ballot and encloses it in a first (anonymous) enw=lop show that it suffers from a severe flaw that can be exploited
He/she then encloses the second envelope with the addresstofperform major ballot stuffing. Specifically, we study the
the collector, this envelope being signed by the voter. @hil postal voting system that has been used in spring 2011 by
convenient, this system can be easily subject to fraud sincthe French research institute CNRS8efitre National de
malicious voters may vote on the behalf of other votersla Recherche Scientifiquén an election involving about
especially in case they know some voters will abstain (a80,000 voters (CNRS active and retired employees). The
voters signatures are difficult to check). Moreover, thare i voting system was designed and deployed by the French
no guarantee that the collector will not open both envelopesompany Tagg Informatique, contracted by the CNRS for
at the same time, therefore breaking voters’ confidenialit the organization of this election. We show how a malicious
About a decade ago, electronic voting protocols have beenser could perform ballot stuffing without even being nalice
developed, allowing anyone to vote from any computerby the system. This relies on the fact that the voting
Voting machines have also been used in several countrigsaterial sent to voters contains predictable identifielee T
for national scale elections, replacing the old paper ballopredictability of the identifiers can then be exploited togi®
system. Such voting machines however still require thevalid ballots. It is worth noticing that the discovery of the
voters to attend a polling station. While offering convertie attack has been made without any prior knowledge of the
and efficient recording and tallying of the votes, thesesystem, simply by observing a few samples of the voting

I. INTRODUCTION



material distributed to the voters. Moreover the attack can « The ballot displays a barcode with a 10-digit number.
be performed with only a few straightforward computations. The directions for use claim that it isa“random
We have notified the CNRS and tested our attack by sending  barcode which permits to sign the attendance sheet,

50 (well identified) forged ballots, whose validity was late while preserving anonymity and secrédy place is left
confirmed by the CNRS. Informed of our discovery, the Tagg blank to affix the sticker corresponding to the selected
Informatique company quickly changed its voting system, list.

preventing our attack scheme from being exploited further. « The stickers for the lists display a barcode, with a 8-
We believe that our attack exemplifies the need for clear  digit number.

security requirements for voting systems, even for non To sum up, once the voter has made his/her decision,

electronic ones. Here the CNRS had insisted in its securithhe/she affixes the corresponding sticker on the ballot @ig.

requirements on the confidentiality and anonymity of theand then mails the ballot inside an anonymized envelope.

votes. Similarly, the recommendations of the CNIL French

commission [6] mostly insist on the fact that it should not CARTE DE VOTE

be possible to link votes to the voters. While prominent and

rather obvious, voter eligibility (the fact that only elijg¢ ‘

1501229157

voters should be able to cast at most one vote) seems to
have been overlooked.
Related workThere is an important amount of work on

the design and security analysis of electronic voting syste . N
in particular on voting machines [14], [9] or pure electioni

voting protocols such as Helios [1], Civitas [12], [5], onse _ >
more theoretical ones [18], [10], [15]. By contrast, we fecu EXPRESSION DU VOTE

here on systems that do not require voters to use a computer.
ThreeBallot [19], Scantegrity [3] and Prét a Voter [4] are
the three main examples of voting schemes that are purely
papgr-based (from the user's pomt_ of Vlew)' They, howe\,/eii:igure 1. Ablank ballot. The upper 10-digit barcode ideesifthe voter.
require the voters to attend physical voting stations with
external authentication processes (such as ID card or voter 1. REVERSE ENGINEERING
card). In the system we study, it is an important feature that :

voters can vote from home. Although we eventually had to study a total of ten samples

Outline of the papeiVe provide an informal description of voting material in order to guess what we believe to be,
of the system in Section I, as it can be observed by an}yvith quite some confidence, most of the actual specifics of

voter. In Section IIl, we explain how the structure of the e voting system, we want to stress that a good deal of

identifiers can be understood out of some ballot sampledhat knowledge was obtained after examining only a few
performing reverse engineering. Based on this reverse engf@mples, and that even a single sample gave away some
neering phase, we explain how to perform ballot stuffing inc_r|t|cal mformatl(_)n_. ThIS distinction is all the more rebnt
Section IV. Further possible security flaws (e.g., regaydin SINce the most I|m|t|ng factor for an adversary to be able to
confidentiality of the votes) are discussed in Section V. WeFarTy out an attack is by far the number of samples he/she

discuss which lessons should be learned from this case studfyjll be able to procure. . _
in Section VI. To illustrate this point, we detail in the following para-

graphs how much understanding of the system can be
progressively guessed from the knowledge of one, then a
handful, and finally ten samples of voting material.

The postal voting protocol at hand has been used by th@  From one sample of voting material
CNRS in spring 2011, for a nationwide election involving 1) Common prefixTaking the example of the voting ma-
about 30,000 voters. The election was a list system: th?e )

number of affiliated candidates being elected depends on therlal pre.sented.m Figs. 1 and 2 (sample #1."1 App.end|x- A)’
. . . onhe can immediately remark that the 10-digit voter idenmtifie
number of votes that the list receives. Let us describe th

voting process from the candid user point of view. Each vote§1501229157) and all of the seven &-digit list identifiers

) 15010394, 15011485, and so on) start with the same 4-
receives the documents for the vote at home by post. Thesg . . . e
o igit sequence 1501. Whether this sequence is specific to
documents are made of directions for use, a detachablé ball

. . : . is sample only or to the whole election is unknown at this
(Fig. 1), gnd a sheet W'Fh the name of the lists running forstage, but we can nonetheless focus our first study on the
the election together with a sticker for each one of them - . ) o

) : i remaining digits of the identifiers.
(Fig. 2). More precisely:

Il. DESCRIPTION OFBARCODE VOTING



LISTES CANDIDATES CARTE DE VOTE
Y )
List #1 (hidden for privacy) ‘"‘ ‘"Hl‘ |‘
Nl 4% s
a M
. . . 1501229157
List #2 (hidden for privacy) ‘"‘ ‘" w
Nt ) m )
List #3 (hidden for privacy) ‘"‘ ‘|H |||‘ L 15012576 l
k 555555 e l EXPRESSION DU VOTE
a M
List #4 (hidden for privacy) ‘"‘ ‘H"H”
O ey o
m ) . . . .
List #5 (hidden for privacy) ‘"Hm | m Figure 3. A cast ballot. The 8-digit barcode for the chosemd@ate list
privacy M 4 (here list #3) is affixed just above the mentidBxpression du vote
a M
List #6 {hidden for privacy) U ‘"“ H‘ ||/ the list ID #, then the list ID #i + 1) is 2'y’2't', where:
~ =~ ' = (£ 4 1) mod 10,
List #7 (hidden for privacy) ‘||H| ‘"‘ m y' = (y + 1) mod 10,
Nk y 2z = (2 — 1) mod 10, and
— = t' = (t+1) mod 10.
/ SIS OREL This conjecture is however quickly disproved as soon as a
borrow or a carry propagation occurs, as can be observed in
a A samples #2, #4, #6, #8, #9, and #10 in Appendix A. An easy
SANS OBJET . . . .
C 4 exhaustive enumeration over all possible sets of list I[2g (s

Appendix C1) shows that the probability for such a carry to
appear in a sample of voting material is actually o$&¥o,

Figure 2. The sheet with the names of the lists running forefleetion which rapidly allows one to find a counter-example.

(hidden here for privacy). A sticker with an 8-digit barcodeassociated

ith each list.
With each 1Is B. From three or four samples

The knowledge of several samples confirms most of the
guesswork that could be obtained from one single sample:
2) List identifiers: Let us now consider the last 4 digits o the 4-digit prefix 1501 is common to all voter and list
of the list identifiers: 0394, 1485, 2576, 3667, 4758, 5849, IDs, and
and 6930. The somewhat regular increasing of these 4-digit o out of the 4 last digitscyzt in list IDs, the first 3 £yz)
sequences, when seen as decimal integers, hints at a kind  follow an arithmetic progression of common difference
of arithmetic progression. Indeed, there appears to be a 109, while the last one) seems to be acting as a check

common difference ofl091 between the first 6 numbers. digit.
However, trying to extend this guess to the last one, one o _
remarks thab849-+1091 is 6940 and not the observed30: 1) Check digit: With a few samples available, one can

it seems that the first carry digit was not propagated to thélow start investigating how this check digits computed.
second digit. This led us to believe that the last digit had toSince it can apparently take any value between 0 and 9, a
be considered separately, as would be the case for a chefikst idea is that this digit is the remainder modulo 10 of a

digit, for instance. linear combination of the preceding digits:
Ignoring this last digit, we now observe a perfect arith- t = check_digif1501zyz)
metic progression on all the list identifiers, with common = (0 + x5 + yre¢ + 2A7) mod 10,

differencel09, from Ly = 03910 L7 = 693 = L1 +6x109.  \yporas = 1M1 + 5A2 + 0X3 + 1)\ stands for the constant

Alternatively, one might also look at the last 4 digits of contribution to the check digit due to the prefix 1051. Pigttin
the list IDs individually and remark that each of them formstogether the observed list IDs and check digitsiaafamples
an increasing sequence, except for the third one which itherefore yields a system @ linear equations modul®0
decreasing. In other words, notingzt the last 4 digits of in the four unknownsy, A\s, A¢, and \;. The probability



of this system being of rank modulo2 and 5 (the two  now try and solve the resulting systemrofinear equations
prime factors of10) is about27% with n = 1 sample,75%  of the form
with 2 samples94% with 3, and almos©99% with 4 (see
Appendix C2). e+aps +bus+7c+5d+e=k (mod 10)
Solving this system of modular equations gives the check he th K d . _ |
digit coefficientss = 0, \s = 7, A\¢ = 5, and\; = 1. In N the three unknowns, uis, and ug. Usingn = 3 samples,
this system can be completely solved modulo 2 and 5 with
other words, we have - . . o
o probability 26%. With 4 samples, this probability increases
t = check_digit1501zyz) = (7x + 5y + z) mod 10. to 56%, with an expected number of solutions 2f(see

Note that the system obtained from the first 4 samples iﬁAppendix (?3)' Although this_ i,s not eno_ugh .to. gain.f.ull
Appendix A is only of rank3 overZ/2Z: even though one understanding of the check digit mecha_mlsm, it is sufficient
ends up with two acceptable sets of check digit coefficientd® know how to farge correct check digits for some chosen

instead of a unique solution as above, this is still enough ryoter IDS_’ as dlscussed_ in Section IV. For mstance,_ und_er

forge correct check digits with probability/2. assumption (b) and using the samples #1 to #4 given in
Appendix A, one obtains the two following solutions:

2) Voter identifiers and check digitd-et us now focus

on voter IDs. Since they are also barcodes, one can extend (€, 115, 16, 117, fiss 19) = (2,4,2,7,5,1), or
the assumption made for list IDs and consider the last digit 110 116, 1T 128 159 (2,9,2,7,5,1),

of voter IDs to be a check digit. We therefore denote the last | . . -
6 digits of voters IDs aabcedek, whereabede is assumed to which allows one to forge valid check digits, as long as the

be the actual voter ID, whilé would be the corresponding digit a of the corresponding voter IDs is chosen to be even.

check digit. Using the same approach as for the list IDs, one
can express the value of this digit as a linear combination 3y Range of voter IDsAfter looking at several samples

of the preceding digits: of voting material, one can also remark that all voter IDs
k = check_digit1501abcde) seem to fall in the rangg0, . .., N}, whereN is the number
= (e + aps + bug + cpr + dug + epg) mod 10, of voters taking part in this election (about 30,000), while

o ; - the 5 digits of voter IDs would allow for a possible 100,000
\t’(\gltthh; Eréﬁ;( 41—555er0%+ 1114 being the contribution due values. The probability of this happening for all of the

Since each sample of voting material yields only one suclfva”able samples is therefo(@/10)", i.e., less thanl%

: o : or n = 4 samples. Hence, it seems reasonable to make
modular equation, finding the value of the six unknownsthe assumption that all the voter IDs in this election form a
e and us to ug requires more than just 3 or 4 samples. i P
However, one can make an educated guess and suppose tﬁg\g\?guous range betweeé)nand_N. . .
the check digit algorithms for voter and list IDs have good hen forg'F‘g ba!lots, making _th|s assgmptlon ShF)UId
chances of being the same. In other words, we can assun"i‘élow one to pick valid voter IDs with very high probability.

that the sequence of check digit coefficients is either &) le

aligned, and that = 6 = 0, u5 = A5 = 7, s = As = 5, and 4) Link between voter and list IDd-et us now consider
pr = Ar = 1; or (b) right-aligned, and thatz = As = 7, the first two samples of voting material from Appendix A:
pg = As =5, andpg = A7 = 1. their voter IDs ard” = 22915 andV’ = 05166, respectively.

Once again, only a handful of samples of voting materiahyhen seen as decimal numbers, the difference between
are necessary to disprove asgumptmn (a_): giveamples, ihe two isV — V! — 17749, which is congruent td1
trying to solve the system of linear equations of the form - moqylo 109. Now looking at the identifier of list #1 for

Ta+5b+ c+ dus +epg =k (mod 10) these two samples, namely; = 039 and L] = 057, we

] ) ] ] N also observe that; — L} = —18 = 91 (mod 109). Pushing
will result in an empty solution space with probability% g investigation further, we find that

with only n = 1 sample 45% with 2, 92% with 3, and99%

with 4 samples (see Appendix C3). L1 = (V mod 109) 4 14 and L, = (V' mod 109) + 14.
Similarly, assumption (b) can be trusted with a reasonable

level of confidence seeing how it is satisfied by all the avail-This construction can then be checked for consistency with

able samples of voting material: even though the confidencthe other available samples.

is zero with only one sample, it increases to alm@$t with Even though this may not be the only linear congruence
2, 49% with 3, and finally reache82% with 4 samples (see which can relate the voter and list IDs of 3 or 4 different
Appendix C3). samples of voting material, the fact that this particular

Having disproved assumption (a) while verifying that congruence happens modul@d, which is also the common
assumption (b) had good chances of being valid, one cadifference in the arithmetic progression of list IDs, is aye



good indicator that this is a correct assumption. Indeedtgesi  the voting system and to forge ballots. Indeed, even if one
the identifier; of list #i is computed as cannot find the unique solutions for computing the check
. ) digits of the voter and list IDs, and ends up withpossible

Li =Ly +109(i —1) = (V' mod 109) +109(i = 1) + 14, g5 ions instead, one is still able to forge at ledgtm

we have thatl; = V + 14 (mod 109) for all lists. When ballots by picking only the voter and list IDs on which the
tallying up the votes, this enables the organizer of then solutions agree.

election to check very quickly that the voter and list IDs For instance, considering the first 3 samples from Ap-

from a cast ballot are coherent, i.e., that they come from th@endix A, the linear system for computing the check digit
same voting material. of list IDs of the formayz is only of rank3 modulo2, and

thus yields two solutions:

b (Tx + 62z) mod 10, or
| (Te+5y+ =) mod 10.

C. From ten samples

The more samples of voting material one is able to collect,
the higher the confidence one will have in the conclusions of
the above reverse engineering. Using the 10 actual sampl&®llowing assumption (b) from Section II-B2, the check
we secured, we were thus able to verify all the assumptiongigit coefficients for the last 3 digits of voter IDs should
made in the previous paragraphs. With a level of confidencalso be eithe(7,0,6) or (7,5,1). However, the former is
close to absolute certainty, we can now describe what wélisproved by the voter IDs from samples #1 and #3, which
believe to be the full internal works of the voting system: allows us to conclude that only the latter is valid, and that

« 5-digit voter IDsV are taken from a contiguous range ! = (72 + 5y + z) mod 10. We can then solve the linear
between0 and N, where N is the number of voters system for computing the check diditof voter IDs of the

(i.e., about 30,000); form abcde and obtain the two solutions
« noting abcde the 5 digits of v, the full voter ID is b { (4a +2b+ Tc+5d + e + 2) mod 10, or
1501abcdek, where the check digit is computed as (9a +2b+ 7c+5d + e + 2) mod 10.
k= (4a+2b+ Tc + 5d+ e + 2) mod 10; C.:onsgq_uen.tly, we jl_Jst need to pick only voter IDs whose
first digit a is even in order to successfully forge the cor-
« the 3-digit identifierL, for list #i is computed as responding check digit. Assuming that is around 30,000,

L; = (V mod 109) + 109 — 1) + 14; we are sf[ill_able to forge around 20,000 valid ballots under
this restriction.
« notingzyz the 3 digits ofL;, the full identifier for list Combining the expected number of solutions to each
#i is 1501zyzt, where the check digitis computed as  system as computed in Appendices C2 and C3, the expected
number of valid ballots one is able to forge using knowledge
from 3 samples of voting material is over 6,200, and over

IV. BALLOT STUFFING 14,500 using 4 samples.
A. Forging ballots B. Ballot stuffing attack

From the complete description of the voting system given In order to assess the feasibility of a ballot stuffing attack
in Section 11I-C, an attacker is able to forge upAdvalid  using forged ballots as above, one also has to take into
ballots for the list of his/her choosing with a probability account the way duplicate ballots are detected and handled
of success ofl00%: picking any voter IDV in the range by the election organizer when tallying up the votes. Ingeed
{0,..., N} and constructing the corresponding list ID andsince each forged ballot corresponds to an actual voter,
check digits as explained above is guaranteed to producethis voter might also have cast his/her vote, resulting in a
valid ballot. duplicate ballot.

However, gaining full knowledge of the voting system The recommendations of the CNIL on this matter [6]
with high confidence requires procuring around 10 samplestipulate that the voting system should include a mechanism
of voting material, which may not be possible in the contextfor rejecting a ballot which has already been processed
of an attack, especially since this would imply either (a)One can then reasonably assume that this is the case for the
colluding with several voters, at the risk of one of them re-election at hand, and that all forged ballots corresponding
porting the attack in progress to the organizer of the edacti to voters who actually voted will be discarded. Since the
or (b) intercepting several samples of voting material,althi voter turnout for such elections is usually pretty low, ardu
is hardly practical at all since they are sent directly bytpos40% [2], this means that more than half of the forged ballots
to the home address of the voters. will be accepted and counted. This probability goes up to

Nevertheless, as we showed in Section 1lI-B, the knowl-80% if we assume that in the case of duplicates our forged
edge of only 3 or 4 samples, along with a few reasonabldallot has the same probability of being counted as the
assumptions, is enough to retrieve most of the specifics degitimate ballot.

t = (7z + 5y + z) mod 10.



Finally, we remark that the highest-ranking list in suchpractice can be obtained using essential building blocks
elections usually receives arour®$% of the votes, i.e., such as hash functions and stream ciphers [16, Chap. 5].
3,000 out of the 12,000 cast ballots [2]. We can thenExamples of random number generators which typically
conclude that the proposed ballot stuffing attack has a verglo not meet these requirements are those whose intent is
good probability of changing the outcome of the election andriginally to model randomness from satistical point of
bringing about the desired result, as it is able to genetate aiew, which is a significantly weaker requirements. Most
least 6,200 valid ballots, out of which betwe&if% (3,720) random number generators encountered in computer appli-
and 80% (4,960) will actually be taken into account in the cations and programming languages essentially care about
tally. this second requirement only (e.g., mdStprogramming
language libraries implement eand() function which

) ] is barely satisfactory from a statistical point of view, and
To convince the CNRS and Tagg Informatique of OUr certainly not suitable for cryptographic use).
attack, we have sent 50 (well identified) forged ballots,

all casting a vote for the first list. These forged ballots [N order to explain further potential weaknesses, let us
have been scanned in a test phase before the actual tallyidgsume that the generation of voting material is done with
phase. We received confirmation that our forged ballots wer§0mMe pseudo-random number generator. The output of such

considered to be valid by the system and would have beefi generator is entirely determined by the initial value @3ee
counted in the tallying phase. of its internal state When cryptographic strength is not a

design requirement, pseudo-random number generators with
V. FURTHER POTENTIAL WEAKNESS an internal state gf0 bits or less are commonly encountered.
Our findings led the company in charge of the preparatiorThis is the case, for example, of the pseudo-random number
of the voting material (Tagg Informatique) to modify their generator used by the Microsoft Excel program ReND( )
procedures. From what we have been able to observe, thanction is described in [17] — following the design pro-
modifications carried out are twofold: posed in [21] — and relies on floating-point arithmetic. The
« The voter ID is two digits longer (7 significant digits), internal state of this function ig5-bit wide. We consider
still accompanied with a 4-digit prefix identifying the that this function is likely to have been used for generating
election, and a check digit. The barcode for the voterrandom values in the modified voting system under scrutiny.
IDs thus encoded + 7 + 1 = 12 digits. In such a situation, assuming the attacker has the knowl-
« The list IDs are no longer prefixed with an election edge of the voting material for one or several voters, it
identifier. The 8-digit number encoded by the barcodds feasible to simulate the random number generator by
in this modified version still has a check digit, thereby exploring all the successive values taken by the internal
leaving 7 significant digits (instead of only previ-  state. For a poll withV voters andk lists, a sequence
ously). These numbers exhibit no particular regularity.of N(k + 1) values taken by the internal state determines
Four samples of such modified voting material are reprothe complete identifier database. Testing whether the known
duced in Appendix B. ballot values are encountered amahigk + 1) successively
To have a guarantee of security, the system should choogtenerated values is sufficient to gain confidence in the
the voter ID randomly. We make here the assumption thaguessed initial internal state. Upon achievement of this
this is indeed the case, and that the list IDs are also gesterat complete regeneration of the identifier database, it st
randomly. However, the use of “random” data requires som@ossible to forge valid ballots. Furthermore, if it occuratt
caution. We wish to stress that the use afgptographically ~ the identifiers are generated successively for the votess in
strongrandom number generator is necessary to thwart anpublicly available, or easily guessable voters'list is also
attempt of ballot stuffing. We show that should this not bePossible to break anonymity of votes.
the case, then under plausible assumptions the complete lis The computational cost of the attack described above is
of voter IDs and list IDs can be retrieved, with very seriousyominated by the number of possible values of the internal
consequences. state. This brute-force approach is clearly enabled by the
A cryptographically strong (pseudo-)random number gensmall size of this number. For the case of Microsoft Excel's
erator ensures that a sequence of generated numbers RAND() function, this induces2*® trials, which is not
indistinguishable from random noise. In particular, a grob frightening, especially given the distribution opporties
bilistic polynomial-time algorithm which tries to guesseon Of such an approach.
bit output by the random number generator, based on the We also notice that if some additional conditions hold re-
information of the complete previous output, has to succeegarding the procedure for generating the identifier dagbas

no more often than a coin flip. 1 L . . -
Practical examples of pseudo-random number generato Such a list is indeed publicly available for the poll consaﬂa_m our
ractica p p g Eﬁjdy. We do not know however whether it has been used in duater

for which this strong hypothesis is believed to hold in generating the voting material.

C. Experiment



retrieving the internal state of the random generator camvay) but also eligibility (only registered voters can vote,
happen to be significantly easier. For example, Microsoftat most once), fairness (the result reflects the actual jotes
Excel'sRAND( ) function is essentially a linear congruential and verifiability (voters can check that their votes havenbee
generatof. If a given list ID is obtained as the truncation counted). In our case study, we probably attacked what is
of RAND() =107, it is straightforward to list the roughly called eligibility verifiability, i.e., the fact that voters can
224 possibly corresponding internal states. If list IDs arecheck that only eligible voters have voted. Future require-
generated in order for each candidate, one can cross-cheokents on barcode voting systems should probably include
each of these guesses against the next random draw, and thaigch properties, in order to prevent, at the very leastpball
quickly validate the right guess. From this data, all pregio stuffing. As future work, we plan to design a provably secure
and future output of the random generator can be deducedbarcode-based postal voting system.
In this case, a mild computational loa2f{) incurs the same As discussed in Section V, we also would like to empha-
devastating consequences already described. size that the use of random generators as required by the
Although potentially very effective, these attacks haveCNIL or the CNRS does not suffigeer sefor guaranteeing
however not been attempted for two reasons. First, althougkecurity, in particular anonymity of the voters. Insteddsi
we believe our guesses, including the use of Microsoft Excelnecessary to make use wfipredictablerandom generators,
to be plausible, these are only guesses. Lacking the preciskat is cryptographically strong random number generators
specification of the procedure, mounting the attack is not Our security analysis was focused on possible threats of
very tempting, since potentially unfruitful. outside attackers, that do not have any prior information
Furthermore, in order to mount such an attack, it ison the system. Even the proposed fixed version of this
necessary to assume that Microsoft Excel follows someostal voting system is clearly not robust to inside attexke
well-defined standard for floating-point arithmetic, sueh a Indeed, the person responsible for mailing the ballots ant ¢
the IEEE-754 standard. Unfortunately this is not the caseduplicate voting material and stuff the ballot box. Siniijar
As remarked in [13], Microsoft Excel employsosmetic a dishonest employee of Tagg Informatique could have
rounding, which is nowhere defined. This feature is cernyainl access to the seed (or key) used in the random generator
not meant as a security countermeasure, and can quitend could re-generate the voting material. A (standard) way
probably be reverse-engineered as well, but we have nab defend against inside attackers would be to distribuge th
tried to do so. sensitive information (like the seed of the random geneyato

VI. CONCLUSION among several authorities who are assumed not to collude.

We have shown how to attack (with very few compu- ACKNOWLEDGEMENTS
tational resources) a barcode-based postal voting system,W d ik hank the electi .
with the access to only 4 samples of voting material, our, e would like to thank the election groufD(ganisa-

guesses being fully confirmed when accessing to 10 sampl on des électionsat CNRS for their reactivity and th.e|r
of voting material. Due to the fact that the ballots areW|II|ngness to understand, test, and correct the flaws in the

completely predictable, it is possible to forge the wholeVoting system in usele are also grateful to the anonymous
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to perform major ballot stuffing. The research leading to these results has received funding
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desirable, are not the only security goals a voting system
should ensure. The current research on electronic voting
has however already allowed to better understand what g1] Ben Adida. Helios: Web-based Open-Audit Voting. In
good voting system should offer in terms of security (see ~ Proc. of the 17th USENIX Security Symposium (USENIX
for instance [8]). Such works point out that voting systems ~ Security’08) pages 335-348. USENIX Association, 2008.
should of course guarantee the confldent|allty of the yotes[z] Centre National de la Recherche Scientifique.  Elec-
(no one should know that a voter has voted in a particular™" 4., 2011, conseil d’administration du CAES du CNRS,

2The n-th iterate of this function iz, } Ltn ], where March 2011. http://www.dgdr.cnrs.fr/elections/caesiteats/
n- Tnf = Tn — (Tn], Ty =
171" /p1 + 172" /pa + 170" /p3, the p,'s being 30269, 30307, 30323. resultats_CAES2011_T2.pdf.

This is equivalently written ag,, = g™ (p1p2 +p2ps +p1p3)/(P1P2p3),
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table, all voter IDs should be prefixed with 2943, omitted
ere for concision.

[ Sample # ]|

t [ 2 [ 3 [ 4 |

Voter ID 32477829 | 86197225 | 89718895| 29091474

53811359
0886456 1
5739954 4
7664888 8
5588005 3
73328156
6988239 8

2989495 8
35667409
79774361
05172213
85610338
34367140
86802590

3719965 6
35600453
0008984 3
00158211
29899425
01929210
19710118

84973432
83926732
5204306 7
04683900
16174466
24861928
58216655

List IDs




C. Details of probability estimates 3) Finding the check digi& in voter IDs: Let us first

1) Carry propagation in list IDs:As the identifier of the ~consider the validity of assumption (a), submitted in Sec-
first list L, is computed agV mod 109) + 14, wherey  tion l1-B2, which supposes that the check digibf a voter
is the voter ID, we have that, € {14,...,122}. There D abede is computed as
are therefore exactly 109 possible values far, and thus k= (Ta + 5b+ ¢ + dus + epg) mod 10.
109 different possible sets of list IDs. Out of these 109,sets
only 20 will not generate any carry. This gives &y109 =
81.7% chance of getting a sample of voting material with
such a carry, hence detecting the arithmetic progression
common difference 109 as described in Section IlI-A2.

Consider a set of voter IDsa1bic1dier t0 a,bycndnen
along with the corresponding check digitsto &,,. For these
Oqheck digits to satisfy assumption (a), the modular system
In ug and pg

— !
2) Finding the check digit in list IDs: It is important s 4__61#9 - k_l (mod 10)
to note that the seven list IDs from a single sample of : :
voting material can be enough to solve the system of linear dpps +enpio = k], (mod 10),
equations moduld0 in order to find the coefficients of the \herek! = k; — 7a; — 5b; — ¢;, needs to have at least one

check digit. First of all, the first identifierL, = zyz and  solution. Taking the: x 3 matrix of the homogenized system
its check digitt give the equation g e ¥
1 1 — Ry

6+ x5 +yXe +2A7 =t (mod 10). M=| : : (mod 10),

Furthermore, the difference between two consecutive list dn ey, —k

IDs zyz andz’y'z" can also produce linearly independent o hrevious condition is equivalent to checking thathas

equations of the form at least one vector of the forrfus, 9,1)7 in its kernel,

(' —2)Xs + (V' —9)Xe + (2 —2)Ar =t —t (mod 10).  both modulo2 and5. This is finaII)_/ tantamount to ensuring
that the vecto(0,0,1)” does not lie in the row space dil

More precisely, modulo2 and modulos.
« if no carry or borrow occurs, assuming = x + 1, Assuming that voter IDs are taken uniformly in the range
v =y+1,2 =2z—1,thent’ =t +1 (mod 10) and  {0,...,29999}, for n = 1 sample of voting material, 25410
we have the equation of these voter IDs satisfy the above condition (7 out of 8

satisfy it modulo 2, and 121 out of 125 modulo 5). Therefore,
the probability of being able to disprove assumption (a) by
« if a borrow occurs between andy (i.e., whenz =0, finding a counter-example using only one samplel is
as for instance between lists #3 and #4 of sample #6225410/30000 = 15.3%. The probabilities for more samples
thent’ =t¢+ 6 (mod 10) and we have are given below:

— . [ Nb. of samples &)
)\5 + 9/\7 =6 (mOd 10)’ and Prob. of finding a

. if a carry occurs betweeg and z (i.e., wheny = 9 °°””§;‘§_X§?“f‘i’r']§i:;°‘;”'°2
and z # 0, as for instance between lists #5 and #6 of | counter-example modulos
sample #2), ther’ =t + 8 (mod 10) and we have [__Prob. of disproving @ [ 15.3% [ 45.3% [ 92.1% [ 99.1% ]

A similar computation allows one to compute the level of
confidence one can have in assumption (b) given a set of
Out of the 109 possible sets of list IDs30 produce a n samples of voting material verifying it. For instance, for

system of rank4 both modulo2 and 5. This represents n = 2 samples, out of th80000? possible pairs of voter IDs,

a 30/109 = 27.5% chance of being able to completely 161000000 (i.e.17.9%) would provide a counter-example
solve the system with a single sample of voting material. Ornif assumption (b) were wrong. Therefore, after checking tha
average, solving the system obtained with one sample wilthe 2 available voter IDs satisfy the condition, one can have
yield 24.04 solutions. Enumerating for up to four available a 17.9% confidence in this assumption: in other words, one
samples, we obtain the following probabilities of success: was not able to disprove (b) despite the.9% chance of

s+ X +9A\7 =1 (mod 10);

1 [ 2 [ 38 [ 4 ]

12.5% | 32.8% | 58.8% | 77.3%

3.2% | 18.6% | 80.8% | 96.0%

205 + X6 + 9A7 =8 (mod 10).

[ Nbofsamples@) [ 1 [ 2 [ 3 [ 4 | this happening. The probabilities for larger valueshoére
Prob. of being of [ i i :
ra;ok 40moedI8I%02 o75% | 79.1% | 95.1% | 98.8% given in the following table
Prob. of being of | Nb. of samples f2) 1 [ 2 [ 3 [ 4 ]
rank 4 modulo 5 27.5% | 89.7% | 99.1% | 99.9% Prob. of finding a
counter-example modulo2 0.0% 13.9% | 35.4% | 60.5%
| Prob. of success || 27.5% | 75.1% | 94.5% | 98.8% | ple
[ Expected nb. of solutions || 24.04 | 2.09 | 110 | 102 | Prob. of finding a 00% | 5.3% | 23.2% | s1.2%

counter-example modulo5
| Confidence in (b) [ 0.0% [ 17.9% [ 48.9% [ 92.5% |




Finally, being able to completely solve the systemnof
modular equations in the three unknowasus, and ug
arising from assumption (b) only depends on the rank of
the corresponding matrix modulo 2 and 5. For instance,
with n = 3 samples of voting material, there a36000% =
2.7 - 10'3 possible matrices, out of which only.2 - 10'2
(i.e., 26.7%) are of rank3 modulo 2 and modulo 5. This
corresponds to an expected number of solutions4ff. The
probability of solving the system increases with the number
of available samples, as shown in the table below:

[ Nb. of samples ) I 3 [ 4 [ 5 6
Prob. of being of
rank 3 modulo 2 33.3% 59.3% 75.6% 85.4%
Prob. of being of
g 71.1% | 92.4% | 98.0% | 99.4%

rank 3 modulo 5

Prob. of success

[ 26-7% | 56.9% | 75.0% | 853% ]
|

| Expected nb. of solutions [|  4.41

203 |

141

1.19

D. Examples of fake ballots
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