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Sources of inspiration

I Coursera MOOC from the University of Geneva (2018): Le
Bien, le Juste, l’Utile. Introduction aux éthiques
philosophiques

I edX MOOC from the University of Michigan (2018): Data
Science Ethics

I Ethical IT Innovation (2016). S. Spiekermann. CRC Press.

I L’éthique aux interfaces entre biologie/santé et sciences de
l’information (2016). H. Chneiweiss. (with his approval)

I L’éthique appliquée (2010). M. Marzano. PUF

I Wikipedia
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Motivation and Goal

A Question of Time

”All your data are belong to us”

This is NOT a checklist

To finish
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Why should you care?

I because you are a citizen

I because ethical products sell better [Spiekermann, 2015]

I because if you don’t as data scientists, others with less
knowledge will
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What this course will (hopefully) bring you

No ready-made solution

but

tools to think by yourself
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Your work
A wide range of topics

I Self-driving car (EN) → traceability, passive vigilance

I Chatbot Tay (EN) → ML in the wild

I YouTube (EN) → algorithm transparency, bias

I Social credit in China (EN) → consent, privacy

I Vocal assistants (EN) → gender bias

I Automatic sentencing (EN) → racial bias

I Wearables (EN) → consent, privacy
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https://www.theguardian.com/technology/2018/mar/22/video-released-of-uber-self-driving-crash-that-killed-woman-in-arizona
https://www.theguardian.com/technology/2016/mar/24/tay-microsofts-ai-chatbot-gets-a-crash-course-in-racism-from-twitter?CMP=twt_a-technology_b-gdntech
https://www.technologyreview.com/2020/01/29/276000/a-study-of-youtube-comments-shows-how-its-turning-people-onto-the-alt-right/
https://time.com/collection/davos-2019/5502592/china-social-credit-score/
https://unesdoc.unesco.org/ark:/48223/pf0000367416.page=85
https://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-sentencing
https://healthinformatics.uic.edu/blog/ethics-of-wearables/


Motivation and Goal

A Question of Time
Who’s dealing with it?
Is (techno)Science Necessarily Good?
(some) Turning Points in the XXth century

”All your data are belong to us”

This is NOT a checklist

To finish
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A very old question (the oldest?) in a brave new world

From Lysippe — Eric Gaba (User:Sting),

July 2005., CC BY-SA 2.5
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Ethics is a domain from. . .
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What discipline/domain thinks a lot about ethics?
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(some) French institutions dealing with ethics

I CNIL: Commission Nationale de l’Informatique et des Libertés

I CCNE: Comité consultatif national d’éthique

I CERNA: Commission de réflexion sur l’éthique de la recherche
en sciences et technologies du numérique d’Allistene

I COMETS: Comité d’éthique du CNRS

I CEI: Comité d’éthique de l’Inserm

I COERLE: Comité opérationnel d’évaluation des risques légaux
et éthiques
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https://www.cnil.fr/en/home
http://www.ccne-ethique.fr/en
http://cerna-ethics-allistene.org/
http://www.cnrs.fr/comets/
https://www.inserm.fr/recherche-inserm/ethique/comite-ethique-inserm-cei-0
https://www.inria.fr/institut/organisation/instances/coerle/presentation-du-coerle
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Is (the outcome of) science necessarily good?

Are there things that are possible to do that we agree we should
not?
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(c) https://www.starwars.com/databank/clone-troopers
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Is (the way we do) science necessarily good?

Are there things that are possible to do that we agree we should
not?
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The Nuremberg Code
originated before, but finalized during ”the Doctors’ Trial” (1947)
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The Nuremberg Code
originated before, but finalized during ”the Doctors’ Trial” (1947)

10 main principles, including:
I Respect of the subject:

I informed consent
I freedom to quit the experiment

I Beneficience:
I favorable risks/benefits balance

I Justice:
I positive results for society

19 / 61



The Belmont Report [Bel, 1979]
originated from ”Tuskegee Syphilis Experiment” (1932-1972)

By National Archives Atlanta, GA
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The Belmont Report [Bel, 1979]
originated from ”Tuskegee Syphilis Experiment” (1932-1972)

The report includes 3 main principles:

I Respect of the subject:
I informed consent

I Beneficience:
I favorable risks/benefits balance

I Justice:
I fair selection of the subjects
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https://ia800201.us.archive.org/3/items/belmontreporteth00unit/belmontreporteth00unit.pdf
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Ethics?
soft law

https://www.merriam-webster.com/dictionary/ethics
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Ethics is not law

Ethics

Law

Law: sets minimum standards (rules and regulations)

vs

Ethics: sets maximum standards (guidelines)
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What do you know about ethics?

I well-known ethical issues?

I ethical institutions?

I famous thinkers?

I well-known texts/documents about ethics? turning points?
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Personal Data

https://gdpr-info.eu/art-4-gdpr/
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Sensitive Data
specifically protected ?

https://gdpr-info.eu/art-9-gdpr/
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https://gdpr-info.eu/art-9-gdpr/


Sensitive Data: exceptions

https://gdpr-info.eu/art-9-gdpr/
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Sensitive Data: exceptions again

https://gdpr-info.eu/art-9-gdpr/
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Sensitive Data: exceptions again again

https://gdpr-info.eu/art-9-gdpr/
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Sensitive Data: exceptions again again again

https://gdpr-info.eu/art-9-gdpr/
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Pseudonymisation vs anonymisation

Pseudonymisation:

I reversible

I informed consent legally compulsory

Ex: Mr X has been arrested for murder.

But: The son of the most well-known ophthalmologist in Orléans is
schizophrenic.

vs

Anonymisation:

I irreversible

I no consent needed (information should be given, though)
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Data Lifecycle

Haztowichp - CC BY-SA
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https://commons.wikimedia.org/wiki/File:Digital-asset-lifecycle.png


Ethical Hot Spots?

Haztowichp - CC BY-SA

Exercise your ”ethical” brain

Identify the potential ethical ”hot spots” in the data lifecycle (take
a concrete example to illustrate)
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https://commons.wikimedia.org/wiki/File:Digital-asset-lifecycle.png


What Consent Means (or not), by c©Boulet
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http://www.bouletcorp.com/2016/02/06/installer-windows/


Informed Consent

The Nuremberg Code (1947) states that consent can be voluntary
only if:

I participants are able to consent

I they are free from coercion

I they comprehend the risks and benefits involved
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Art. 7 GDPR: Conditions for consent (1/2)

https://gdpr-info.eu/art-7-gdpr/
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https://gdpr-info.eu/art-7-gdpr/


Art. 7 GDPR: Conditions for consent (2/2)

https://gdpr-info.eu/art-7-gdpr/
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https://gdpr-info.eu/art-7-gdpr/


Consequences in Practice

There is no consent if no decision is made:

I opt in vs opt out

I importance of the default settings

I possibility to withdraw one’s consent at anytime

https://www.grosbill.com/
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Exercise

Exercise your ”ethical” brain

Go on the Facebook homepage (disconnect if you are connected)
and evaluate to what extend the consent of a new user is informed.
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https://www.facebook.com/
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Reminder: beyond Grids

Grids are attractive:

I simple

I illusion of exhaustiveness

But they are far from enough:

” Neither the risk analysis informed by engineering
practice, nor the socially informed engineering practice can
be replaced by the other.” [Gurses et al., 2011]
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Making the Most of Grids

1. start thinking/discussing without them

2. use them as a complement

3. do not limit your thinking because you checked all the list in
the grid
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https://dataschool.nl/deda/deda-app/?lang=en
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S T A R T

This poster is supported by the DEDA manual. The function of 
the manual is to provide additional background information. 
Please decide who in the team will fill in the report. 

Run through the questions and answer them with post-its.
For each question that cannot be answered right away, you will find
an action point in the report, which indicates further steps. 

STEP ONE 

STEP TWO 

Project name, date, place                                               

 

 

-

Taking a decision

Taking the previous questions into account, make a decision about the
continuation of the project. What are the possible benefits and problems?
Appoint a member of the team to be the devil’s advocate in this 
deliberation. The questions and concepts below can help him/her.

 • Freedom of choice 
 • Freedom of speech
 • Mutual respect
 • Trust
 • Diversity
 • Creativity
 • Peace and a good life

STEP THREE

Participants

What is the project about?

What kind of data do you use? 

What are the benefits of this project?

Might there be any problems with your project? 

What would a person you want to be do in this  situation?

 Does the project meet the standards of good governance and responsibility?

Which outcome is the best for the majority of involved subjects, the city and it’s residents?     

Does your approach respect the autonomy of all 
subjects who are involved? 

What are problems particular to this project?

How can we make sure that the following
values are respected?
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Concept and development:
Mirko Tobias Schäfer, Ph.D.
Aline Franzke, MA

Design:
Redmar Fransen

The Data Ethics Decision Aid and this poster 
are developed by the Utrecht Data School and 
the University of Utrecht. © Utrecht Data 
School, Utrecht University 2017 

DEDA version 1.0, 
released March 2017, 
check for updates: 

www.dataschool.nl/deda

Neither the Utrecht Dataschool, nor the 
University of Utrecht are liable for (possible) 
damage in connection with, or arising from,
the use of material or content of DEDA.

Utrecht, 2017.

DEDA version 1.0. While DEDA is used we learn 
how to improve it. Those changes will be 
implemented in future versions. If you have 
used DEDA and you think it can be approved, 
please feel free to share your thought with us. 
Send an e-mail to: info@dataschool.nl - We 
appreciate your feedback.

info@dataschool.nl  
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https://dataschool.wp.hum.uu.nl/wp-content/uploads/sites/272/2018/04/DEDA.worksheet.EN_.20170821.transparent.pdf


Using DEDA

Just Do It

Take the survey for the case you presented
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https://survey2.hum.uu.nl/index.php/635726?newtest=Y&lang=en
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Ethical guidelines for trustworthy AI
https://ec.europa.eu/digital-single-market/en/news/

ethics-guidelines-trustworthy-ai

4 ethical principles:

1. Respect for human autonomy

2. Prevention of harm

3. Fairness

4. Explicability

+ tensions between them and decisions made should be
documented and argumented
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Respect for human autonomy
https://ec.europa.eu/digital-single-market/en/news/

ethics-guidelines-trustworthy-ai

”AI systems should not unjustifiably subordinate, co-
erce, deceive, manipulate, condition or herd humans. In-
stead, they should be designed to augment, complement
and empower human cognitive, social and cultural skills.
The allocation of functions between humans and AI sys-
tems should follow human-centric design principles and
leave meaningful opportunity for human choice. This
means securing human oversight over work processes
in AI systems.”

”the less oversight a human can exercise over an AI
system, the more extensive testing and stricter governance
is required”
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https://ec.europa.eu/digital-single-market/en/news/ethics-guidelines-trustworthy-ai
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Prevention of harm
https://ec.europa.eu/digital-single-market/en/news/

ethics-guidelines-trustworthy-ai

”AI systems should neither cause nor exacerbate harm
or otherwise adversely affect human beings. This entails
the protection of human dignity as well as mental and phys-
ical integrity. AI systems and the environments in which
they operate must be safe and secure. [...] Particular at-
tention must also be paid to situations where AI systems
can cause or exacerbate adverse impacts due to asymme-
tries of power or information, such as between employers
and employees, businesses and consumers or governments
and citizens. ”
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https://ec.europa.eu/digital-single-market/en/news/ethics-guidelines-trustworthy-ai
https://ec.europa.eu/digital-single-market/en/news/ethics-guidelines-trustworthy-ai


Fairness
https://ec.europa.eu/digital-single-market/en/news/

ethics-guidelines-trustworthy-ai

”The development, deployment and use of AI systems
must be fair. [...] Moreover, the use of AI systems should
never lead to people being deceived or unjustifiably im-
paired in their freedom of choice. Additionally, fairness
implies that AI practitioners should respect the principle
of proportionality between means and ends, and consider
carefully how to balance competing interests and objec-
tives. The procedural dimension of fairness entails the
ability to contest and seek effective redress against deci-
sions made by AI systems and by the humans operating
them. In order to do so, the entity accountable for
the decision must be identifiable, and the decision-
making processes should be explicable.”
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https://ec.europa.eu/digital-single-market/en/news/ethics-guidelines-trustworthy-ai
https://ec.europa.eu/digital-single-market/en/news/ethics-guidelines-trustworthy-ai


Explicability
https://ec.europa.eu/digital-single-market/en/news/

ethics-guidelines-trustworthy-ai

”This means that processes need to be transparent,
the capabilities and purpose of AI systems openly commu-
nicated, and decisions – to the extent possible – explain-
able to those directly and indirectly affected. [...] The
degree to which explicability is needed is highly dependent
on the context and the severity of the consequences if that
output is erroneous or otherwise inaccurate.”
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I it’s a question of time (spent
questioning/thinking)

I others have thought about it
before (get inspired)

I no ready-made solution

I checklists are bad (they prevent
you from thinking by yourself)
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