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General context. Security protocols aim at exchanging information securely
leveraging cryptographic primitives (e.g., encryption, signature). Their goals are
diverse (e.g., keeping information confidential, authenticate agents) but recently
privacy protection is becoming increasingly important. Unfortunately, design-
ing secure and privacy-preserving protocols is extremely complex as witnessed
by attacks regularly disclosed on protocols of utmost importance (e.g., Wi-Fi
Protected Access [13], TLS [II, [5], mobile telephony protocols [4,[7]). In order to
improve the security of such protocols and increase the confidence we can put
in them, it is now recommended to use formal methods based on the symbolic
model providing rigorous, mathematical frameworks and techniques to analyze
cryptographic protocols.

Objective of the internship. This approach has lead to mature tools and
successful real-world case studies, e.g., [12] [6, B, 0], TLS 1.3 whose the design
process has been guided by such techniques. Unfortunately, the state of the art
techniques dedicated to privacy have not reached such maturity, which can be
explained by the recentness of this line of work and the more complex nature of
privacy properties often modeled through behavioral equivalences (e.g., bisim-
ulation) instead of trace properties, which are reachability properties (e.g., is
there a reachable state where the attacker learns a supposedly secret key). To
mitigate this and obtain precise and complete automated analyses for privacy,
we have developed a privacy verification framework [10, [I1] based on sufficient
conditions that are easier to check, and successfully applied this approach to
some RFID protocols and e-voting protocols (later extended to stateful pro-
tocols [2]). This verification framework has been mechanized in the UKano
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tool [I0]. The two conditions that we have proven to be sound with respect to
privacy properties (unlinkability and anonymity) are (i) well-authentication, a
trace property, and (ii) frame-opacity, an behavioral equivalence property for a
semi-passive adversary, which is still challenging to verify, compared to trace
properties.

The aim of this internship is to develop sufficient conditions for frame-opacity
that can be verified trough trace properties only. Combined with the result [10],
this would show, for the first time, that privacy can be soundly reduced to
trace properties in the symbolic model. Completeness of these conditions is
unachievable by design but we seek for tightness in practice: interesting case
studies, such as the ones from [I0], should be deemed secure when they are.

Intern’s Tasks. The intern will not start from scratch as we already have
preliminary results that the intern can build on. The intern will:

1. become familiar with the symbolic model [§] and in particular with static
equivalence, as well as with the verification framework [10],

2. study, as a first example, the (supposedly) sufficient conditions for frame-
opacity that we have already found and prove that they indeed imply
frame-opacity,

3. explore weaker, yet sufficient, conditions, and adapt the soundness proof,
4. implement the verification of the designed conditions in the tool UKano,

5. evaluate the conditions tightness and the verification efficiency on some
case studies, including the RFID properties presented in [10].

If time allows, various open problems around this methodology can then be
studied.

Expected ability of the student. We expect mathematical maturity, basic
knowledge in logic, basic theoretical computer science. Knowledge in security
and cryptography is not mandatory. For the implementation, a reasonable com-
mand of OCaml, or a similar functional language, is necessary.

If the candidate is interested, continuation towards a PhD, for which we
already have funding, is possible.
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