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Why tally hiding?

One key step is tallying, which is often done with shuffling.

Shuffling reveals the list of voting options chosen.

Verifiable Mixnet

C1 = Encpk(a)

C2 = Encpk(b)

C3 = Encpk(a)

C4 = Encpk(c)

C5 = Encpk(b)

Shuffling
C1

C5

C4

C3

C2

Reencrypting
C ′1
C ′2
C ′3
C ′4
C ′5

Decrypting
a

b
c

a

b
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Why tally hiding?

Some voting systems (Condorcet, STV) let you chose
any permutation of the candidates.

1. Alice
2. Bob
3. Charlie
4. Diane
5. Eve
⋮

1. Alice
2. Eve
3. Diane
4. Greg
5. Bob
⋮

1. Alice
2. Kolmogorov
3. Zarathustra
4. Leto
5. Puccini

⋮1. Eve
2. Bob
3. Freya
4. Diane
5. Alice
⋮

1. Eve
2. Charlie
3. Alice
4. Bob
5. Diane
⋮

Italian Attack!
(vote buying)
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Tally hiding in the litterature

Ordinos: Voters select one candidate, the candidate(s) with the most
votes are elected. Kuesters, Liedtke, Mueller, Rausch, Vogt (2020).
(Very specific counting function.)

Ranked Voting: Voters rank candidates.
• Condorcet. Haines, Pattinson, Tiwari (2019).

• Single Transferable Vote. Benaloh, Moran, Naish, Ramchen, Teague
(2010). (Not fully tally-hiding.)

Majority Judgment: Voters grade each candidate, the one with the best
median sequence is elected. Canard, Pointcheval, Santos, Traoré (2018).
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Tally hiding in the litterature

Ordinos: Voters select one candidate, the candidate(s) with the most
votes are elected. Kuesters, Liedtke, Mueller, Rausch, Vogt (2020).
(Very specific counting function.)

Ranked Voting: Voters rank candidates.
• Condorcet. Haines, Pattinson, Tiwari (2019).

Privacy breach when two candidates are ranked equal.
• Single Transferable Vote. Benaloh, Moran, Naish, Ramchen, Teague

(2010). (Not fully tally-hiding.)

Majority Judgment: Voters grade each candidate, the one with the best
median sequence is elected. Canard, Pointcheval, Santos, Traoré (2018).

Fails to tally in some cases (22% fail rate for 100 voters).
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Our Contribution

A generic toolbox for complete tally hiding.

Single
vote

- Fix shortcoming in case of equality
- Adaptation to D’Hondt method

Majority
Judgment

-
-

Condorcet
-
-
-
-

STV
-
-
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Support complex operations: Sorting, Finding the s greatest values. . .

Another counting function? We can do it!
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Thank you!

Check it out on eprint:
eprint.iacr.org/2021/491

Figure: Different trade-offs for the Condorcet counting function
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