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What is electronic voting?
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The security goals in electronic voting

Security properties

• Confidence in the result
✓Eligibility
✓Cast as intended
✓Recorded as cast
✓Tallied as recorded

• Vote secrecy
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A more advanced property: coercion-resistance

Vote for Bob
voteselling.onion

Get
50$!!

Sell your vote!
Easy money!

Fast and secure!

Offer ends in 23 : 58 : 37
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https://www.youtube.com/watch?v=dQw4w9WgXcQ


Vote buying in practice

Petition to stop vote buying in Italia (Libero Futuro, 2012)

Article about vote buying in Bulgaria (Le Monde, 2021)
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The adversary in coercion-resistance

Q. Yang Thesis defense June 2023 7 / 42



Our contributions

- Receipt-freeness: made a new
definition to model vote buying

- Designed a voting protocol to
achieve receipt-freeness

- Provided security proofs

- And more...
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Two main strategies to compute the tally

+

Homomorphic tally

=

Mixnet
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The homomorphic tally

Candidates : Alice, Bob, Charlie, Diane

Ballots :
Alice Bob Charlie Diane

0 0 1 0

Tally :

= Alice Bob Charlie Diane

1 2 1 0

Result :
Alice Bob Charlie Diane

1 2 1 0

decrypt
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The mixnet

A mixnet reveals the multiset of the voting options chosen.

Verifiable Mixnet

C1 = Encpk(a)

C2 = Encpk(b)

C3 = Encpk(a)

C4 = Encpk(c)

C5 = Encpk(d)

Shuffling

C1

C5

C4

C3

C2

Reencrypting

C ′
1

C ′
2

C ′
3

C ′
4

C ′
5

Decrypting

a

d
c

a

b
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Why tally hiding?

Some voting systems (Condorcet, STV) let you choose
any permutation of the candidates.

1. Alice
2. Bob
3. Charlie
4. Diane
5. Eve

...

1. Alice
2. Eve
3. Diane
4. Greg
5. Bob

...

1. Alice
2. Kolmogorov
3. Zarathustra
4. Leto
5. Puccini

...


unlikely

permutation

1. Eve
2. Bob
3. Freya
4. Diane
5. Alice

...

1. Eve
2. Charlie
3. Alice
4. Bob
5. Diane

...

Italian Attack!
(vote buying)

Tally hiding: Alice wins.
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Achieving tally-hiding

Multi-party computation
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Tally-hiding in the literature

Single choice voting: Voters select one candidate or list.

□ Ape
□ Beaver
□✓ Capybara
□ Dolphin
□ Elephant

• s−best. Küsters et al., EuroS&P’20 (Ordinos).

• Hare-Niemeyer. Hertel et al., E-VoteID’20 (Ordinos).

Shortcomings in case of a tie! (Our finding)
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Tally-hiding in the literature

Majority Judgment: Voters grade each candidate.
(Used in a primary election in France.)

Ape Reject
Beaver Good
Capybara Excellent
Dolphin Good
Elephant Bad

• Canard et al., ESORICS’18.

Our finding
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Tally-hiding in the literature

Majority Judgment: Voters grade each candidate.
(Used in a primary election in France.)

Ape Reject
Beaver Good
Capybara Excellent
Dolphin Good
Elephant Bad

• Canard et al., ESORICS’18. (Majority gauge)

Fails to tally in some not-so-rare cases.

Not fully tally-hiding!
Our finding
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Tally-hiding in the literature

Ranked Voting: Voters rank
candidates (several methods).

1 Capybara

2 Beaver

3 Dolphin

4 Elephant

5 Ape

• Condorcet. Haines, Pattinson and Tiwari, VSTTE’19.

• Condorcet. Hertel et al., E-VoteID’20 (Ordinos).

• Borda. Hertel et al., E-VoteID’20 (Ordinos).

• Single Transferable Vote. Benaloh et al., IEEE TIFS’10.

• Instant Run-off Voting. Culnane et al., FC’19.

• Instant Run-off Voting. Hertel et al., E-VoteID’20 (Ordinos).

Super-exponential complexity.

* Not fully tally-hiding
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Tally-hiding in the literature

Ranked Voting: Voters rank
candidates (several methods).

STV and IRV are used for
high-stake elections in several
countries.
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Our approach - Logical operations on encrypted bits

We use the CGate primitive to build our MPC protocols:

X = Encpk(x)

Y = Encpk(y)

CGate

sk1 sk4

· · ·

Z = Encpk(xy)

It allows logical operations on encrypted bits

Not gate: Not(B) = Enc(1)/B ≡ Enc(1− b)

(Primitive adapted from Shoenmakers and Tuyls, Asiacrypt’04.)

We can use the ElGamal encryption scheme.
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Our approach - MPC based on the ElGamal encryption

Paillier vs ElGamal
Encryption Paillier ElGamal

Property
additively homomorphic

Encpk(m1)Encpk(m2) = Encpk(m1 + m2)

homomorphic
Encpk(m1)Encpk(m2) = Encpk(m1m2)

Based on
Decisional Composite
Residuosity Assumption

Decisional Diffie-Hellman

Key size 3072 bits 256 bits (elliptic curve)

Operation
3072−bits exponentiation
modulo a 6144−bits integer 256−bits exponentiation

Libraries ??
Libsodium, OpenSSL,

Crypto++, · · ·
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A toolbox for generic MPC in ElGamal

Operation Comment

Basic +,−, x
Fixed-point division /

Comparisons ≤, <,=

Conditionals (for branch-freeness)
...

...

Support complex operations: Sorting, Finding the s greatest values. . .

One difficulty was to give several optimizations and trade-offs.
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The main protocols of the toolbox
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Our approach - Universally composable security

The key to modularity:
Universal composability

secure secure

secure secure
still secure

We use the SUC framework of Canetti, Cohen and Lindell, Crypto’15.
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Application of the toolbox to tally-hiding

We applied the toolbox to various counting methods:
Single choice voting, Majority Judgment, Condorcet, STV.

Fixed the existing shortcomings.

Complete leakage-free solutions.

Based on ElGamal, as efficient as in the Paillier setting.

Another counting function? We can do it!

Adaptation to the D’Hondt method, which is used in Belgium.
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Coercion-resistance in the literature: The JCJ scheme

Voters

Registrars Public board Talliers
(sk, pk)genCred

(cred) Public Rostersecret part public part

Encpk(v),Encpk(cred)

+ proofs

C1,C
′
1

...

Cc ,C ′
c

...
Cn,C

′
n

• Remove duplicated
credentials

• Shuffle ballots
• Remove invalid

credentials
• Decrypt

Coercer

fakecred

En
cpk

(w)
,En

cpk
(fak

ecr
ed)

+p
roo

fs

Scheme by Juels, Catalano and Jakobsson, in Coercion-Resistant
Electronic Elections, WPES 2005.
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Analysis of JCJ - Where does the security come from?

Intuitively:

Indistinguishability of fake and real credentials.

Untraceability of the shuffle.

Formally:

We need a definition of coercion-resistance.
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Analysis of JCJ - Defining coercion-resistance

Real Game Ideal game

Takes part in the protocol Learns the size of the board
Learns any public information Learns the result

Definition (Informal)

A scheme is coercion-resistant if the adversary cannot guess the voter’s
behavior with a better probability in the real game than in the ideal game.
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Coercion-resistance in the literature: The JCJ scheme
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Analysis of JCJ - Is it really coercion-resistant?

Real Game Ideal game

Takes part in the protocol Learns the size of the board
Learns any public information Learns the result

Learn the # duplicates #duplicates +#invalid
Learn the # invalid ballots = size(board)− size(result)

Conclusion:

The adversary has more information in the real game.

JCJ is not coercion-resistant!
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The impact of the leakage on coercion-resistance

We used a framework from Küsters, Truderung and Vogt, CSF 2010.
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An application of the toolbox: cleansing-hiding
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CHide, a cleansing-hiding fix of JCJ.
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CHide: a quasi-linear solution based on sorting

Encpk(c1), · · · ,Encpk(cnv )

Public roster
(encrypted valid credentials)

C1,C ′
1

encrypted vote encrypted credential

C2,Encpk(c2)
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C4,Encpk(c̃)

Ci ,C ′
i

...

Cnb ,C
′
nb

...

...

Encpk(0),Encpk(c1),Encpk(nb)
...

Encpk(0),Encpk(cnv ),Encpk(nb)

C1,C ′
1,Encpk(0)

...
Cnb ,C

′
nb
,Encpk(nb − 1)

value key
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Sorting with the toolbox: OddEvenMergeSort

Batcher’s algorithm (1968):

OddEvenMS(a1, · · · , an) (iterative)

t ← ⌈log n⌉; p ← 2t−1;
while p > 0 do

q ← 2t−1; r ← 0; d ← p;
while d > 0 do

for i = 0 to n − d − 1 do
if BitwiseAnd(i, p) = r then

CompSwap(i, i + d);

From The art of computer programming, vol. 3 (D. Knuth)

Data oblivious

Efficient

Parallelizable
From Wikipedia
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Defining coercion-resistance - The JCJ definition

(Simplified version)

Real game

b
$← {0, 1};

B ← HonestVotes;
PB← (EncBallot(ν))ν∈B ;
c̃ ← cV ;
if b = 0 (evasion strategy) then

c̃ ← Fakecred(cV );
PB← PB||EncBallot(νintent);

M ←−A(PB,c̃);
PB← PB||{b ∈ M | b is valid};

r ,Π← tally(PB);
guess← A(r ,Π);
if guess = b then A wins;
else A loses;

Ideal game

b
$← {0, 1};

B ← HonestVotes;

if b = 0 then
B ← B||νintent;

(νi )i∈corrupted,νinstruct ← A(|B|);
B ← B||(νi )i∈corrupted;
if b = 1 then B ← B||νinstruct;
r ← result(B);
guess← A(r);
if guess = b then A wins;
else A loses;
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But how are the honest votes chosen?
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Defining coercion-resistance - The (flawed) JCJ definition

How are the honest votes chosen?

Only one distribution HonestVotes is considered.

HonestVotes does not allow revoting!

Problem: no revotes =⇒ #duplicates = 0.

#duplicates +#invalid = size(board)− size(result).

The JCJ definition is flawed! (It does not capture the leakage in JCJ.)

Solution:

Consider a larger family of honest behaviors (that allow revoting).

Coercion-resistance must be achieved for all distribution B.
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Our definition of coercion-resistance
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Our contributions
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Conclusion

Tally hiding Coercion-resistance Vote-buying

• A toolbox for MPC
in ElGamal

• Uncover a leakage in
the JCJ scheme

• A receipt-free voting
protocol

• Applied to various
counting methods

• Fixed with CHide • A new definition of
receipt-freeness

• Security proofs in the
UC framework

• A new definition of
coercion-resistance

• Security proofs

• Proof that CHide is
coercion-resistant

Design of protocols Security proofs Security definitions
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Future works

More modularity for security definitions

Accountability and dispute resolution

Registration and eligibility

Post-quantum electronic voting

Privacy
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Thank you!

Publications

• A toolbox for verifiable tally-hiding
e-voting systems. ESORICS 2022.
• How to fake zero-knowledge proofs,
again. E-Vote-ID 2020 (short paper).

Work in progress

• Is the JCJ voting system really
coercion-resistant?
• End-to-End Verifiable Receipt-Free
E-Voting. Henri Devillez, Thomas Peters,
Olivier Pereira, Quentin Yang.
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Odd-Even Merge Sort

back

Recursive algorithm, assuming the length is a power of 2.

70 28 49 49 85 66 46 36 20 0 92 60 80 34 29 79

recursive call recursive call

28 36 46 49 49 66 70 85 0 20 29 34 60 79 80 92

merge odd merge even

0 20 28 34 29 36 46 49 49 66 60 79 70 85 80 92

pairwise comparisons

0 20 28 29 34 36 46 49 49 60 66 70 79 80 85 92
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Multi-party computation

Computing the logical AND with cards.

Material:

Three identical red cards (with a hidden side)

Two identical blue cards (with a hidden side)

Setting:

Two participants with each a secret input bit

One red card is put on the table (face down)

Alice’s play field

Bob’s play field

back
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Multi-party computation

Computing the logical AND with cards.

Step 1. Commit: put your cards (face down) so that the red cards
touch (yes) / do not touch (no) each other.

Step 2. Mask: each participant cut the deck any number of times.
Step 3. Reveal: check if there are three “consecutive” red cards.

No

No

≈
No

Yes

≈
Yes

No

Indistinguishable up to a circular permutation!
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The Paillier encryption scheme

back

Public key: n = pq, a strong RSA modulo.

Secret key: s, congruent to 1 moodulo n and to 0 modulo φ(n).

Encryption: To encrypt m ∈ Zn, pick r
$← Z×

n2
and compute

C = (1 + n)mrn mod n2.

Decryption: To decrypt C , compute D = C s mod n2 and m = (D − 1)/n.

DCRA: The nth residues modulo n2 are indistinguishable from random.
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