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What is electronic voting?
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The security goals in electronic voting

Security properties
XEligibility
XCast-as-intended
XVote secrecy
XConfidence in the result
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Coercion-resistance

voteselling.com

Get
50$!!

Sell your vote!
Easy money!

Fast and secure!

Offer ends in 23 : 58 : 37!!!
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https://www.youtube.com/watch?v=dQw4w9WgXcQ


Coercion-resistance

Petition to stop vote buying in Italia (Libero Futuro)

Article about vote buying in Bulgaria (Le Monde)
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Coercion-resistance in the literature: The JCJ scheme
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Scheme by Juels, Catalano and Jakobsson, in Coercion-Resistant
Electronic Elections, WPES 2005.
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Analysis of JCJ - Where does the security come from?

Intuitively:
Indistinguishability of fake and real credentials.
Untraceability of the shuffle.

Formally:
We need a definition of coercion-resistance.
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Analysis of JCJ - Defining coercion-resistance

The voter either obeys or evades coercion.

Real Game Ideal game
Adversary Takes part in the protocol Learns the size of the board

Learns any public information Learns the result
Guesses the behavior of the voter

Definition (Informal)
A scheme is coercion-resistant if the adversary cannot guess the voter’s
behavior with a better probability in the real game than in the ideal game.
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Analysis of JCJ - Is it really coercion-resistant?
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Analysis of JCJ - Is it really coercion-resistant?

Real Game Ideal game
Adversary Learns the #duplicates Learns the size of the board

Learns the #invalid ballots Learns the (size of the) result
Guesses the behavior of the voter

size(board) − size(result) = #duplicates + #invalid

Conclusion:
The adversary has more information in the real game.
JCJ is not coercion-resistant!
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Design a coercion-resistant protocol
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Design a coercion-resistant protocol
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Design a cleansing-hiding protocol

We use the CGate primitive to build an MPC protocol:

X = Encpk(x)

Y = Encpk(y)

CGate Z = Encpk(xy)

It allows logical operations on encrypted bits.
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Design a cleansing-hiding protocol

We use the framework and security proof from a previous work:

(eprint.iacr.org/2021/491)
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https://eprint.iacr.org/2021/491


Analysis of our cleansing-hiding protocol
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Summary of our contributions

Detect a shortcoming in the JCJ scheme
Present a cleansing-hiding protocol which does not have this flaw
Propose a new definition for coercion-resistance
Prove that our protocol is coercion-resistant
Described the exact leakage in JCJ
Explain how to adapt our methodology to other schemes

Our work is available on eprint: https://eprint.iacr.org/2022/430
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