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One typical use case for quantum key distribution (QKD) is data link encryption, where QKD-generated keys are
used to feed the AES link encryption devices. This solution has the advantage of allowing to use fast AES encryptors,
compatible with data rates in the Gbit/s range. On the other hand, the encryption security is only computational
and the overall benefit of using QKD, instead of another computational key distribution technique, can be questioned
[1, 2]. We propose here to reverse the perspective and to study how computational techniques be combined with
quantum cryptographic techniques to enhance the performance of the latter, while keeping a clear advantage, in
terms of everlasting security.

We propose to consider an hybrid security model in which computational one-way function are assumed to be
perfectly secure during a relatively short time τ (say a few minutes), and broken afterwards. Conversely we also
assume that quantum memories have a coherence time shorter than τ .

In this model, we study how to construct protocols for key distribution, that are implementable with current
technology, and whose performance can go beyond QKD rate-loss limitations [3, 4]. We present a construction for
key distribution based on conjugate coding, and its relations with other related security model (unbounded adversary,
noisy storage [5], polynomial-bounded adversary) and security definitions. We will also discuss the implementation
challenges, and explain how our approach, for implementations that can support a large number of modes, may lead to
performance levels (rates/distance) unreachable with QKD, with everlasting security, unattainable by classical means.
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