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Abstract

Norway used e-voting in its last political election both in September 2011 and September 2013, with
more than 28,000 voters using the e-voting option in 2011, and 70,000 in 2013. While some other coun-
tries use a black-box, proprietary voting solution, Norway has made its system publicly available. The
underlying protocol, designed by Scytl, involves several authorities (a ballot box, a receipt generator, a
decryption service, and an auditor). Of course, trusting the correctness and security of e-voting protocols
is crucial in that context. In this paper, we propose a formal analysis of the protocol used in Norway,
w.r.t. ballot secrecy, considering several corruption scenarios. We use a state-of-the-art definition of
ballot secrecy, based on equivalence properties and stated in the applied pi-calculus.

Used in September 2011 and September 2013 for municipality and county elections in Norway [25],
E-voting was tested in ten municipalities. During this nationwide local elections, more than 28,000 vot-
ers did use internet to cast their vote in 2011 and 70,000 in 2013. While many countries use black-box
proprietary solutions, Norway made the protocol publicly available [23]. One key feature of this system
is that voters can check that their votes have correctly reached the ballot box (“cast-as-intended” property)
without anyone else knowing their vote. The goal of this paper is to conduct a thorough analysis of the
Norwegian protocol for the ballot secrecy property: does this system guarantee that no one can know how
some voter voted?

Formal methods have been successfully applied to security protocols with the development of several
tools such as ProVerif [10], Avispa [4], or Scyther [20] that can automatically analyse both protocols of
the literature and fully deployed protocols such as TLS [9]. We therefore chose to model and analyse the
Norwegian protocols in a symbolic model named the applied pi-calculus model [1]. A first issue comes
from the fact that the underlying encryption primitive is non standard and rather complex. Indeed, the
decryption key is split in two shares a; and ap with a3 = a; + a. Each of these three keys aj, ap, as is
given to one administration authority. As further explained in Section 1, this allows for re-encryption and
is crucial for the “cast-as-intended” property of the protocol.

Contributions. Our first contribution is a detailed symbolic model for this particular encryption primi-
tive. More precisely, we provide a rewriting system that models El Gamal encryption, re-encryption, blind-
ing function, signatures and zero-knowledge proofs reflecting the primitives used in the protocol. Then, we
model the whole system as a process in the applied pi-calculus model. Our second main contribution is a
proof of ballot secrecy for several corruption scenarios. Ballot secrecy is typically modeled as follows [21]:
an attacker should not be able to distinguish the case where Alice is voting a and Bob is voting b from the
converse scenario where Alice is voting b while Bob is voting a. Such a property is typically described by
an equivalence of the form

Alice(a) | Bob(b) = Alice(b) | Bob(a)

where Alice(v) represents voter Alice voting for v. Such indistinguishability properties are formalized
through behavioral equivalence. Here we use observational equivalence = as defined in [1]. Combined
with complex equational theories (in particular equational theories with associative and commutative -
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AC - operators), no existing tool can check for equivalence. Indeed, dedicated tools such as SPEC [34],
APTE [15], or AkisS [13] can only handle standard primitives, with the exception of AkisS which covers
more primitives but no AC operators. All three tools are moreover limited to a fixed (and small) number
of sessions. Recently, the tool Tamarin has been enhanced to cope with equivalence properties [5] but for
the moment it requires a high level of interactions. Therefore, the only natural candidate for an automatic
analysis of ballot secrecy is the tool ProVerif [10], one of the most generic tools for security protocols. It
can check for equivalence [12] for an unbounded number of sessions. However, ProVerif cannot handle
equational theories with AC operators either. [2] devises a technique that transforms an equational theory
with AC operators into an equational theory without AC operators, that ProVerif can handle. However,
[2] is particular to the re-encryption theory (together with any non AC theory) and it is unclear whether it
can be adapted to the complex equational theory needed for the Norwegian protocol. Thus we conducted
a preliminary analysis of the Norwegian protocol for a simplified - more abstract - model of the protocol
(without AC operators), and finite number of voters.

In order to obtain stronger security guarantees, the full equational theory of the cryptographic primi-
tives should be considered. Therefore, the main contribution of the paper is a proof “by hand” of ballot
secrecy for two main corruption scenarios: when all authorities are honest (but all but two voters are cor-
rupted) and when the ballot box is corrupted (and again all but two voters are corrupted). We believe that
ballot secrecy can be established in a similar way when the receipt generator is corrupted. A preliminary
version of ballot secrecy under the first corruption scenario was presented in [18]. While the encryption
scheme used in the Norwegian system is particular to the protocol, the Norwegian system also make use of
more standard primitives such as signatures or zero-knowledge proofs. When proving ballot secrecy, we
developed generic lemmas that could be re-used in subsequent works (e.g [3]).

Related Work. Since our initial study of the Norwegian protocol [18], Gjgsteen has proposed a de-
tailed security analysis of the protocol [24] for both ballot secrecy and verifiability, under several trust
assumptions (a first model and security definitions already appeared in [23]). A first main difference be-
tween the two approaches is the security model: we consider a symbolic model while [23, 24] rely on a,
more concrete, computational model where the attacker is any polynomial probabilistic Turing machine.
In that respect, the study in [23, 24] is less abstract and provides more precise security assumptions on the
underlying primitives. In contrast, one advantage of symbolic models is that they are more amendable for
automation as demonstrated by our use of ProVerif for a simplified model. Ballot secrecy is formalized in
two different ways in these two approaches: here, we use a definition of ballot secrecy that is the standard
ballot secrecy definition in symbolic models [21]. [23, 24] model ballot secrecy (and verifiability) through
an ideal functionality that needs to be adapted to the protocol under consideration. Another difference
between [23, 24] and this work lies in the trust assumptions and the properties that are considered. [23, 24]
consider both ballot secrecy and verifiability while we focus here on ballot secrecy. Regarding trust as-
sumptions and as it is often the case in other studies of e-voting protocols, at least in symbolic models,
we assume that the communications between the voter’s computer and the server can be eavesdropped by
an attacker, although in practice, these communications typically happen under some secure channel (eg
TLS). Whenever possible, it is interesting to prove security without relying on external secure channels
since their security is typically not under the control of the authorities, as recently exemplified in an Aus-
tralian election [26]. In contrast, [23, 24] assume private communications between the voter and the server
and consider all the cases where one of the authorities is corrupted (while we do not consider the case of
a corrupted receipt generator). Interestingly, [23, 24] shows that the Norwegian protocol remains secure
when the decryption device is corrupted while we show this is not the case. This indicates that, when the
decryption device is corrupted, ballot secrecy solely relies on the security of the secure channels used by
voters.

Several other e-voting protocols have been studied using formal methods. The FOO [22], Okamoto [32],
and Lee et al. [30] voting protocols have been analysed in [21]. Similarly, Helios has been recently proved
secure both in a formal [17] and a computational [7, 8] model. Helios is actually an implementation of a
voting system proposed and analyzed (for the available definitions at that time) by Cramer et al [19]. All
these protocols were significantly simpler to analyse in a symbolic model due to the fact that the crypto-
graphic primitives were easier to abstract as a term algebra and due to the fact that these protocols involve
less steps. Civitas has been analyzed in [29] in a symbolic model, for a rather rich equational theory. The



analysis of this protocol remains simpler than the case of the Norwegian protocol, due to the fact that in
Civitas, the voting phase does not involve any interaction with the bulletin board. Our study (together
with [23, 24]) forms the first security proof of a fully deployed Internet protocol in politically binding elec-
tions. Enlarging the scope to voting systems that may take place in polling stations (that is not just Internet
voting), security analyses include Scantegrity II [33, 14, 29], Prét-a-voter [27], and STAR-Vote [6].

Outline of the paper. We provide an informal description of the protocol in Section 1, including details
about the different phases of the voting process. Section 3 presents our formal model of the protocol in
the applied pi-calculus. The protocol makes use of a special encryption function in combination with
signatures, zero-knowledge proofs, blinding functions, and coding functions. We therefore propose a new
equational theory reflecting the unusual behavior of the primitives. The main results and corresponding
proofs are presented in Section 4. Section 5 gathers the main lemmas needed for the proofs. We believe
these lemmas to be of independent interest in the sense they can be useful for further formal studies of
different protocols. Most of the proofs are detailed in Sections F and 6 with some additional lemmas
postponed to the appendix. Finally, in Section 7, we present a simplified model of the Norwegian protocol
and the corresponding security analysis using ProVerif.

1 The Norwegian E-Voting Protocol

The Norwegian protocol features four players that define the electronic poll’s infrastructure: a Ballot box
(B), a Receipt generator (R), a Decryption service (D) and an Auditor (A). Each Voter (V) can log in
using a Computer (P) in order to submit his vote. Channels between computers (voters) and the Ballot box
are considered to be authenticated channels, channels between infrastructure’s player are untappable, and
channels between voters and receipt generator are unidirectional out-of-band channels. (Example of SMS
is given in [23].) The protocol can be divided in three phases: the setting phase, the submission phase,
where voters submit their votes, and the counting phase, where ballots are counted and the auditor verifies
the correctness of the election.

1.1 Setting Phase

Before the election, a finite cyclic group G of some prime order ¢ and generator by g is selected, three
private keys aj, ap, and a3 (such that a; + ap = as [g]) are generated and distributed over respectively D, B,
and R, while the corresponding public keys y; = g, yo» = g® and y3 = g are made publicly available.
Each voter V' is assumed to have a signing key idy, with a corresponding verification key, vk(idy), which
is public. The Ballot box B is provided with a table V' — sy that associates each voter with a blinding
factor sy. The Receipt generator R is also assumed to have a signing key idg, with a corresponding public
verification key, vk(idg); and it is given, for each voter V, a pseudo-random function dy : G — C, where
C is the set of receipts. Finally, each voter V is assumed to receive by surface mail a table that associates to
any voting option o (from the set O), a precomputed receipt code dy (f(0)*) € C, where f : O — G is an
injective encoding function.

1.2 Submission Phase

The submission phase is summarized in Figure 1. We detail in this section the expected behavior of each
participant.

Voter (V). Each voter tells his computer what voting option o to submit and allows it to sign the corre-
sponding ballot on his behalf. Then, he has to wait for an acceptance message coming from the computer
and a receipt f sent by the receipt generator through some out-of-band channel (typically a SMS message).
Using the receipt, he verifies that the correct vote was submitted, that is, he checks that ¥ = dy (f(0)®") by
verifying that the receipt code F indeed appears in the line associated to the voting option o he has chosen.

This check ensures in particular the “cast-as-intended” property. In case the voter’s computer is cor-
rupted and encrypts another vote (say the computer wishes to cast a vote for the Pirate party) then this
would be eventually discovered by the voter when receiving the receipt.
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Figure 1: Submission of one vote.

Computer (P). Voter’s computer encrypts voter’s ballot with the public key y; using standard El Gamal
encryption. The resulting ballot is (g", yif(o)). P also proves that the resulting ciphertext corresponds to a
valid voting option, by computing a standard proof of knowledge pfky. (This proof is formally presented
in Section 3, but a detailed description can be found in [23].). P also signs, on the behalf of the Voter,
the ballot with idy and sends it to the Ballot box. It then waits for a confirmation sig coming from the
latter, which is a hash of the initial encrypted ballot, signed by the Receipt generator. After checking this
signature, the computer notifies the voter that his vote has been taken into account.

Ballot box (B). Upon receiving an encrypted and signed ballot b from a computer, the Ballot box first
checks the correctness of signatures and proofs before re-encrypting the original encrypted ballot with a»
and blinding it with sy. B also generates a proof pfkg, showing that its computation is correct. B then
sends the new modified ballot b’ to the Receipt generator. Once the Ballot box receives a message sig from
R, it simply checks that the Receipt generator’s signature is valid, and sends it to the computer.

Receipt generator (R). Upon receiving an encrypted ballot b’ = (b, %, W, p) from the Ballot box, the
Receipt generator first checks signature and proofs (from the computer and the Ballot box). If the validity
checks are successful, it generates:

* areceipt code ¥ = dy (Wx %) sent by out-of-band channel directly to the Voter. Intuitively, the
Receipt generator decrypts the (blinded) ballot, applying the function dy associated to the voter.
This receipt code gives assurance to the voter that the correct vote was submitted to the Ballot box.

* a signature on a hash of the original encrypted ballot for the Ballot box. Once transmitted by B, it
is checked and passed on to the Voter’s Computer, which checks it once more and informs the Voter
that his vote has been taken into account.

1.3 Counting Phase

Once the voting phase is over, the counting phase begins (Figure 2). The Ballot box selects the encrypted
votes zy, . .., T which need to be decrypted (if a voter has voted several times, all the submitted ballots
remain in the memory of the Ballot box but only the last ballot should be sent) and sends them to the
Decryption service. The whole content of the Ballot box by, ..., b, (n > k) is revealed to the Auditor,
including previous votes from re-voting voters. The Receipt generator sends to the Auditor the list of
hashes of ballots it has seen during the submission phase. The Decryption service decrypts the incoming
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Figure 2: Counting phase.

ciphertexts 1, ..., x; received from the Ballot box and shuffles the decrypted votes before publishing
them. It therefore outputs a message of the form dec(z,(1),a1), ..., dec(z,(x),a1) where o denotes the
permutation obtained by shuffling the votes. It also provides the Auditor with a proof pfkp showing that
the input ciphertexts and the outcoming decryption indeed match. Using the Ballot box content and the
list of hashes from the Receipt generator, the Auditor verifies that no ballots have been inserted or lost and
it computes its own list of encrypted ballots which should be counted. He compares this list with the one
received from the Decryption service and checks the proof provided by the latter.

1.4 Security Analysis

The rest of the paper is devoted to the modeling and analysis of the protocol. We summarize here informally
our main results and we list our main assumptions and simplifications. We formally prove ballot secrecy
under two threat scenario:

* All but two voters are dishonest and all the authorities (the Ballot box, the Receipt generator, the
Decryption service and the Auditor) are honest.

¢ All but two voters are dishonest and all the authorities but the Ballot box are honest.

These two results are obtained assuming authenticated but not necessarily secure communication channels
between voters and the Ballot box and Receipt generator, meaning that an attacker may eavesdrop the
communications. For this reason, ballot secrecy does not hold as soon as the Decryption device is corrupted.
Note also that ballot privacy is also broken as soon as the voter’s computer (P) is corrupted since the voter
sends her vote to her computer. We therefore had to assume P to be honest and we chose to model it
together with the voter’s behavior. Authentication between the voter and the Ballot box is ensured through
a login and password mechanism while authentication from the receipt generator to the voter relies on the
out-of-band channel used between them (typically a SMS message).

When modeling the Norwegian protocol in a symbolic model, we had to proceed to some simplifi-
cations. First, and as discussed later in Section 3.1, the cryptographic primitives are abstracted by terms
together with an equational theory, which potentially leaves out some flaws due to some crafty modifica-
tions of some messages. Second, we chose not to model revoting, for simplicity but also since it is explicitly
and strongly discouraged in [23], as it may provide to an attacker that control the Ballot box the opportunity
to swap the initial and the resubmitted votes. Third, for simplicity, we only consider one-option votes (that
voters select one option), rather that a vector of options as in [23]. Finally, we also omit the proof of correct
decryption provided by the decryption device since it should not affect ballot secrecy.

2 Applied Pi-Calculus

We describe here the applied pi-calculus [1], introduced by M. Abadi et C. Fournet. The applied pi-
calculus is a process algebra that is often used to model protocols, and we briefly recall here the notations



and definitions, providing some examples.

2.1 Terms

Messages are represented by terms built upon an infinite set of names N (for communication channels
or atomic data), a set of variables X and a signature 3 consisting of a finite set of function symbols (to
represent cryptographic primitives). A function symbol f is assumed to be given with its arity ar(f). Then,
the set of terms T'(32, X', V) is formally defined by the following grammar:

t, t1, tg, e =
T re kX
n nenN
flte, ... tn) fex n=ar(f)
We write {M1/, ... Mn / 1 for the substitution that replaces the variables z; with the terms M;. No

refers to the result of applying substitution o to the free variables of the term N. A term is called ground
when it does not contain variables.

In order to represent the properties of the primitives, the signature X is equipped with an equational
theory E that is a set of equations which hold on terms built from the signature. We denote by =g the
smallest equivalence relation induced by F, closed under application of function symbols, substitutions of
terms for variables and bijective renaming of names. We write M =g N when the equation M = N holds
in the theory E.

Example 1. A signature for symmetric, asymmetric encryption and signature is
Y. = {checksign, dec, pdec, enc, penc, sign, pk}

where penc and pdec represent resp. asymmetric (randomized) encryption and decryption, enc and dec
stand resp. for symmetric (randomized) encryption and decryption, sign models signature, checksign rep-
resents a function that checks the validity of signature, and pk represents the public key associated to a
secret key. For example, the term penc(m,r, pk(sk,)) represents the asymmetric encryption of the mes-
sage m with the public key corresponding to the secret key sk, and random factor r. The properties of the
cryptographic functions are represented by the equational theory Eep.:

dec(enc(m,r, k), k) =m

pdec(penc(m, r, pk(sk)), sk) =m

checksign(sign(m, sk), pk(sk), m) = ok.
The first equation models that symmetric decryption is only successful if the key used for decryption is
the same as the one used for encryption. The second equation reflects that asymmetric decryption only

succeeds when the corresponding secret key is used. Finally, the last equation checks that a signature
corresponds to a given message and a given verification key.

For some cryptographic primitives, such as homomorphic encryption, it is necessary to introduce as-
sociative and commutative symbols. Equational theories including such symbols are called AC-theories.
Therefore we define an equality modulo AC, noted =4, which denotes that two terms are syntactically
equal modulo the associative or commutative properties for each AC symbol +.

r+(y+z)=(z+y)+=z
rt+y=y+<x

Example 2. To represent homomorphic encryption, we may use the signature ¥ = {+, x, enc} with +
and * two associative and commutative (AC) symbols and the corresponding equational theory Eac, which
includes the associative and commutative properties of + and x symbols, and the equation:

enc(m, k) x enc(n, k) = enc(m + n, k).

This equation models that two ciphertexts encrypted with the same key can be combined to create a cipher-
text which corresponding plaintext is the sum of the two previous plaintexts.



PQ,R::=

(plain) processes

0 null process
P|Q parallel composition
4 replication
vn.P name restriction
if ¢ then P else @ conditional
u(x).P message input
u(M).P message output

A, B,C = extended processes
p plain process
A|B parallel composition
vn.A name restriction
va. A variable restriction
M/} active substitution

Figure 3: Syntax for processes

2.2 Rewriting System

It might be difficult to work modulo an equational theory. Instead, it is often possible (and more convenient)
to reason with a rewriting system. Formally, a rewriting system R is a set of rewriting rules of the form
I — r with [ and r two terms. We say that a term s is rewritten in t for rule [ — r, noted s — t, if there
exists a position p in s and a substitution 6 such that s|,, = 10 and ¢t = s[rf)],.

Definition 1 (Convergence). A rewriting system R is said convergent if:

* for every ground term U, there exists no infinite sequence U — Uy — -+ = U — .. ..
(In this case, we say that R is terminating.)

e for every ground terms U, Uy, and Us such that U —* Uy and U —* Us, there exists V such that
Uy —»* V,and Uy — V. (In this case, we say that R is confluent.)

ForAC-theories, we consider rewriting systems modulo AC. Formally, a term s is rewritten modulo AC
in t, noted s — 4¢ t, for arule [ — 7 if there exist s’ and ¢’ two terms such that s =4 s', t =a¢ t' and s’
is rewritten in ¢’ for the rule [ — 7. Then, it is possible to define the notion of AC-convergence.

Definition 2 (AC-Convergence). A rewriting system R is said AC-convergent if:

e for every ground term U, there is no infinite sequence U — 20 Uy —ac -+ —ac Uk . ...
(In this case, we say that R is AC-terminating.)

* for every ground terms U, Uy, and Uy such that U —% .~ Uy and U —% ~ Us, there exists V such
that Uy —% o V, and Uy —% - V. (In this case, we say that R is AC-confluent.)

2.3 Processes

Processes and extended processes are defined in Figure 3. The process 0 represents the null process that
does nothing. P | @ denotes the parallel composition of P with () while !P denotes the unbounded
replication of P (i.e. the unbounded parallel composition of P with itself). vn.P creates a fresh name n
and then behaves like P. The process if ¢ then P else ) behaves like P if ¢ holds and like @) otherwise.
u(x).P inputs some message in the variable  on channel v and then behaves like P while (M ). P outputs
M on channel u and then behaves like P. We write vu for the (possibly empty) series of pairwise-distinct
binders vu;. . ... vuy,. The active substitution {* /,} can replace the variable x for the term M in every
process it comes into contact with and this behaviour can be controlled by restriction, in particular, the
process vz ({*/,} | P) corresponds exactly to let z = M in P.



PAR — 0 A = A0

PAR-A A|(B|C) = (A|B)|C
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Figure 4: Structural equivalence.

As in [17], we slightly extend the applied pi-calculus by letting conditional branches now depend on
formulae defined by the following grammar:

Q=M =N|M#N|oNV

If M and N are ground, we define [M = NJ to be true if M =g N and false otherwise. The semantics of
[ ] is then extended to formulae as expected.

The scope of names and variables is delimited by binders u(x) and vu. Sets of bound names, bound
variables, free names and free variables are respectively written bn(A), bv(A), fn(A4) and fv(A). Occa-
sionally, we write fn(M) (resp. fv(M)) for the set of names (resp. variables) which appear in term M. An
extended process is closed if all its variables are either bound or defined by an active substitution.

An context C[_] is an extended process with a hole instead of an extended process. We obtain C[A]
as the result of filling C[_]’s hole with the extended process A. An evaluation context is a context whose
hole is not in the scope of a replication, a conditional, an input or an output. A context C|[_| closes A when
C[A] is closed.

A frame is an extended process built up from the null process 0 and active substitutions composed by
parallel composition and restriction. The domain of a frame ¢, denoted dom () is the set of variables for
which ¢ contains an active substitution { /. } such that z is not under restriction. Every extended process
A can be mapped to a frame ¢(A) by replacing every plain process in A with 0.

We refer the reader to Section 2.6 for a full example.

2.4 Operational Semantics

The operational semantics of processes in the applied pi-calculus is defined by three relations: structural
equivalence (=), internal reduction (—) and labelled reduction ().

Structural equivalence is defined in Figure 4. It is closed by a-conversion of both bound names and
bound variables, and closed under application of evaluation contexts. Structural equivalence corresponds
to some structural rewriting that does not change the semantics of a process. The internal reductions and
labelled reductions are defined in Figure 5. They are closed under structural equivalence and application
of evaluation contexts. Internal reductions represent evaluation of condition and internal communication
between processes. Labelled reductions represent communications with the environment.

2.5 [Equivalences

Privacy properties are often stated as equivalence relations [21]. Intuitively, if a protocol preserves ballot
secrecy, an attacker should not be able to distinguish between a scenario where a voter votes 0 from a
scenario where the voter votes 1. Static equivalence formally expresses the indistinguishability of two
sequences of terms.

Definition 3 (Static equivalence). Two closed frames ¢ and ) are statically equivalent, denoted ¢ ~4 1,
if dom(p) = dom(v) and there exists a set of names 7, and substitutions o, T such that ¢ = vin.o and



(Comm) &(M).P | c(2).Q = P | Q{M/z}
(THEN) if ¢ then P else Q — P if [¢] = true
(ELSE) if ¢ then P else Q@ — Q otherwise
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where « is a label of the form ¢(M), ¢(u), or vu.c(u)
such that u is either a channel name or a variable of base type.

Figure 5: Semantics for processes

¥ = vi.T and for all terms M, N such that 7 N (fn(M) Ufn(N)) = 0, we have Mo =g No holds if and
only if MT =g NT holds.

Two closed extended processes A, B are statically equivalent, written A =, B, if their frames are
statically equivalent; that is, p(A) =~ ¢(B).

Intuitively, two sequences of messages o and 1) are distinguishable to an attacker (i.e. they are not
statically equivalent) if the attacker can build a public test M = N that holds for ¢ but not for ¢ (or the
converse).

Example 3. Consider the signature and equational theory Eenc defined in Example 1. Let p1 = vk.oq
and py = vk.oy where oy = {Perclstripk(R)) /o pk(k) /A gy = [penc(szrapk(R)) /o pk(R) /Y
and s1, so, k are names. We have that 1 #s @o. Indeed, we have penc(si,r1,22)01 =g x1071 but
penc(sl, T1, IEQ)O'Q #E T109.

Intuitively, since the randomness of the encryption is public, an attacker may reconstruct the ciphertexts
and compare. The two messages become indistinguishable as soon as the randomness remain private. That
is, we have that v(k,r1).01 =5 v(k,r3).09.

Observational equivalence is the active counterpart of static equivalence, where the attacker can actively
interact with the processes. The definition of observational equivalence requires to reason about all contexts
(i.e. all adversaries), which renders the proofs difficult. Since observational equivalence has been shown to
coincide [1, 31] with labelled bisimilarity, we adopt the latter in the remaining of the paper.

Definition 4 (Labelled bisimilarity). Labelled bisimilarity (=) is the largest symmetric relation R on
closed extended processes such that AR B implies:

1. A=, B;
2. if A— A, then B —* B’ and AR B’ for some B’;

3. if A A such that fv(a)) € dom(A) and bn(a) Nfn(B) = ), then B —**—* B’ and A'RB’
for some B’



Intuitively, two processes A and B are labelled bisimilar if, anyhow the process A (resp. B) behaves,
the process B (resp. A) may behave with the same visible actions and such that their resulting frames are
statically equivalent, that is, an attacker cannot distinguish between them.

2.6 A Detailed Example

We provide a detailed example to illustrate the syntax and semantics of the applied pi-calculus. Readers
already familiar with this formalism may skip this section. Let us consider a simple protocol proposed (for
illustration purposes) by B. Blanchet [11].

{sign(k,ska) } pkg
_—

Alice (st Bob

In this protocol, Alice sends a newly generated and signed key k to Bob, the whole message encrypted
using his public key pkg. Then, the receiver (Bob) checks that the signature belongs to the intended sender
(Alice). He then encrypts a fresh secret s with k& using symmetric encryption and sends it to Alice.

To model this protocol in applied-pi calculus, we use the equational theory e, described in Example 1
that models the properties of the different primitives used in the protocol. The behavior of the sender and
receiver are modeled in the applied pi-calculus as follows.

A:=vk .vr, .c(penc(sign(k, sky),ra,pks)) . c(x1)
B(s) :=c(xz2) . B'(s)
B'(s) :=lety = pdec(z2, skp) in
if checksign(y, pka) = ok then B”(s)
B"(s) :=vry . elenc(s, rp, k))

In these processes, a and b are secret values that correspond to the private key pairs of Alice and Bob,
respectively. Since Alice should not have a direct access to b, the secret key of Bob, A is given access to
Bob’s public key through a variable pkg and similarly for B. The whole protocol can be easily expressed
using Alice and Bob processes:

P(s) :==v(a,b) .[A]| B(s) | T]

where ' = {Pk(ska) /  Pk(sko) /o, 1 As mentioned above, sk, and sk, are protected but since pk(skq)
and pk(sk;) are public keys, we published them in a frame implying that they are available to anyone
(including the attacker). We first illustrate the semantics of the internal reductions by simulating the normal
execution of the protocol, without any interference.

P(s) 2 y(shay sk k7). [c(w) | B(s) | {Penctsenthk)reno) /4| 1]
(THEN) V(Ska,Skb7]€,7"a)- |:C(371) | BH(S) | {penc(sign(k,ska),7'a,pkB)/IQ} ‘ 1—\:|

COMM ~ i . ~
M vn. [{EHC(S,Tb,k)/xl’penC(Slgn(k,Ska),Ta,PkB) /162} ‘ F:| i with . = (Skaa Skba k7 Ta, Tb)'

Alice sends her signed and encrypted message, which is received by Bob.

Actually, this simple protocol is flawed. Indeed, an intruder may impersonate Alice’s identity from
Bob’s point of view. This attack only requires that Alice had, once in the past, spoken to the intruder using
this protocol. This can be showed using our applied-pi calculus model by adding penc(sign(k., skq), e, pkc)
to the initial frame, which is a message that Alice would have sent to Charlie according to the protocol. Let
us define this slightly new process:

P.(s) := v(skq, Skp, skc, e, ke) - [A | B(s) | T¢l,

where T, = {penc(sign(kc,ska)mc,pkc)/mpk(a) /pkA’pk(b) /pkB 7pk(skc) /pkc } Let us consider now the following
execution: Charlie can send a message M = penc(pdec(x, skc),r’, pkg) to Bob, where x is the message
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previously received from Alice.
c(M) 1
P.(s) ——— v(skq,sky,rc, k). [A| B"|T]
Y sk, skps e, ke). [A | B” | T

va..c(ze) I/(Ska,skb,T‘c, kc,rb)~ {A ‘ {enc(s,rh,kc)/zc} | Fc] )

Let us define the substitution o = {&"<(=-re-ke) /M /. 4| T, In this execution, the test performed by B
succeeds since, according to the equation theory, we have:

Mo = penc(pdec(z,sk(c)),r’, pkg)o
— penc(pdec(penc(sign(ke, sk(a)), 7, pk(c)), sk(c). 7', pk(5)
=E.. penc(sign(kc,sk(a)),r’, pk(b)),

thus,

checksign(pdec(za, sk(b)), pka)o

=g.,. checksign(pdec(penc(sign(k.,sk(a)), ', pk(b)),sk(b)), pk(a))

=p.,. checksign(sign(k.,sk(a)), pk(a))

= Eene OK
which implies that the message is accepted by B, who therefore believes that Alice just sent him the key k.
she had, in fact, sent to Charlie in a former session. At the end of this execution, one can see that s is not
secret anymore since Charlie knows k. from his previous exchange and can perform a decryption of z. to
get s.

We can also illustrate Definition 4 using this example. Indeed, we have that for any s; and so, P(s1) %

P(s3). This is due to the fact that the two processes may evolve in two states that are not statically
equivalent (==;):

P(s1) %" Pr=v(a,b,m). [A] 1] and P(s2) =" Py = v(a,b,1p). [A | 0]

where a = ¢(M).vz..¢(x.). and o; is defined as o where s is simply replaced by s;. We can show that
Py %, P, due to the fact that the intruder can observe, using N7 = dec(z., k.) and No = s1, that
(Nl =E NQ)O‘l but (Nl #E NQ)O‘Q.

3 Modeling the Norwegian Protocol

We provide a formal specification of the Norwegian protocol, using the framework of the applied pi-
calculus, defined in the previous section. We first model the cryptographic primitives used in the protocol
(Section 3.1) and then the Norwegian protocol itself (Section 3.2).

3.1 Equational Theory

We adopt the following signature to capture the cryptographic primitives used by the protocol.

Ysign = {0k, fst, hash, p, pk, s, snd, vk, blind, d, dec, +, *, o, ¢, pair,
renc, sign, unblind, checkpfky, checkpfka, checksign, penc, pfky, pfka }

The function ok is a constant; fst, hash, p, pk, s, snd, vk are unary functions; blind, d, dec, +, *, o, ¢, pair,
renc, sign, unblind are binary functions; checkpfky, checksign, penc are ternary functions; pfkj, checkpfks
are quaternary functions and pfk; is a quinary function.

The term pk(K’) denotes the public key corresponding to the secret key K in asymmetric encryption.
Terms s(I), p(I), and vk(I) are respectively the blinding factor, the parameter and the verification key
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fst(pair(z,y)) =« (E-1)

snd(pair(z,y)) =y (E-2)

dec(penc(z, r, pk(k)), k) = x (E-3)

dec(blind(penc(z, r, pk(k)),b), k) = blind(z, b) (E-4)

penc(z, 1, kp) o penc(y, ra, k,) = penc(z oy, r1 * ro, kp) (E-5)

renc(penc(x, r, pk(k1)), k2) = penc(z, r, pk(k1 + k2)) (E-6)

unblind(blind(x, b),b) = x (E-7)

checksign(z, vk(id), sign(z,id)) = ok (E-8)

checkpfky (vk(id), ball, pfk, (id, r, x, ball)) = o (E-9)
where ball = penc(z,r, k)

checkpfka(vk(id), x, ball, pfky(vk(id), k, b, x, ball)) = ok (E-10)
where ball = blind(renc(z, k), b)

Figure 6: Equations for encryption, blinding, signature and proofs of knowledge.

associated to a secret id I. The specific coding function used by the receipt generator for a voter with
secret id I, applied to a message M is represented by d(p(I), M). It corresponds to the function dy (M)
explained in Section 1.2. The term blind(M, N) represents the message M blinded by N. Unblinding such
ablinded term P, using the same blinding factor NV is denoted by unblind(P, N'). The term penc(M, N, P)
refers to the encryption of plaintext M using randomness N and public key P. The term M o N denotes the
homomorphic combination of ciphertexts and the corresponding operation is written P ¢ () on plaintexts
and R * S on random factors. The decryption of the ciphertext C using secret key K is denoted dec(C, K).
The term renc(M, K) is the re-encryption of the ciphertext M using a secret key K. The addition of
secret keys is denoted by K + L. The term sign(M, N) refers to the signature of the message M using
secret id N. The term pfk, (M, N, P, Q) models a proof of knowledge, linked to the public identity M,
that proves that () is a ciphertext of the plaintext P using randomness N. It models what is provided to
convince a prover, and its arguments represents the material needed to construct the proof itself. The term
pfko (M, N, P, @, R) represents a proof of knowledge linked to the public identity M, that R is a blinding
of a re-encryption of a term @ using the secret key N and the blinding factor P. pair(M, N) represents the
tuple (M, N). For simplicity, pair(M, pair(. .., pair(M,_1, M,,))) may be abbreviated as (M, ..., M,)
and fst(snd(M)*~1) as IT;(M) with i € N.

The properties of the primitives are then modeled by equipping the signature with an equational theory
FE that asserts that functions +, *, o and ¢ are commutative and associative, and includes the equations
defined in Figure 6. The first two equations are quite standard and models left and right projections of
a pair of elements. The third equation simply represents usual decryption of a ciphertext using the cor-
responding secret key, while Equation (E-4) reflects that a blinded ciphertext can be decrypted, yielding
the corresponding blinded plaintext. Equation (E-5) models the homomorphic combination of ciphertexts.
Equation (E-6) represents the re-encryption of a ciphertext. The operation of unblinding is described with
Equation (E-7). Equations (E-8), (E-9), and (E-10) correspond to the verification of respectively signature
and proofs of knowledge pfk; and pfk,.

The rewriting system corresponding to this equational theory is AC-convergent. This can be proved
showing that the system is both AC-confluent and AC-terminating. The first property is true since there is
no critical pairs. AC-termination can be shown through a special measure for length of terms |.| defined as
follows:

1 if M is a name or a variable,
24 | M| + |Ma| + [Ms|  if M = penc(My, My, Ms3),
‘M|: 2—|—|M1‘+|M2| ifM:renc(Ml,Mg),
k
1+ > | M otherwise, i.e. M = f(My,..., My).
i=1
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Using this measure, it is easy to check that the length of terms is strictly decreasing at each step of the
rewriting, which ensures AC-termination of the rewriting system.

3.2 Norwegian Protocol Process Specification

We present here our model of the Norwegian voting protocol. Each player is modeled as an independent
subprocess, and will be instantiated as a part of the whole protocol.

3.2.1 Voting process

The process V' (Cpal, Crecs Cpub s Kpubs 1dvot, Pid ¢, v) represents both the voter and his computer.

V(Cbal; Crecy Cpubs kpuba Z‘dvoh pidreca U) =vr.
let e = penc(v, 7, kpup), p = pfky (idyor, 7, v, €), i = sign({e,p), idyor) in
Cpup ((Vk(id ot ), €,p, 1)) . % Public information.
Crar{((vk(idyot), €,p,s1)) . % Encrypted ballot sent to B.
Croc (oK) . % Synchronization for R.
Crec(Tr) - Coar(Tp) - % Wait for inputs from R and B.
if ¢y (idyot, Pid ee; v, €,p, ST, Tp, ;) then Tpyp (0k) . Tree (0k)

with
Oy (idvot, Pid ee, v, €, p, 81, Ty, 1) = (d(p(idyor), blind (v, 5(id yot))) = @)
A (checksign(hash({vk(idyot), €, p, $7)), Pid e, Tp) = OK).

Parameter v represents voter’s vote and cpq;, Crec denote the authenticated channels shared with, re-
spectively, the ballot box and the receipt generator. k,,; represents the public key of the election used to
encrypt votes; id o is the secret id of the voter and pid,., is the verification key of the receipt generator.
Note that messages sent over cpq; and cye. are also sent on the public channel c,,,;. This simulates the fact
that cp,; and c,.. are authenticated but not confidential channels. The synchronization step is only here to
simplify the study in the case where B is corrupted. The formula ¢y (idot, pid .., v, €, p, 8i, Tp, ;) mod-
els all the checks performed by the voters: the message received from the ballot box should be properly
signed and the message from the out-of-band channel should correspond to the right receipt code.

3.2.2 Ballot box

We represent the Ballot box, ready to listen to n voters, by the process B,, defined as follows.

B (Crec, Cdecs Caud, Cpubs Ksecs Pid o, Coots pid}wt, Suots -+ Coots Pilyops S5oy) =
chop(x1) . BBy . ... .c,(x,) . BB, . % Processes incoming votes.
Coa(la(z1)) . ... . Ga(Tl2(xy)) . % Outputs encrypted votes to D.
Coa(T1) - v - CoalTn) % Outputs content to A.

with:

BB, =
if pg(pid’,,, z;) then % Checks ballot’s validity.
let b; = blind(renc(ITa(x;), ksee ), 5%,;) in % Computes re-encrypted blinded
let pok, = pfky(pid’ ;. ksee, s o;, Ia(2;), b) in ballot and corresponding proof.
Croc (i, biy pOk;)) - Crec(Yi) - % Message sent to R. Wait for R.
if ¢s(pid e, i, ys) then Cpup (ys) - e i) % Checks confirmation’s validity and

sends confirmation to the Voter.

and
¢s(M,N,U) = (checksign(hash(N), M,U) = ok),

oa(V,W) = (W = Wy, W, W5, Wy)) A (checkpfky (W1, Wa, W3) = ok)
A (W1 = V) A (checksign((Wa, W3), Wi, Wy) = ok)
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where (X = (Xy,...,X,)) denotes the formula that holds only when X is a n-tuple. For example,
(X = (X1, X5)) denotes the formula X = pair(fst(X), snd(X)).

Intuitively, we assume the ballots to be received from the authenticated channels ¢ ,,...,c",,. The
Ballot box processes each ballot one after another, exchanging with the Receipt generator through the
secure channel c,.., before sending back a confirmation to the Voter. Once all votes have been casted,
the Ballot box outputs the encrypted votes to the Decryption device using the secure channel cg.., and
its content to the Auditor through the secure channel c,,q. kse. is the secret key known by B, while

pid’ ., ..., pid",, are the public identities of the voters (i.e. their verification keys) and s} ,, ..., s",, the
corresponding blinding factors.
3.2.3 Receipt generator
. o1
Ry (Chals Cauds Cdec, Cpubs Kseer irees Chopy Didpory Dy opy -+« « s oy, pidly ., D) is the Receipt generator’s pro-

cess. It exchanges messages with the Ballot box, the Decryption service (only for an ad-hoc synchroniza-
tion, used to simplify the proof) and the Auditor through secure channels cpq, Cgec, and cqqq rESpECtively.
It also talks directly to voters through out-of-band channels c!,, ..., c? ,, which are modeled as authenti-
cated channels here. k.. is the secret key received by R during the setup phase, pzd .,pid., . are the

voto**
public identities of the voters and the corresponding receipt coding functions are pl_,, ..., p%,.
R, (Cbah Caud; Cdecy Cpub ksecs 1 rec, qu;otv pidiotap};otu ceey Cﬁotv pidﬁotvpz}ot) =
e (syncl) . RGy . ¢k, (syncl) . % Processes re-encrypted votes into receipts.
ey (synet) . RGr . iy (sync)
caud<<pzdwt, hori)y . ... . Coua{(pid}, ., hbry)) . % Outputs content to A.
Cdec(OK) % Ad-hoc synchronization for D.
with:
RG; =
Char (i) - % Waiting input from the Ballot box.
if ¢r(ipid.,,, ;) then % Checks Ballot box’s computations.
let 7; = d(p’,,, dec(Ila(x;), ksee)) in % Computes receipt for the i-th Voter.
let hbr; = hash(IT; (z;)) in
let si; = sign(hbr;, id e ) in % Computes i-th confirmation for the Ballot box.
Coat (8i1) - Cpup (Ti) - o (13) % Outputs to intended recipients.

and ¢R(X7 Y) = (Y = <Y17Y27K3>) A (Yl = <W17W27 W37 W4>) A (Wl = X)
A (checksign({Wa, W3), W1, Wy) = ok) A (checkpfky (W7, Wa, W3) = ok)
A (checkpfka (W1, Wa, Ya, Y3) = ok) .

Note that instructions ¢!, (sync’) and ¢’ ,(synct) are used to force the Receipt Generator to fully
process each receipt before accepting a new entry from the Ballot box, which eases the security analysis.
Note also that we slightly simplify the behavior of the Receipt Generator. [23] indicates that the Receipt
Generator not only computes hbr; as defined above but also the hash of the voter’s ballot (obtained when
computing IT; (z;)) from which the signature is dropped. We ignore the second hash as it contains less
information.

3.2.4 Decryption service

The Decryption service is represented by the process Dy, (Coal; Crec, Cauds Cpub, Ksec). 1t communicates
securely with the Ballot box, the Receipt generator (waiting for synchronization), and the Auditor through
respectively channels cpqi, Crec, and cqyq. The result is published on the public channel cpy;. In order to
decrypt ballots, it needs to know the secret key k... The parallelism at the end of the process models that
the votes are shuffled. For simplicity, we omit the proof of correct decryption provided by the Decryption
device as it should not affect privacy.
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Dn(cbah Crecs Cauds Cpub) ksec) =

Crec(syncy) . % Waits for R’s signal to begin the tallying phase.
char(dr) . oo cpar(dy) % Inputs encrypted votes from B.
Caualhash({dy,...,dy))) . % Outputs hashed tally for A.

Caua(sYnc?) . % Waits A approval before processing the outcome.
(Cpup (dec(dy, ksec)) | - -+ | Cpup(dec(dy, ksec))) % Publishes the results in a non-deterministic order.

3.2.5 Auditor

Finally, the Auditor is modeled by the process A,,(Cpairs Crec, Cdec) Which communicates with the other
infrastructure players (Ballot box, Receipt generator, and Decryption device) using secure channels cpq,
Crec, and Cdec-

An(cbah Crec, Cdec) =
Crec(h1) - oo Crec(hy) - % Inputs from R, D and B.
Cdec(hd) . cbal(:cl) e cbal(xn) .
if pa(ha, ha,. .. hn,z1,...,zy,) then Cgec(0k) else 0 % Checks and sends approval.

with:

oa(H, X1,..., X0, Y1,...,Y,) = (hash((Ilx(Y7), ..., II2(Y},))) = H)
A [ = (2, W, W, W) A (X = (21, 20) 8 (W = )

i=1

A (hash(Y;) = Z5) A (checksign((Wa, W3), Wy, Wy) = ok) | .

3.2.6 Norwegian protocol and corruption scenarios

The interaction of all the players is simply modeled by considering all the processes in parallel, with the
correct instantiation and restriction of the parameters. In what follows, the restricted names aj, ap, a3
model the private keys used in the protocol and the corresponding public keys pk(ay), pk(az) and pk(as)
are added in the process frame. The restricted names cy, ¢ (resp. cry, and cry,) model authentic channels
between the two honest voters and the Ballot box (resp. the Receipt generator). The restricted names id;,
ids, idgr represent the secret ids of honest voters and of the Receipt generator. The corresponding public
id’s are added to the process frame.

The process corresponding to the situation where all the authorities are honest is P, [_] where n is the
number of voters and the hole is the voter’s place and is defined as follows:

P, [ ]=vn.(letaz =a; +azin).
| By (CBR, CBD: CBA, Cout, a2, PR, €1, idp1, s(id1), . . ., Cn, idpn, s(idy))
| Ry,(CBR, CRA, CRD; Cout, a3, idR, CRv; , idp1, p(id1), . . ., CRv,, idpn, p(idn))

| Dy (c8D, CRD, CDA, Cout, 1) | An(cBA, CRA,CDA) | F}

with 7 = ajy,as,as,idy, idy, r1, ra, idr, €1, €2, CRv; , CRV,, CBA, CRA, CDA, CBR;, CBD; CRD the set of restricted
names and the frame I' = {PK@) /| i = 1.3} | {0/, | i = 1,2} | {"(d) /iy }. This frame
represents the initial knowledge of the attacker: it has access to the public keys of the authorities and the
verification keys of the voters. Moreover, since only the two first voters are assumed to be honest, only
their two secret ids are restricted (in 7). The attacker has therefore access to the secret ids of all the other
voters.

The process P,, corresponds therefore to a scenario where all the election authorities are honest. To
model the case where the Ballot box is corrupted, we simply provide the attacker with the Ballot box’s
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secrets. Formally, we define the process P! defined as follows.

sz [L] =vnp.(letag =a; +azin).

| Ry (cBR; CRA, CRD; Cout @3, idR, CRv, , idp1, p(id1), . . ., CRy, , idpn, p(idn))

| Dy, (cBD, CRD; CDA; Cout; a1) | An(CBA, CRA, CDA) | Fb}

with 7, = a1, as, idy, ida, 1, ra, idR, CRv, ; CRV,; CRA, CDA, CrRD the set of restricted names and I'y, = {Pk(a‘i)/gi |
i= 1.3} | {vkOd) /g 09 /o i = 1,2} | {vK(dw) /4. }. Compared to P,, we have simply removed B,,

from the process (since the Ballot box is now under the control of the attacker) and the secret key a, and

the authenticated channels ¢y, ¢2, Cga, CBR, CBD are now public (they are not part of the set of restricted

names anymore). Finally, we have added s(id;),s(id) to the frame representing the initial knowledge.

This models the fact that now, all the secrets of B,, are known to the attacker.

4 Formal Analysis of Ballot Secrecy

Our analysis shows that the Norwegian e-voting protocol preserves ballot secrecy, even when the Ballot
box and all but two voters are corrupted, provided that the other components are honest. This of course
implies ballot secrecy if all the authorities are honest and some voters are corrupted. Conversely, we
identified several cases of corruption that are subject to attacks. Though not surprising, these cases were
not explicitly mentioned in the literature.

In this section, we state our main security results, studying the privacy of the Norwegian protocol under
two main corruptions scenarios. Moreover, we summarize existing attack scenarios. The formal proof of
privacy is then detailed in the next three sections.

Ballot secrecy has been formally defined in terms of equivalence by Delaune, Kremer, and Ryan in [21].
A protocol with process V (v, id) and authority process A preserves ballot secrecy if an attacker cannot
distinguish when votes are swapped, i.e. it cannot distinguish when a voter a; votes v; and ay votes vo
from the case where a; votes vo and ag votes v;. This is formally specified by:

Vi, (A | V(o1,a1) | V(vg,ag)) ~, Vi, (A |V (va,a1) | V(Ul,ag))

Proving ballot secrecy of the Norwegian protocol therefore amounts in proving equivalence of the corre-
sponding processes we detailed in Section 3.

4.1 Corrupted Ballot Box and Corrupted Voters

Our main result states that the Norwegian protocol specification satisfies ballot secrecy even if the Ballot
box and n — 2 voters are corrupted, provided that the other components are honest.

Theorem 1. Let n be an integer representing the number of voters. Let P° be the process defined in
Section 3.2.6, that corresponds to the voting process where all the authorities but the Ballot box are honest.
Then,

Py [Vi(a) | Va(b)] =i Py [Vi(b) | Va(a)]

with V;(vj) = V(Ci, CRv,; Cout, 81, idi, idpR, vj) which corresponds to the i-th voter voting vj.

In order to prove Theorem 1, we need to “guess” a symmetric relation R on closed processes satis-
fying the properties of a labelled bisimilarity. This amounts into describing symbolically all the possible
(co-)evolutions of the two processes, depending on the actions of the adversary. The description of this
relation is given in Section F. The first step of the proof consists in showing R satisfies property (1) of a
bisimilarity relation, that is, we need to show that all pairs of frames obtained in the relation R are in static
equivalence. In fact, all these frames are included in the final frames (modulo a “cleaning” step performed
using Lemma 12 presented in appendix) corresponding to the complete execution of the two processes. It
is therefore sufficient to prove static equivalence of the two final frames.
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We consider the following frames:

Oinit ={" 0% [iap, (%) /g | k= Lom} | {09 g } | {PHO9) /g, | k= 1.3},
90 = Ot ‘ {penc(vk,rkygl)/Ek,pfkl(idk,tk,vk,ek) /pk,sign(<8k,Pk>,idk) /sik ‘ k = 1_.2}’

O = 01 ‘ {sign(hash(ﬂl(Mk)),idR)/srk7d(p(idk),dec(Hg(Mk),a3)) /reck}a
05 = 0, | {dec(U<s(k),a1)/ms}c | Kk = 1n}

where M; and Uy, are free terms such that fv(M;1) C dom(6;) and fv(Ugy1) C dom(6,,). Intuitively, the
M; and Uy, are the recipes sent by the adversary. The restriction on the variables makes sure the adversary
only use terms he has access to, at this step. 0 is a substitution of [1, n] intuitively corresponding to the
shuffling of the votes at the end of the election. Then each frame can be interpreted as follows:

* Ot corresponds to the initial knowledge of the attacker. It contains the public data of the honest
voters and the public keys of the election.

* B corresponds to the submission of ballots from the two honest voters. Note that our synchronization
phase ensures that honest voters vote first. And we can show that the adversary cannot interfere with
these two ballots.

* 6. corresponds to the knowledge of the adversary once the k-th voter has voted. Intuitively, the adver-
sary will submit any ballot he wishes (M) based on his prior knowledge and in return, he receives the
receipt and the signature from the Receipt generator, that is, he receives d(p(idy), dec(Ilo (M), az))
and sign(hash(I1; (My)), idRr).

* Then 65 corresponds to the frame with the final decryption of the votes, after shuffling, that is, the
adversary can see the votes in clear after some permutation 9.

Proposition 1. Let § is a substitution of [1,n]] and ' = § o [1 — 2,2 + 1]. Let 05 be the frame as defined
above. Then we have:

v.OsoL ~g I/(:).Qt(;(fm with oy = {a/vub /\,2} and or = {b/vva /Vz}'
This proposition is the main core result to establish Theorem 1.

Proof sketch. The proof is done step by step. First, we show that v@.0yo;, ~; vw.0yo R, that is, the frames
are in static equivalence once the two honest voters have voted (Lemma 13 detailed in appendix). We then
show that the receipt sent by the receipt generator does not break static equivalence. This requires to prove
in particular that adding the signature of a known term does preserve static equivalence (Lemma 8, one of
our core lemma). Finally, we conclude by showing that the decryption of the (shuffled) vote only yields
already known terms, built using the same recipes, in both frames.

The full proof of Proposition 1 can be found in Section 6. O

It then remains to show that we did not miss any possible execution, that is, show that R is a bisimilarity
relation, which is ensured by the following proposition.

Proposition 2. Let R be the relation defined in Definition 15 (Section F). Then, R is verifying properties
(2) and (3) of Definition 4.

Proof sketch. Given (P, Q) € R, we consider all possible evolutions of P in P’ and show that there exists
()’ such that (P’, Q") remains in R. In other words, we check that we did not forget any case when defining
‘R. The detailed proof is not really technical but is rather tedious and is therefore deferred to Section F. [J

Theorem 1 then easily follows from Proposition 1 and Proposition 2.
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4.2 Honest Authorities and Corrupted Voters

The Norwegian E-Voting Protocol specification a fortiori satisfies ballot secrecy even if n — 2 voters are
corrupted, provided that the other components are honest.

Theorem 2. Let n be an integer, that corresponds to the number of voters. Let P,, be the process defined
in Section 3.2.6, that corresponds to the voting process when all authorities are honest. Then,

P, [Vi(a) | Va(b)] ~ Py, [Vi(b) | Va(a)]
with V;(vj) = V(ci, Crv;, Cout, 81, idi, idpR, vj) which corresponds to the i-th voter voting v;.

Theorem 2 is a corollary of Theorem 1. While this is intuitively obvious, the use of equivalence adds
some technicalities to the proof. The key proposition is that extending the initial knowledge of the attacker
can only help finding attacks.

Lemma 1. Let 1 be a set of names, P, Q), two processes. Then, we have:

VTl. (P | {M/,;}) ~ VN (Q | {M/z}) = vn.P ~; vi.Q.
Proof. We define a symmetric relation R on closed extended processes as follows:

v AR vin.B <5 vii (A | {M/,}) ~ vi. (B | {M/.}) .
Let us show that R verifies the three properties of a bisimilarity relation (c¢f Definition 4).

1. This is straightforward since ¢(vi.A) C ¢ (vin. (A | {M/.})).

2. Let A — A'. Then vi. (A | {M/,}) — vi. (A" | {M/;}). Now, since A R B, we have that
vi. (A | {M/.}) =i va. (B | {M/,}) thus there exists B such that vii. (B | {*/,}) —* B and
B ~y vi. (A | {M/,}). Since B is a closed process, it can not make use of @ thus it must be
the case that there exists B’ such that B —* B’ and B = vi. (B’ | {¥/,}). Moreover since
vi. (A" | {M/.}) = B=vn. (B"| {*/,}), we conclude that A’ R B'.

3. Let A == A'. Then vi. (A {M/,}) = va. (A" |{M/,}). Now, since A R B, we have
that vii. (A | {M/,}) =~ vi. (B | {™/,}) thus there exists B such that vfi. (B | {M/,}) —*
——* Band B ~; vi. (A" | {M/,}). Since A is a closed process, it does not contain z, thus we
must have that the label o does not contain x either. Thus, if vi. (B | {¥/,}) =*——* B, we
must have that there exists B’ such that B —*—»—* B’ and B = vii. (B’ | {¥/,}). Moreover
since vi. (A’ | {M/,}) ~ B=vn. (B'| {/,}), we conclude that A’ R B'.

Now, since ~; is the largest relation satisfying these three properties, we conclude. O

We are now ready to prove Theorem 2.

Proof of Theorem 2. Let us define A = P [Vy(a) | Va(b)] and B = P! [V;(b) | Va(a)]. According to
Theorem 1, we have that: A ~s; B. Thus, for all closing evaluation context C|[_|, we also have: C[A] =~
C'[B]. Let us consider the following closing evaluation context:

Cl] = vm.[_| Bn(cBr;CBD, CBA; Cout; @2, idPR, €1, idp1,S1, - - -, Cn, idpPn; Sn)]

with m = ay, ¢1, C2, CgR, cap and B,, is defined as the honest one except that we replace arguments s(id; )
and s(id,) by variables s; and sp. Then:

C[A] =vm. [l/ﬁb.( letag =a; +ayin ) (‘/1(3) | Vg(b) | R, | D, | Fb) oy, ‘ Bn}
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where B,,, R,, and D,, are just short notations of the different processes with their attributes. Since B,, is
such that (fv(B,,) Ufn(By,)) N7, = 0, we have that:

C[A] =vm. [V’ﬁ,b.( letag =a; +azin ) (Vl(a) | Vé(b) | B, | R, ‘ D, | Fb)]
= U(m,ﬁb).( letaz = a; +apin ) [Vl(a) | va(b) | B, | R, ‘ D, | Fb]

But (m,ny,) = 7 and:

B, (cBR, CBD, CBA; Cout @2, idPR, €1, idp1,S1, . . ., Cn, idpn, sn) 'y
= B, (CBR, CBD, CBA; Cout; @2, idPR, €1, idp1,s(id1), . . ., Cn, idpn, s(idn) ) Ts.

So, we get that C[A] = P,,[Vi(a) | Va(b)], where P, is exactly the same as P, except that I is replaced by

T',. Doing the same for C[B], we deduce that C[B] = P, [Vi(b) | V2(a)] and thus P,,[Vi(a) | Va(b)] =
P, [Vi(b) | Va(a)]. According to Lemma 1, this equivalence implies that:

Pa[Vi(a) [ Va(b)] =1 Pa[Vi(b) | V2(a)]-

4.3 Attacks

We have shown that the Norwegian protocol guarantees ballot privacy provided that the Receipt generator,
the Decryption service, and the Auditor are honest. We review further cases of corruption where ballot
secrecy is no longer guaranteed.

Dishonest Decryption service. The Decryption service is a very sensitive component since it has access
to the decryption key a; of the public key used for the election. Therefore, a corrupted Decryption service
can very easily decrypt all encrypted ballots and thus learns the votes as soon as he has access to the
communication between the voters and the Ballot box. Such an attack is not possible in [23, 24] since
communications are assumed to be secure (e.g. using TLS channels). It is interesting to note that the
combination of both studies indicates that in case the Decryption service is corrupted then ballot secrecy
solely relies on the security of the communication channels between the voters and the Ballot box.

Dishonest Ballot box and Receipt generator. Clearly, if the Ballot box and the Receipt generator col-
lude, they can compute a; = a3 — ap and they can then decrypt all incoming encrypted ballots. More
interestingly, a corrupted Receipt generator does not need the full cooperation of the ballot box for break-
ing ballot secrecy. Indeed, assume that the Receipt generator has access, for some voter V, to the blinding
factor sy used by the Ballot box to blind the ballot. Recall that the Receipt generator retrieves f(0)®Y when
generating the receipt codes (by computing wx22). Therefore, the Receipt generator can compute f(o’)*
for any possible voting option o’. Comparing with the obtained values with f(0)* it would easily deduce
the chosen option o. Of course, the more blinding factors the Receipt generator can get, the more voters
it can attack. Therefore, the security of the protocol strongly relies on the security of the blinding factors
which generation and distribution are left unspecified in the documentation (who has access to the data
during the generation? How the data are distributed and how secure the distribution is?). The Ballot box
can also perform a similar attack provided that it has access to the SMS sent by the Receipt generator and
provided it can learn the coding function dy, for some voters V' (which probably requires partial corruption
of the Receipt generator as well). Note that if the Ballot box and the Receipt generator collude, verifiability
is broken as well, as pointed in [23, 24], since votes can be changed without voters noticing.

Dishonest Ballot box and Auditor. Even if the Auditor does not hold any secret (besides the access to
the output of both the Ballot box and the Receipt generator), it is still a key component in the voting process.
Indeed, it ensures that the ballots sent to the Decryption service indeed correspond to the ballots sent by the
voters (unless both the Ballot box and the Receipt generator are corrupted). Assume now that the Ballot
box and the Auditor corrupted. Then the Ballot box can send any ballots it wants to the Decryption service
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(the - corrupted - Auditor would not complain). This is a clear breach of security in terms of the correctness
of the result: indeed, the results would not correspond to the votes as casted by the voters (as also pointed
in [23, 24]). As a consequence, this is also a breach of ballot privacy. Indeed, the Ballot box may send the
same ballot several times (possibly re-randomized) therefore obtaining a bias of information about the vote
casted by the voter under attack.

S Lemmas for Static Equivalence

The proof of our main result requires several intermediate lemmas. We believe that some of them are of
independent of interest. We first state lemmas that are independent of the equational theory (Section 5.1)
and then one of them that relies on it but is still quite general and could be reused for other formal studies
of protocols (Section 5.2).

5.1 Generic Lemmas

We use some arguments repetitively on our proofs and we found useful to state them separately. First, we
notice that splitting pairs preserves static equivalence.

Lemma 2. Let 71,7 be names, 01,0, substitutions and let us define ¢ = vii. (6, | {<U1’U2>/x}) and
P = v, (92 | {<V1’V2>/1}) two frames with Uy, U, V1, Vo some terms. We have:

¢~ P = Vi (91 | {Ul/zlaUz /Iz}) Rs VM. (92 U{Vl/znvz /m}) .

Proof. Let ¢ = vn. (91 | {V1/,,,02 /Iz}) and ¢’ = vm. (92 U{"/.,,"2 /962})

Let M, N be terms s.t. (M =g N)¢'. We consider § = [x; — II1(z), 22 — II2(x)] and we have, for
all term P: (P0)¢p =g P¢’' and (Pd)y =g Py'. Thus M¢' =g N¢' implies (MJ)p =g (NJ)¢. Since
¢ ~5 1 we deduce (Md)Y =g (N§)w, thatis My’ =g Nv'. Since ¢ and v play a symmetric role, we
deduce that M)’ =g N’ implies M¢' =g N¢' as well. O

Adding a deducible term to the frames preserves static equivalence, provided the condition that the
same recipe is used in the two frames.

Lemma 3. Let 1, m be names, 01,05 substitutions, and ¢ = vn.01 and ¢ = vm.Os frames. Let U be a
free term, we have:

¢~ = v (01 | {V9 /o)) ~s v (02U {V%2/,}).
Proof. Let ¢/ = vii. (61 | {V%/,}) and o' = vin. (2 U{Y%/,}).
<=| Straightforward.

==| Let M, N be terms such that (M =g N)y’. We consider § : z + U and we have, for all term
P: (P)p =g P¢' and (Pd)y =g PyY'. Thus M¢' =g N¢' implies (M§)p =g (N§)¢. Since ¢ ~; w
we deduce (M) =g (NO)v, thatis My’ =g N

The next lemmas hold for equational theories for which destructors can be identified.

Definition 5. Let E be an equational theory induced by an AC convergent rewriting system R and ¥ a
signature. We say that f € X is a destructor in E if for any rewrite rule | — r of R

férand(f ¢lorl=f(li,....ln)andV i€ [L,n], f ¢ 1),

i.e. [ can only appear in head in | and does not appear in r. Terms of the form f(t1,...,t,) with f
destructor in E are called destructor terms.

The next lemma states that destructor terms cannot be introduced by rewriting rules.
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Lemma 4. Let E be an equational theory induced by an AC-convergent rewriting system R, ¥ a signature
and f € X a destructor in E. Let C|[_] be a context such that | ¢ C and let Ty,. .., T, be terms in normal
form. Then there exists a context C'[_] such that f ¢ C'" and C[T4,...,T,| — C'[M,..., M,] where
My, ..., M, are subterms of T1, ..., T,,.

Proof. Let us consider such context C'[_] and such terms 77, . .., T;,. For this proof, we also consider that
we flatten AC symbols, i.e. a term &(x, ®(y, z)) will be considered as ®(x, y, z) for any AC symbol .
Moreover, we can consider w.l.o.g. that each T; does not start with an AC-symbol. If T; = &(Ny, ..., Nq)
for one i € [1,n], then we can consider C[_] a new context deduced from C[_] by adding a @& symbol at
each position 7; should be inserted in C[_]. Then, we have:

C[Tla”-yTn] =AC é[le-"7Ti717N17"'aNq7E+17"'7Tn]'

Now, if C[T}, . .., T,] is in normal form, the result is straightforward. If it is not, then we know that there
exists a position s, a rule [ — r from R and a substitution 6 such that C[Ty,...,T,]|s =ac 10. Let
be a variable of [ and p, be a position such that I|,, = x. We know that p, can’t be the root, otherwise
[l = x and R would contain a rule x — r. Such a rule would allow infinite chains of reduction which is
in contradiction with hypothesis on R. Thus, we can move one step up and call p, the position such that
De = Ps *x j wWith 7 € N* and [|,,, = g € X. We consider two cases:

* g is not an AC-symbol. We consider two subcases:
— p, is a position of C[_]. Then 26 =4¢ C.[T1,...,T,] with C,[_] a sub context of C[_] and
we can replace the substitution of z in @ by { =TTl / 1.

— p, is not a position of C[_], i.e. there exists p; and p2 two positions such that p,, = p; * ps with
ClT,...,Thllp; =ac T; and T;|p, =ac 20 =ac W with W € St(T;). In that case, we can
just replace the substitution of z in 6 by {"/,}.

e g = &, an AC-symbol. Then, we have [

ps =Ac Z @ 1'. We consider again two subcases:

— Either p; is a position of C[_]. Then, l|,.0 =ac (z &) =ac Ci[T1,...,Ty,). Thus,
head(C;[T1,...,T,)) = @ and we can expand it as follows:

ColTh,. ... Th] =ac @11 CiTy,..., Ty 4@21 W
= Jj=
with C%[_] subcontexts of C;[_] and W; being one of T1, ..., T},. Then, each 6 is linked to a

. - . @ CLTL T & W,
subset of this sum and we can replace the substitution of z in 6 by {*=! =t /)

with wy < mq and we < Mmeo.

- Orl|,,0 =ac W with W € St(T;) for one i € [1,n]. Then, z0 is subterm of W and we
conclude.

Finally, for each case, we have that [0 = 4 16" where 6’ contain only substitutions of variables of | by sub
contexts of C[_] and subterms of T4, . .., T},. Thus, we have:

O[Tl,...,Tn”S =AC 10— 7‘0’ =AC OT[Rl,...,RqT]

where C..[_] contains 7 and all subcontexts C[ |, C¥[_]. Since f ¢ C and C,[ ], C¥[_] are subcontexts
of C[_], we know that f ¢ C, and f ¢ C¥. Moreover, since f is a destructor in E, f ¢ r. Thus, f ¢ C,.
Finally, Ry, ..., R,, are subterms of 71, ..., T, then:

CITy,...,To] = C[Ty, ..., Ty [CT[RM...,R%,]} = C'[My, ..., M,
p

O

If a destructor term ¢ is non deducible and does not appear as subterm of a frame then ¢ cannot appear
as subterm of any deducible term.
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Lemma S. Let E be an equational theory induced by an AC convergent rewriting system R, . a signature
and f € ¥ is a destructor in E. Let @ be a frame and U = f(Uy, ..., U,) a term in normal form such that
U ¢ St(p) and p 1/ U. Then:

Sor all term T in normal form such that p =T, U ¢ St(T).

Proof. Let us prove this by induction on the number of steps used to deduce T'.

Base case: T € . Then, since U ¢ St(p), we have that U ¢ St(T).

Induction case: Now suppose that for any 7" in normal form such that ¢ - T in n steps, then U ¢
St(T). Let T in normal form such that ¢ - T in n + 1 steps. We have ¢ = T' =4¢ g(Th, . .., T, )| where
g € ¥ and p F T; in n steps with T; in normal form for i € [1,n].

e If g(T1,...,T),) is already in normal form, then we have two subcases:

— If g # f, then according to the induction hypothesis and since U ¢ St(T;), we have U ¢ St(T').

- If g = f, then, if U € St(T) and since U ¢ St(T;) according to the induction hypothesis, we
must have 7" = U, which yields to a contradiction since ¢ - 7" and ¢ I/ U.

e If g(T1,...,T),) is not in normal form. If g = f then, we have that f (71, ...,T,) — r[T;] for some
rule [ =T Since ~f is a destructor in F, we know that f ¢ r. Thus, according to Lemma 4, we kngw
that r[T;] —* C[T;] such that f ¢ C. In that case, if U € St(C[T}]), then, we must have U € St(T;)
which is a contradiction. If g # f, then, using Lemma 4 with C[T, ..., T,,] =ac 9(Th,...,Tn), we
have that 3 C” such that f ¢ C' and g(T1,...,T,) —* C”[ﬁ] with 7} subterms of T}, ..., T},. Then

T =4c C'|T;] but we know that U ¢ St(T;) according to induction hypothesis, thus U ¢ St(T).
This concludes the induction. O
A context in normal form applied to a destructor term remains in normal form.

Lemma 6. Let E be an equational theory induced by an AC convergent rewriting system R, 3 a signature
and f € ¥ is a destructor in E. Let U = f(Un,...,U,) a term in normal form and P[X], another term
in normal form. Then P[U],, is also in normal form.

Proof. Assume that P[U] is not in normal form. Since P[X] and U are in normal form, it implies that 3
p a position of P[_] such that P[U]|, =ac [0 with some rule [ — 7 and some substitution §. But f is a
destructor in F, thus, f must appear at the head of [, which is a contradiction with the position p. O

As a consequence of the previous lemmas, we can state that adding non deducible destructor terms to
the frames preserve static equivalence.

Lemma 7. Let E be an equational theory, ¥ a signature and f, g € X destructors in E. Let o1 = vw;.61
and o = v09.05 be frames. Let Uy = f(U}, ..., UI}) and Uy = g(U%, ..., qu) be terms in normal form
such that, ¥ i € {1,2}, p; / U; and U; ¢ St(p;). Then:

P1 Rs P2 — V(Z)l. (91 | {Ul/x}) g V(I}Q. (92 | {Uz/x}) .
Proof. Let ¢}, = v;. (0; | {V7/2}) = v@;.0] fori € {1,2}.
<=| Straightforward.

=—>| Let M and N be terms s.t. fv(M, N) C dom(¢}) and bn(M, N) Nbn(yp]) = 0 with (M =g
N)¢). Then:

My, =g Ny}
(M)l =ac (N
(Mp1o1)l  =ac  (Ne16)l

with §; : « — Uy, according to ¢ definition. Since U is in normal form, we apply Lemma 6:
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(Mp1)l 61 =ac  (Ne1)l o1
(M@l 61)67 =ac (Ng)l 61)6; !

with 67! : Uy +— x. We know that Uy = f(U}, ..., U,) with f destructor in E and Uy in normal form and
not subterm of ;. Thus, using Lemma 5, for any 7" in normal form s.t. ¢; F T, then Uy ¢ St(T). And,
since 1 = (M1 (resp. (N1))) we have that (M ;)| 675 = (Me1)l (resp. (No1)l 671 = (Np))).
Thus:

(M<P1)¢5151_1 =AC (N@1)¢5151_1
(Me)l =ac (Nel

Since 1 &, 2, we have (with ds : z +— Us):

(Mp2)l  =ac  (Ne2)l
(M@pa)l 02 =ac  (Ng2)l 62

Using Lemma 6, we deduce (Mys)| 02 =ac (Ng2)l, implying that (M =g N)¢i — (M =g
N)¢),. Repeating the same reasoning, we can also prove that (M =g N)y) — (M =g N)¢}, and we
conclude. O

5.2 A More Specific Lemma

We show that adding the signature of a deducible term preserves static equivalence, when the same recipe
is used in both frames. We believe that this lemma holds for other primitives provided the equations are
similar to those for the “sign” symbol like the case of zero-knowledge proofs.

Lemma 8. Let p1 = vw1.601 and oo = vws.05 be two frames, © a fresh variable and a, a name such that
a € wi Nws, {"k(“)/;dpa} € 01 Nbs and 1,02 f a. Let U = sign(U’, a) in normal form with U’ a free
term and such that (U; )| ¢ St(y;). Then:

01 ~s P <= V. (91 | {<Uso1>¢/x}) ~, V. (92 | {<U@2>¢/x}) .

Before proving this lemma, we introduce the notion of down-to-top strategy, where a rewrite rule is
applied first as deep as possible. Note that since we consider convergent rewrite systems, we may chose
any rewrite strategy.

Definition 6. Let us consider M hon, My — ... LiniiN M; ... — M, = Myl a reduction strategy.
This strategy is called down-to-top, noted — g4y, if, for all i € [1,n], M;_1lp, =ac li6; — 1,0, and for
all position q < p;, M;_1|, is in normal form.

Proof. Letp, = le.gi with gz =0; ‘ {(UCP"')‘L/W} for i € {1, 2}
<—| Straightforward.

—>| We first assume the two following claims that we prove next.

Claim 1. Let M be a term s.t. fn(M) Nw; = 0. Then, for any term T s.t. Myp; —%, T, we have
(Upi)l ¢ St(T).

Claim 2. Let M be a term s.t. (Up;)}¢ St(M) and for all term T s.t. M —%, T, then (Uy;)¢ St(T).
Let o = {(U“”’?N/w} a substitution. If Mo —%, T with no rule (8) involved in the reduction path, then
there exists some term T" such that M —%, T" and T'oc = ¢ T.

We now suppose that 1 /25 @5 and we consider M and N two terms s.t. fv(M, N) C dom(®,;) and
fn(M,N) Nw; = 0. (Since @1 ~5 p2, we have w1 = wy and dom(p;) = dom(p,).) We are going to
prove that (M =g N)g, iff (M =g N)®, by induction on the number of positions p in M and N s.t.
M|, = checksign(My, Ms, M3) and (M|,5,)l=g ok for i = 1 or i = 2. We also assume down-to-top
reduction strategies only (noted — ).
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Base case: There is no such position in M and N. Then, we can apply Claim 2 on M, and Np;.
Indeed, let o; = {(U¥) /1. For P € {M,N}, then Pp; = (Pp;)o; —%, (P®;)]. If there exists a
position p such that (Py;)|, =ac (Uep;) then, according to the hypothesis on ;, p must be a position of
P (and not at a leaf). This implies that P|,.o = a which would be a contradiction with the fact that a is
restricted. Thus, we have (Uyp; )¢ St(Pyp;). We also have Pyp; —%, (Pp;)| and s.t. fn(P) Nw; = 0.
Using Claim 1, we deduce that (Uy;)] does not occur in any of the terms in the reduction Py; —7,
(Pp;)l. Applying Claim 2 leads to (P, l=ac (Py;)| o;. Then:

(M) =ac (No;)L (Mp2)l =ac (Np2)l  (p1 =5 p2)
(M)l o1 =ac (Ne1)l 01 (Claim 2) (M@pa)l 02 =ac (Np2)| 02
(M@1)l =ac (Np1)l  (Claim 1) (M)l =ac (N@)| . (Claim 2)

Induction step: We suppose that there exists at least one position p in M or N s.t. M|, = checksign(M7, M2, M3)
(or N|,) and (M|,%,;){=g ok (resp. N|,) fori = 1 ori = 2. Let us consider w.l.o.g. that this position
is in M and that it reduces when %, is applied. (We note that if (M|,%,)]l=pg ok too then we have
(Mlok], =g M), fori € {1, 2} and we can conclude using the induction hypothesis on M [ok], and N.)
We consider the deepest position satisfying this in M. Thus, we know that M, M5 and M3 do not contain
such a position.
Since (M|,%,)l=g ok, then, according to E, we have that (Ms%,)l=ac sign((M1%;)],Q) and
(Mo, )l=ac vk(Q) for some term ). According to the hypothesis on position p, we can apply the same
reasoning as used in the base case on M;, My and M3 separately and therefore we can apply Claim 2 on
them, which leads to (M; %, )l=ac (Mip1)} o1 fori € {1,2,3}. We have then the following equalities:

o (Mipr)l=ac Ti and Tho1 =ac (M1l

o (Map1)d=ac T and Tho1 =ac vk(Q). According to definition of o1, which does not contain a
term of this form, we must have Ty =40 vk(T3) and Tho2 =4c Q.

o (M3p1)d=ac T5 and T501 =ac sign((M1,)4, Q). Using the two previous equalities, we have
T301 =ac sign(T1o1, Tho1). Then, according to the definition of o, we consider two subcases:

— T3 =ac sign(T1, T4,) and then, we have:

(M|pp1)l =g checksign((Mip1)l, (Magi)l, (Mzp1)L)
=p checksign(T1, vk(T3),sign(T1, T3))
=E ok.

Thus, (M|, =g ok)p1 and using @1 ~; @2, we have (M|, =g ok)p2 which also implies by
extension (M|, =g ok)%, and we conclude.

— T3 = x. Then, we have Tho1, =ac¢ vk(a), ie. To =ac vk(a), which is (Map1)l=ac
vk(a). Thus, we have (M2 =g idpa)y1 and, using ¢; =25 @9 that leads us to (My =g
idpa)®,. Moreover, (M19;)l=ac Tio1 =ac (U'p1)d, ie. Ti =ac (U'p1)] according to
the definition of ¢y, which implies (M7p1)d=ac (U'¢1)]. Using ¢1 =, @2 again, we have
(M1 =g U')®,. Then:

(M|,@2 )} =E checksign((M195)|, (MaDa )|, (x5 )} )L
=p checksign((U'p2)L, (idpa2 )|, (Up2)L )
=FE ok.

And we conclude.
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We now prove that the two claims hold.

Proof of Claim 1. We prove this Claim by induction on the size of M. We suppose w.l.o.g. that M is
in normal form.

Base case: M = y is a variable (or a name). Since ¢; is in normal form, we have that for all T s.t.
Myp; —5, T then Myp; =ac T. If M is a name, result is straightforward. If M is a variable, then
(Upi)l € St(T) implies that (Up;)]. € St(p;) which is a contradiction.

Induction Step: We assume that for any term M of size m s.t. fn(M) Nw; = () we have, for all term T
s.t. Mo, —5, T, (Up;)l¢ St(T'). We now consider a term M of size (m +1),i.e. M = f(Mi,..., M)
with M; of size at most equal to m. Moreover, following a down-to-top reduction strategy, we have
My, = f(Myp;,...,Mpp;) —h f(Th,...,T,) with T; = (M;p;)]. According to the induction
hypothesis, we now that for all term T" s.t. M;; —%, T, then (Ug;)| ¢ St(T). Let us consider now the
down-to-top reduction strategy My; —%, T = f(T7,...,T)) —5, f(Th,...,T,). If (Uyp;)le St(T),
then we have two possibilities. Either (Uy;)l.€ St(T}) for some k € [1,n] and we have a contradiction
with the induction hypothesis; or f(77,...,7)) =ac (Up;) and f = sign, n = 2 and T3 = a which
implies that a is deducible by ¢;, contradiction. Thus, (Uy;)] does not occur in any of the terms in the
reduction (My; )—5, f(Th, ..., T,). We now consider the reduction of f(T4,...,T,):

¢ It is in normal form, then, we have two subcases:

— f # sign. Then, since (Up;)|¢ St(T}) for j € [1, n] by the induction hypothesis, we conclude.

— f = sign. Using the induction hypothesis, if (Up; )€ St(sign(T}, 1)), we must have sign(71, T) =ac
(Ug; )| and a would be deducible by ; which is a contradiction.

e f(T1,...,T,) is not in normal form. Then, we have f # sign since there are no rule in E s.t. sign is
in head. We have f(71,...,T,) —4: T and we consider two subcases:

- T e St(Th,...,Ty), then T is in normal form and, using the induction hypothesis, we know
that (Up; )¢ St(T') and we conclude.

- T ¢ St(Ty,...,T,), then, according to F, we have used rule (4), (5), (6) or (8), (9), (10). The
three last rules lead to T' = ok which concludes straightforwardly and the three first rules lead
to 7" in normal form with the property that if (Up; )€ St(T), then (Uy; )€ | St(T%), which
would be a contradiction.

Proof of Claim 2. Let us prove this by induction on the number of reduction steps in Mo —, T'.

Base case: If Mo =4¢ T, the result is straightforward. If Mo —4; T in one step, then, there is a
position p, a substitution ¢ and a rule [ — r (different from (8)) s.t. (Mo)|, =ac 10 — 4 r6. Since o
is in normal form, p must be a position of M. In particular, if we consider M’ = M [z]p, we have:

Mo =ac (M|z],0)[10], =ac (M'0)[16], and Mo —s 4 (M'0)[r6],.

We note 6 : (Ug;)— x. Then, we have (M0c)d =ac ((M'0)[l6],)d. Hypothesis on M states that there
is no position ¢ such that M|, =ac (Ug;)|. Therefore, there is no position ¢ such that M’|; =ac (Ue;)l
and the following equalities hold: (Mo)d =ac M(06) =ac M and (M'0)d =ac M'(06) =ac M.
Moreover, we know that (10) ¢ St((Uep;)J) otherwise (U¢p;)] would not be in normal form. Thus,
M =ac M'[(10)d],. Since | — r is different from rule (8), we have (16)6 = 1(00) = 10" — 0, for
¢’ = 66, and this implies M — 4, M'[r#'], following a down-to-top reduction strategy since if there was
a lower reduction in M it would also exists in M o. Now, we can conclude since:

(M'[r0']p)0 =ac (M'o)[(r0")a],
=ac (M'o)[r(0'0)],
=Ac (M'U)[Tﬁ]p.

Induction Step: We suppose that, for any term M s.t. for all term 7" s.t. M —%, T, then (Uy; )| ¢
St(T'), we have: if Mo —7; T in m steps involving no (8) rule, then M —7; T with T'oc =4¢ T.
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We consider now M s.t. Mo —>'$+1 T in (m + 1) steps with no rules (8) in the reduction path. Then
Mo —7} My —4; T. Using the induction hypothesis, we have that M —7} M{ with M{o =4¢c M,
thus M{o — 4 T. But M’ is verifying hypothesis of Claim 2, otherwise we would have a contradiction
with the fact that M is satisfying them. Then, using Base Case, we have M| — g T’ with T'oc =40 T.
Thus, M —' M{ —4; T" and T'0 = 4¢ T, which allows us to conclude.

O

6 Static Equivalence of the Final Frame

This section is devoted to the proof of Proposition 1, that states static equivalence of the final frame obtained
in the relation R. This proof relies on several lemmas. Some of them have been presented in the previous
section, other are stated here and proved in appendix.

6.1 Definitions and Useful Lemmas

We first start by introducing some notations that will be useful for the following lemmas. Some of these
definitions may seem artificial but mainly come from the establishment of the relation R, which is described
in the Appendix Section F.

Definition 7. We introduce (or remind) the following definitions:

W= ai, as, id17 id27 1, to, idR7

Oinit = {Vk(idk)/idpkf(idk) /Sk | k= 1"n} | {Vk(idR)/idPR} | {pk(ak)/gk ‘ k= 1"3}v
00 = Oinit | {penc(vk,rhgl)/ewpfkl(idhtthek) /pk75ign(<ekapk>7idk) s | k= 1.2},
9k _ ek—l | {sign(hash(Hl(Mk)),idR)/srk ’d(p(idk),dec(Hg(]\Ik),a3)) /reck}v
05 = 0, | {dWomra) /| k=1.n},
oL = {a/vwb /V2}7 OR = {b/vwa /Vz}a
& = {05 M iy [ k= Lond [ {N e | k= 1.2},

o7 = {M o [ k= 1o} [ {N g T ke= Lomin(i,2)} [ {7/ 4, fun, [ k= L}

where « is a substitution representing the intermediate outputs visible by an adversary controlling the
corrupted Ballot Box (full definition given in Section A), and My, Ny, Uy, Wy, are free terms satisfying
some conditions defined in Section F. They represent the inputs submitted by the adversary during the
different steps of the protocol.

The first lemma ensures that several secret datas (like encryption/decryption keys, voters’ secret IDs,
etc.) remain secret during the execution of the protocol.

Lemma9. Foric {1,2}, j € {1,2,3} and any free term U, if M is of one of the following forms: a; + U,
ti « U, id; or p(id;), then vw.05 ¥ M, ie. M is not deducible from the frame vi.05.

We then prove that the different outputs of the (honest) Receipt Generator, that is, a signature and a
receipt for each submitted ballot, do not bring any relevant information to the adversary that could help
him to make a difference between two different executions of the protocol. This property is expressed by
the fact that we can add these terms to the frame without breaking the static equivalence.

Lemma 10. Fori € [0,n], we have: v.0,60| ~, v©.0,6 0.

Finally, we show that we can control the form of what is sent to the Decryption Device, assuming it is
approved by the Auditor.

Lemma 11. Let us consider My,..., M, free terms s.t. Vi € [1,n], ¢r(idpis1, M;11)0:6901 = ok with
fv(M;11) C dom(6;) Udom(69) \ {zi}. We suppose thatV i € [1,n], v@.0;6%0 =~ v©.0;600r. We
also consider Uy, ..., Uy, and W1, ..., W, be free terms such that:
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o fv(Ugs1) € dom(6,,) U {dom(6%)} U {dy,..., d.} and fv(Wyy1) C dom(6,,) U {dom(6F)},

n

o ¢a(hash((Uy,...,U)), kb, ... hb" W1, ..., W,)0,601 = ok, with the corresponding notation

Wb = (idpy, hash(IL, (M1,)))
Then, we have, for o € {o1,0r}, V1 <i<n:
U060 =f 0,60, fori=1,2.
Moreover; there exist free terms U, U} and free term U} or U = pk(ax + U) with free term U':

U;0,,60 =g penc(Uy, U5, Us)0,60, fori € [3,n].

6.2 Proving Proposition 1

With all these lemmas, we can now prove the final static equivalence, which is stated in Proposition 1.

Proposition 1. Let § is a substitution of [1,n]] and 6 = § o [1 — 2,2 + 1]. Let 05 be the frame as defined
above. Then we have:

vw.Osol ~g Z/(:J.ei(SO-R7 with o = {a/V“b /V2} and oR = {b/V“a /Vz}'
Proof. We introduce the notation 82 = 0,, | {%s® /oo, | k € [1,i]} with decs(;y 1) = dec(dsit1,ar)-
We show by induction that:
V@.é?é’(ﬂ_ g V&J.é:‘s&aR.
Base case. The base case is ensured by Lemma 10 which guarantees that VLD.H,L&ELUL R V&J.t‘)n(}gaR
thus, by rewriting, we have V@.éé&o._ S V@.égg&JR.

Induction step. Suppose that y@éf oo R yd}.é? oor for some ¢ > 0. Let us show that:

u&).éerl&UL Rg V&;.ézil&aR.
We have that dec;(;11) = dec(Us(;11),a1) in the frame éfﬂfr. We distinguish cases according to the value
of 6(i + 1):

e If§(i+ 1) = 1, then, using Lemma 11 (since we are considering the decryption step of the protocol,
¢4 must have been successful), we know that Uy0,,60 = ecf,60 for k € {1,2} and any o €
{oL,or}. Thus, we have that resi+19§5+1&o|_ =F dec(Ul,al)OfH&oL =g vioL. But, we also
have the following equalities "'63i+1ézt-i_16-O'R =g dec(Us, al)é;ila'O'R =g Voogr. According to the
definition of o and or, we have vio =g voor =g a. Then, using the induction hypothesis and
Lemma 3 with the free term U = a and we conclude.

o If §(i + 1) = 2, we adopt the same argument used in the previous case (replacing 1 by 2 and 2 by 1)
and conclude using the induction hypothesis and Lemma 3 with the free term U = b.

« If6(i+1) =j € [3,n], then (i + 1) = 6(i + 1) and we have res; 11 = dec(U;,a1). According
to Lemma 11, we have that U;6,,60 = penc(N, P, Q) 0,,6c for free terms N, P,  and any o €
{oL,or}. Thus, resi+10f+1&o|_ =g dec(penc(N, P, Q), a1)0,60.. We consider two subcases:

- Q0,601 =g pk(a1). Then, 7"68i+1é?+16'0'|_ =5 N@fﬂ&q with free N. And, in that case, we
also have Q0,,60r =g pk(a1) (using the induction hypothesis and the fact that g; = pk(ay))
and T€Si+1é;i_150'R =g N é;‘il&aR too. Thus, we conclude using Lemma 3.

- Q0,601 #g pk(ai). Then, there is no reduction of res;; (in both frames) and we have two
possibilities. If there exists j € [1,4] such that resjé?&q = resi+1éf 1001, then we conclude
using Lemma 3. If there is not, then since a; is restricted and not deducible (Lemma 9), we
have that res;; is neither deducible itself, nor a subterm of éf oo and é?&JR. Now since dec
is a destructor in F/, we use Lemma 7 to conclude.

Finally, we have that V(D.éic}q S Vo).é:f 00R, that is, changing the notations:

vw.0s60, =4 v@0.0o0R. O
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fst(pair(x,y)) =« (E’-1)
snd(pair(z,y)) =y (E’-2)
dec(penc(x, r, pk(k)), k) =« (E’-3)
dec(blind(penc(z, r, pk(k)),b), k) = blind(z, b) (E’-4)
renc(penc(zx, r, pk(a1)), az) = penc(z,r, pk(az)) (E’-5)
unblind(blind(x,b),b) = x (E’-6)
checksign(z, vk(id), sign(x, id)) = ok (E’-7)
checkpfky (vk(id), ball, pfky (id, r, x, ball)) = ok (E’-8)
where ball = penc(x,r,a)
checkpfka (vk(id), ball, bball, pfky (vk(id), a, b, ball, bball)) = ok (E’-9)

where ball = penc(x,r,a1) and bball = blind(penc(z,r,a3),b)

Figure 7: Equational theory F’ used in ProVerif

7 Further Corruption Cases Using ProVerif

In order to study further corruption cases, we have used ProVerif, one of the only tools that can analyse
equivalence properties in the context of security protocols. Since ProVerif does not handle associative
and commutative (AC) symbols, we had to simplify the equational theory, yielding theory E’ defined by
the equations of Figure 7. The main idea behind E’ is to remove associative and commutative symbols
from E. All equations besides the AC equations are left unchanged except Equations (E-5) and (E-6).
Equation (E-5) states that two encryptions can be combined, This can no longer be reflected in our ProVerif
model. Equation (E-6) models re-encryption. To get rid of AC symbols, we instantiate it with the keys of
the protocol (a;, a» and a3), preserving the behavior of the protocol, yielding Equation (E’-5). The fact
that we can consider a simplified equational theory weakens the attacker model: some attacks relying on
crafty combinations of the messages may be missed. But as shown by our study, this allows to analyse
(automatically) more corruption scenario.

Since ProVerif is designed to prove equivalences between processes that differ only by terms, we also
needed to use another tool, ProSwapper [28], to cope with the (non deterministic) shuffle done by the De-
cryption service. More precisely, we actually used their algorithm to compute directly a slightly modified
process in our ProVerif specification.

Table 1: Results and Performances for Proving Ballot Secrecy using ProVerif

Corrupted Voters | 0 1 2 3 4 5
Honest Players ~Is(v)) ~6s(v) ~40s(v') ~l6m(v)) ~32h(v') >48h(?)
Corrupted B ~3s(v) ~28s(v) ~2m((v) ~14m((v) ~2h (V) >48h (?7)
Corrupted R ~2s(v)) ~17s(v)) ~2m((v) ~I2m(v) -~95m(v) ~19h (V)

Corrupted A <Is(vV) ~4s(V) ~16s(v)) ~Im () ~5m(v)) ~37m (V)
Corr. R & Corr. A | <Is (V') ~4s(v) ~17s(v) ~Im () ~6m (v') ~36m (V)

The results' are displayed in Table 1 and the ProVerif files corresponding to our experimentation can
be found at [35]. Our case study with ProVerif indicates that ballot secrecy is still preserved even when the
Receipt generator is corrupted (as well as several voters), at least in the simplified theory E’.

ITests made on a MacBook Pro (OSX El Capitan 10.11.6) i5 2,3 GHz with 4Go RAM, using the ProVerif 1.94p11 version.
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8 Conclusion

We have proposed the first formal proof in a symbolic model that the e-voting protocol used in Norway
indeed satisfies ballot secrecy, even when all but two voters are corrupted and even when the voters com-
munications channels can be eavesdropped and when the Auditor and either the Ballot box or the Receipt
generator are corrupted. As expected, ballot secrecy is no longer guaranteed if both the Ballot box and the
Receipt generator are corrupted. Slightly more surprisingly, the protocol is not secure either if the Decryp-
tion service is corrupted or if the Ballot box and the Auditor are corrupted, as discussed in Section 4.3.
Our results in Table 2. In this table, v indicates that ballot secrecy is satisfied and x shows that there is an
attack. In particular, all the attacks described in Section 4.3 are displayed in the table.

Table 2: Results for Ballot Secrecy

| Corrupted Voters [ 0 | 5 [ =n
Honest Players V' (Theorem 2)
Corrupted B v’ (Theorem 1)
Corrupted R V' (ProVerif) ?
Corrupted A v’ (ProVerif) ?
Corr. D + x X (Section 4.3)
Corr. B & Corr. R X (Section 4.3)
Corr. B & Corr. A X (Section 4.3)
Corr. R & Corr. A v’ (ProVerif) ?

Note:  stands for any other corrupted players (B, R, A) or none.

Instead of doing additional (long and technical) proofs, a further step consists in developing a proce-
dure for automatically checking for equivalences. Of course, this is a difficult problem. A first decision
procedure has been proposed in [16] but is limited to subterm convergent theories. An implementation has
recently been proposed [15] but it does not support such a complex equational theory. An alternative step
would be to develop a sound procedure that over-approximate the relation, losing completeness in the spirit
of ProVerif [10] but tailored to privacy properties.

It is also important to note that the security of the protocol strongly relies on the way initial secrets
are pre-distributed. For example, three private decryption keys a1, ap, as (such that a; + a, = a3) need
to be securely distributed among (respectively) the Ballot box, the Receipt generator and the Decryption
service. Also, a table (V, sy) containing the blinding factor for each voter needs to be securely distributed
to Ballot box and a table (V, dy/) containing a permutation for each voter needs to be securely distributed
to the Receipt generator. Moreover, anyone with access with both the codes mailed to the voters and to
the SMS emitted by the Receipt generator would immediately learn the values of all the votes. We did not
find in the documentation how and by who all these secret values were distributed. It should certainly be
clarified as it could be a weak point of the system.

It also remains to study other security properties such as receipt-freeness, coercion-resistance, and
verifiability. Receipt-freeness seems to strongly rely on whether the voter may forge a fake table of receipts
or fake the message received from the receipt generator. One important feature of the Norwegian protocol
is to ensure verifiability even when the voter’s computer is not trusted. Our formal model could serve as a
basis, splitting further the voter’s behavior from its computer.
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In the following appendix sections, we show the full demonstration of lemmas that are presented,

without their proofs, in the core of the paper. We also present numerous lemmas that are useful to reach

the final results, but are too specific to present a real interest for future uses. Finally, we define the relation

‘R and give the proof of Proposition 2.

A Starting Lemmas

Let us first recall some definitions:
W = ai, as, id17 id27t17t27 idR:
05 = {0 fiap, 209 /g, [ k= Lon} [ {09 fig } | {PKE) /g, [ k= 1.3} |
{PenC(Vk:tk»gl)/ek7pﬂ<1(idk7tkavk»ek) /pk75ign(<ekvpk>7idk) Ja. | k=1.2}|

{Sign(hash(fh(Ik)),idR)/sm vd(p(idk%dec(nz(Ik)7a3)) /reck- | k= 1"n} |
{dec(ds(k)@l)/resk ‘ k = ln}

We now show the proof of Lemma 9, which shows that several secret informations remains secret even
after the execution of the protocol.

Lemma9. Foric {1,2}, j € {1,2,3} and any free term U, if M is of one of the following forms: a; + U,
ti + U, id; or p(id;), then v©.05 ¥ M, ie. M is not deducible from the frame v(©.05.

Proof. We define four properties:
1. Let N be a deducible term such that 3 p such that N|, = a; + U fori € {1,3} and any term U.
There are two cases:
* U = e (with a; + € = a;) and p = p’.2 such that N|,, = f(N’,a;) with f € {dec, renc}.
* p =p'.1.gsuchthat N|, =4¢c pk(aj + U’) for some U’ and V¢’ < ¢, head(N|p .1.4) = +.
2. Let N be a deducible term such that 3 p such that N|, = t;* U fori € {1,2} and any term U. There
are two cases :
* p=p'.2.gsuchthat N|,, =4¢ penc(Pi,ti* U, K1) and V¢’ < g, head(N|py 2.4/) = *.
o p=p'.2.gsuchthat N|, =ac ptky(P1,ti * U, Py, P3) and V¢’ < ¢, head(N|p .2.4) = *.
3. Let N be a deducible term such that 3 p such that N|, = id; for i € {1, 2}. There are five cases:
e p=p'.1land N|, = vk(id;).
e p=yp'.land N|, = p(id;).
e p=p'.land N|, = s(idii).
*p= p/.l and N‘p/ = pﬂ(l(ld,, Pl, P27 P3)
e p=p.2and N|, = sign(N',id;).
4. Let N be a deducible term such that 3 p such that N|, = p(id;) fori € {1,2}. Then, p = p’.1 and
Nl = d(p(idi), M).

We can see that these properties imply the undeducability of a; + U, t; * U, id; and p(id;). Let us prove
these properties by induction on the number of steps needed to deduce N.

Base Case: All terms in the frame 65 verify these properties.

Induction Hypothesis: Let M, ..., M} be terms in normal form, deducible in ¢ — 1 steps verifying
the properties. We prove that f (M, ..., My )| also verifies them. There are two main cases:
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o If f(M;y,..., My) is in normal form, then it is obvious that the result is true.

e Ifitis not in normal form, then, since M1, ..., M} are in normal form, the reduction occurs in head.

If the applied rule is different from (E-4), (E-5) and (E-6), then the result is a subterm of
My, ..., My (or ok) and it is verifying the properties, using the induction hypothesis.

If the rule (E-4) is applied, then dec(M;, M3) — blind(T},T5) with T} and T5 subterms of
M, My and are verifying the properties by induction hypothesis. Then, blind(T},T5) verify
the properties.

If the rule (E-5) is applied, then o(M;y, Ms) — penc(Ty ¢ T, Ry * Rg, P) with Ty, T, Ry,
Ry, P subterms of M, Moy, all verifying the properties by induction hypothesis. Thus, the
result, in normal form, is verifying the properties too.

Finally, if the rule (E-6) is applied, then renc(M7, M) —

penc(T, R, pk(P; + P,)) with T, R, P; and P, subterms of M; and Ms. Thanks to the
induction hypothesis, we can see that the the result is satisfying the property. Indeed, whatever
the case where a; is a subterm of P; or P, 3 P’ such that P; + Py = ¢ a; + P'.

O

The next lemma is used to simplify the final frame obtained directly in the final step of the relation R.
We narrow it down, keeping an iff relation, to a smaller equivalence. We need the following notations:

08 ={ (99 /140 S04 /o |k = 1on} | {KER) fgo V[ {PREI /| k= 1.3} |
{ballk/bak’ballk /bajcaOk /Confk |k=1.2}|
{Ok/goﬁaOk /syk ,d(p(idk),dec(HQ(zk),a3)) /xf | Kk — 3”n} ‘
{sign(hash(l‘[l(zk)),idR)/sm7d(p(idk),dec(HQ(zk),a3)) /Tec’c | k — 1..n} |

{(idpk,hash(Hl(xk)»/hrk 7dec(dé(k),al) /TESk | K = 1”,'1}7

oL :{a/v1>b /Vz}? OR = {b/V17a /V2}7

& ={M /0, 5 a0, W Jr | ko= Lo [ {0 [ k= 1.2,
G =M 0, U g W e [ k= 1o} | {8 | k= 1.2} with
o :{<idpk,ek,Pk,Sik>/bak,bak /b, ’ok/confk k=1.2} |
{(idpk,hash(nﬂxk)))/hrk lk=1.n}| {ok/golﬁ’ok /syk7TECk /Iﬁ Ik =3.n).

Lemma 12. v&.0%50;, ~; v@.0%60r < vi.0560 ~; VD.01560R.

Proof. The proof relies on two lemmas presented in the core of the article.

Lemma 2. Let fi, i be names, 01,0 substitutions and let us define ¢ = vi. (6, | {{V1V2)/,}) and
P = vm. (92 | {<V1’V2>/$}) two frames with Uy, Us, V1, Vo some terms. We have:

Lemma 3.

¢~y h <= vi. (01 | {Y1/,,,72 ws}) s vin. (62 U /.., Jas}) -

Let n,m be names, 01,05 substitutions, and ¢ = vn.0, and 1) = vm.0s frames. Let U be a

free term, we have:

¢~ ) = vi (01 | {V /o)) ~s v (02U {V%2/,}).

We use Lemma 3 to remove the redundant information contained in z? and ba;,, Lemma 2 to expand

ba; and bas, and, finally, Lemma 3 to remove the different ok stored in the frame (gof, sy;, and conf )
that does not influence static equivalence. Using Lemma 3, we also can remove hry since they are free

terms.

O
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B Base Case for Static Equivalence
We consider the following frame:

Bo = {409 figp, 09 Jo | k= 1om} | {099 figpe } | {P9) /g, | k= 1.3} |
{penc(vk7tk7g1)/ek7pfk1(idk7tk7vk,ek) /pwsign((ehpk}ﬁdk) /sik | k = 12}

Lemma 13. v@.0yo, ~4 v0.0goR.

Proof. Note that the adversary can arbitrarily combine ciphertexts from the frame with ciphertexts in the
frame or freshly constructed ciphertexts, thus we enrich the frame 6 with any such combination of cipher-
texts. Formally, for any a1, oo € N and free terms K, P, R, we define Cy, o, i, p,r as follows :

penc(P .12>1 v R .%1 ri't, pk(a; + K)).
We define the extended frame { as follows:

P = v (Op[{Corerrrn/, o pnlan,a2 €N ar g #1
and terms K, P, R such that (fn(K) Ufn(P)Ufn(R))No =0
and fv(K, P, R) C dom(pg).})

=v@.0.

Note that C' g .c,c, is equal to e; and Cp 1 ¢ . is equal to e, that is why they are not added to the frame, we
also have that ¢ is infinite. Using Lemma 3, we know that, in order to prove Lemma 13, it is sufficient to
show that: Pop =5 por. We introduce the following two claims.

Claim 1. Let M, N be two terms such that (fv(M) U fv(N)) C dom(p) and fn(M,N) Nnw = 0. If
Moo =ac Npo, for some o € {o,0R}, then M@ =0 N@.

Claim 2. Let M be a term such that fv(M) C dom(p) and fn(M)N& = 0. If Mo — U for some
o € {oL,0R}, then there exists N such thatfin(N)N& =0, U =ac Npo and Mpo' —> N o’ for any
o' €{op,or}.

The above claims allow us to conclude our proof. Let M, N be two terms such that fn(M, N)N& = (),
fv(M,N) C dom(p) and Mpo;, =g Npor. Thus (M@or)l=ac (Npor)l. Applying repeat-
edly Claim 2, we deduce that there exists M’ such that (M o) l=ac M'Poy, and Mpor —*
M'pog. Similarly, there exists N’ such that (Npor)l=ac N'@or and Npog —* N'pog. From
M'por, =ac N'por and Claim 1, we deduce M'p =4c N'p. Therefore, M'por =ac N'pog and
thus M@O’R =F N@O’R.

Proof of Claim 1: Assume by contradiction that there exist M, N two terms such that M Po =a¢
Ngo, for some o € {or,0r} and Mp #4c Np. Consider M, N two minimal terms that satisfy this

property.

e M and N are both variables or ok. If M = ok, then N = ok since we can not have M po =4¢
N@o with N variable and this case leads to a contradiction. Thus, we have xpo =¢c ypo and
2P #ac yp with 2,y € dom(p) and x # y. We have head(xpo) € {penc, pfky, pk, s, sign, vk}.
But, by construction of @, o does not change randomnesses used in penc or in pfk; nor the secret ids
in pk, s, sign or vk, thus, randomnesses or ids uniquely determine the variable, which implies z = y
and a contradiction.

* M is a variable or ok and N = f(Ny,...,N,). If M = ok, since Npo = f(N1po, ..., Nypo), we
have a contradiction since M po #4c N@o in any case. If M is a variable, we have head(M po) €
{penc, pfky, pk, s, sign, vk}. If head(M o) € {penc, pfky,sign}, then, according to Lemma 9, we
have a contradiction upon deducibility of randomnesses t3, t, and secret ids ids, id. If head(M po) €
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{pk, s, vk} we can also exclude cases where M € {idpy, idp2, s1, S2, idpR, g1, g3} using again Lemma 9.
Nevertheless, in all other cases, we have N = f(N1) with f € {pk,s, vk} and since o does not affect
secret ids and secret key, we must have M@ = N@. Contradiction.

o M = f(My,...,M,) and N = g(Ny,...,N;). We have that Mpo = f(My1po,..., Mypo)
=ac Npo = g(N1@o,...,Nypo). We must have f = g. If f is not an AC-symbol, i.e. in
{0, +, ¢, *}, we have immediately p = ¢ and there must be i € [[1, p] such that M;$ #4c N;$ but
M;po =ac N;po. In that case we will have a contradiction since M; and N; will be smaller than

M and N. If f is an AC-symbol, e.g. o, assume we have M = '—g1Mi’ where head(M;) # o, and

N = ‘§1Ni’ where head(N;) # o. Then, we must have p = ¢ again and 4,5 € [1,p] such that
M; @ #ac N;pbut M;po =ac N;po, which leads, again, to a contradiction.

Proof of Claim 2: This result is proved by inspection of the rewriting rules. More precisely, assume
that Mpo — U for some o € {o,0r}. It means that there exists a rewriting rule | — r, a substitution
¢ and a position p such that M @Po|, =ac 1. p cannot occur below M since Po is in normal form. If
M|, = 16’ for some ¢’ then we conclude that we can rewrite M/ as expected. The only interesting case is
thus when M|, is not an instance of [ but M @o|,, is. By inspection of the rules, [ — r can only correspond
to one of the equations (E-3) to (E-10).

* The case of equations (E-3) or (E-4) is ruled out by the fact that a; + K with free K is not deducible
from v®.0s (and thus from v&.0y) according to Lemma 9 and that @ is just an extension of 6
including only deducible terms from that one.

* For the case of Equation (E-5), we have several possibilities.

- If M|, = penc(M;, My, M3) o penc(My, M5, Mg), then since we must have Mspo =ac¢
Mgpo in order to have a reduction, we have, using Claim 1 that M3p =,c Mgp then
M|,p =g penc(My © M3, My % My, Ms)p and we conclude.

- If M|, = x o penc(M, Mo, M3) with z € dom(p), then we have that = Yo, ., k,p,r With
some a1, oy € N and free terms K, P and R and we must have pk(a; + K)po =a¢c Ms@o.
In that case, we have two cases: M3 = g; and K@o =¢ € the null term or M3 = g3
and Kpo =4¢ ap, otherwise we have a contradiction with the fact that a; is not deducible
(Lemma 9). In both cases, we have M|,® =g Yo, as, K, PoM,,R+M, P and we conclude.

- If M|, = x1 oz with 21,22 € dom(®), then we have that £1 = Yo, a,,k,p,g and T2 =
Yo, o, k7, PR With a1, g, 0, a5 € N and free terms K, P, R, K', P" and R'. (Note that
We Can Note € = Ys,, 5s:.c,c, With d;; the Kronecker symbol.) Since M|,po is reducing, we
must have (a; + K)po =a¢ (a1 + K')po which implies Kpo =4¢ K'po. Thus, using
Claim 1, we have K¢ =ac K'Q. Then, we use that M[,0 =E Ya, +a},a0+a},K,PoP',RxR' P
to conclude.

* In the case of Equation (E-6), the two non-obvious cases are either the case when M|, = renc(x, U)
or M|, = renc(penc(My, M, x),U) with 2z € dom(p) and U a free term such that fn(U) N@ = 0.

— In the first case, we must have that = Y, «,,x,p,r fOr some aq, s € N and free terms K, P
and R (otherwise there will be no reduction). Then, we have that M |,@ =g Ya, a0, K+U,P,RP
which allows us to conclude.

— In the second case, we have that z € {g1, 82,83} If © = g1, we have M|, =g yo,0,u,M,, M, P
and we conclude. If x = g», we have M|, =g N with N = penc(M, M, pk(az + U))
and we conclude. Finally, if x = g3, we have M|,% =g Y0,0,2,+U,M;,M, P and we conclude.

* For the case of Equation (E-7), the result is straightforward since there is nothing in ¢ starting with
the function symbol blind.

* In the case of Equation (E-8), we have M = checksign(M;, My, M3).
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— If M3 is a variable, then we must have M3 = siy (or sip). In that case, M7 = (e, py) (or
(e, p2)) and My = idp; (or idpy) otherwise there is no reduction since ty, tp, id; and id, are
not deducible according to Lemma 9. But then we have M @ — ok and we conclude.

— If M3 is not a variable, M = checksign(M;, My, sign(Ms, My)). If M is not a variable, then
My = vk(M}) and since M @o is reducing, we have M1po =4¢c Mspo and Mipo =ac
Mypo. Then, using Claim 1, we have M1 =4c M3p and M,y =ac M4p. But, then we
have M@ — ok and we can conclude. If M is variable, then My = idp; with i € [3,n]
otherwise we have a contradiction with Lemma 9. Thus, we have Mypo =¢ id; and we
conclude using the same argument as in the case where M5 is not a variable.

* In the case of Equation (E-9), we have M = checkpfky (M;, My, M3).

— If M3 is a variable, then M3 = p; (or py) then, using Lemma 9, we must have that M; = idp;
(or idp,) and M, = e; (or ;) but then, we have that M @ — ok and we conclude.

— If M5 is not a variable, then M3 = pfk, (M], M4, M}, M}). Since Mo is reducing, we
have Ms@o =ac Mjpo and M1po =ac vk(M])po. Using Claim 1, Map =ac M} p and
M;p = ¢ vk(M])p which implies that M @ — ok and, again, we conclude.

* Finally, case of Equation (E-10) with M = checkpfko (M7, My, M3, My). According to the defi-
nition of &, My can not be a variable. Then My = pfky (M1, My, M5, M), ML). Since Mo is
reducing, we must have that M1p0 =40 M{po, Mapo =sc Mipo and Mspo =40 Mlpo.
Using Claim 1, these equalities holds for ¢, but then, we conclude that M ¢ — ok and we conclude.

O

C Additional Lemmas
We remind the following notations:

Oinit = {70 [iap 209 /g |k = Lom} | {090 g 3 | {PH49) /g, | k= 1.3},
0o = Oinit | {penc(vk,tk,gl)/Ek’pfkl(idk,tk,vk,ek) /pk,sign(<ek,Pk>,idk) /sik ‘ k = 1_.2}’

O = 01 | {Sign(haSh(Hl(Mk))JdR)/Srk ’d(p(idk)vdeC(HQ(JWk)133)) /Teck}_

Lemma 14. Let ¢ = v©.0,, and M = f(My, ..., M) with f € {vk, penc, pfky,sign}. Then, (M¢)l=

Proof. Let M = f(My, ..., My) for (M¢)]. Since vk, penc, pfk; and sign do not appear in head in any
rule of E, we must have (M @)= f((Mio), ..., (My¢)|) and we conclude. O

Lemma15. Let ¢ = v.0,, and M = f(My, ..., My) a minimal recipe of (M ¢)] with f € {dec, fst, snd, unblind}.
Then, (Mo)l= f((Mid), ..., (Myd)l).

Proof. Let us prove this by induction on the depth of M.
Base Case: M = f(M;, ..., My) with Mj,..., My, variables or names.
o If f € {fst,snd}, since # 2 € dom(¢) such that head(z¢) = pair, we conclude immediately.

o If f = dec and M = dec(M;, Ms), then My € {ey, e;} but if there is a reduction, it means that we
have My¢ = a; which is impossible as a;j is not deducible by Lemma 9.

o If f = unblind, since 3 = € dom(¢) such that head(x¢) = blind, we conclude immediately.

Induction Hypothesis: We suppose that V term M with a depth > 1 satisfies the property. Let M =
f(Mq, ..., My) of depth equal to n + 1 with M; of depths < n. If f(M1o)l,. .., (Mr¢))) is in normal
form, we conclude easily. Suppose that f((M1¢), ..., (Mxr¢)l) is not in normal form.
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o If f € {fst,snd} and M = f(M;). The case where M is a variable is excluded. Then M; =
g(M{, ..., Mj) with g € {dec, fst, pair, snd, unblind}.

- If g € {dec, fst, snd, unblind}, using the induction hypothesis, we have (M;¢)l= g((Md)|
s (M)l and, thus, (M)l= f((Mig)]).

— If g = pair we have a contradiction with the minimality of M.

o If f = decand M = dec(My, Ms). The case where M, is a variable is excluded (see Base case).
Then My = g(M7, ..., M]) with g € {dec, fst, penc, renc, snd, unblind, o}.

- If g € {dec, fst, snd, unblind}, we conclude thanks to the induction hypothesis.
— If g = penc, there is a contradiction with the minimality of M.

- If g = renc and M7 = renc(M], M}). The case where M] is a variable is still excluded (see
Base case). Then M| = g1(M{,..., M) with g; € {dec,fst, penc, snd, unblind, o} where
all cases, except g; = o lead to a contradiction using the induction hypothesis or minimality of
M. If g1 = oand M| = o(M{', MY), we can still exclude the case where M7’ is a variable and
then M = go(M7{",..., M}") with go € {dec, fst, penc, renc,
snd, unblind}. Again, the only viable case is go = renc. Then, repeating this argument (a
finite number of time since depths are finite) we have that M; = renc(o(renc(-- - o (n1,n2))))
or My = renc(o(renc(...renc(nq,n9)))) with ny and ny of length 1. But then we have a
contradiction since nq and ng can not be names (then there are no reduction) or variables (see
Base case).

— Finally, the case when g = o. Using a similar argument close to the one for the previous case,
we have that M; = o(renc(--- o (m1, m3))) or My = o(renc(...renc(m, mz))) with m; and
my of length 1 and we conclude in the same way.

 If f = unblind and M = unblind(Mj, M>). The case where M is a variable is excluded (see Base
case). Then My = g(M7,. .., M},) with g € {blind, dec, fst, snd, unblind}.

— If g € {dec, fst, snd, unblind}, we conclude thanks to the induction hypothesis.
— If g = blind, there is a contradiction with the minimality of M.

O

Lemma 16. Let ¢ = vw.0,, and M a minimal recipe of (M @) = f(M, ..., My) with f € {vk, pfky,sign}.
Then M is a variable or M = f (M7, ..., M}).

Proof. Suppose, by contradiction, that M is not a variable and M = f(M;,...,M,) and s.t. (M¢)l=
g(N1,...,N,) with g € {pfky,sign,vk} and f # g. This would implies that 3 ! — r a reduction
rule and 6 a substitution such that head(lf) = f and head(rf) = g¢. Then, it must be the case that
f € {dec,fst, snd, unblind}. But then, we have a contradiction, according to Lemma 15. O

D Shape of Valid Ballots

In this section, we show that we can derive a specific shape for ballots that pass the different tests during
the protocol execution. We first define a measure for the length of terms and provide a definition for what
we call valid ballots.

Definition 8. We define |.| : T(3, X, N') — N recursively as follows:

* |u| = 1 for u a constant or a variable,
| flursosun)l = 20wl i f € {+, %, 0,0}
o f(ur, ... un)| =14 |u;| otherwise.
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We also define L : T(%, X, N') — NxN which is defined as L(M) = (|| M]||, |M|) where ||.|| : T(Z,X,N) —
N is defined as follows with #, (M) the number of o symbols in M :

* ||u|| = 0 for u a constant or a variable,

#o(F(ur, .. 1) + X llusll, f € {penc, renc}

> g

Definition 9. Ler id € {id1,...,idn}. A term M is said to be a id-valid ballot if ¢g(id, M) is verified,
equivalently:

* Hf(ulvaun)” =

, otherwise.

M = <M17M2aM37M4>
M1 =E Vk(ld)
checksign({(My, M3), My, My) =g ok
checkpfky (M1, Ma, M3) =g ok

Then, we can give the general shape of the two first ballots submitted by honest voters on which we
have some extra information. But we first recall some definitions:

Oinit = {Vk(idk)/idpkvs(idk) /Sk | k= 1"n} | {Vk(idR)/idPR} | {pk(ak)/gk | k= 1"3}7
90 _ einit | {penc(vk,tk,gl)/ek7pfk1(idk,tk,vk,ek) /pk,sign((ehpk),idk) /sik | k = 1_.2}’

0 = Op_1 | {Sig"(haSh(Hl(Mk))vidR)/ k7d(P(idk)’dec(H2(Mk)aas)) /Teck},

ST

67 = Py Tho= L} | {5/ [k = Lomin(,2)} | {4, g, | k= 1j).

Lemma 17. We consider i € {1,2} and M a free term such that fv(M) C dom(0;_16Y ,01) and
Mﬁi_u??,lUL be an id;-valid ballot. We suppose that V@.ei_lé'?ilo'[‘ g 1/&1.914_16?7101:5. Then, we
have, for o € {or,0R} :

M0;_169_0 =g (idp;, e, pi,sii)0;—167_; 0.

Proof. Leti € {1,2} and M a free term s.t. fv(M) C dom(0;_16Y ;o) and M0; 169 |0y is aid;-valid
ballot. Let M’ minimal in size - according to the measure of length L defined in Definition 8 - such that:
M/Hiflé'?_lO'L =F M@i,l&?_laL.

According to Definition 9, we have M'0; 160 01, =g (P1, P2, P3, Py).

s Let suppose that M’ is a variable. Since # x € dom(6;_;) such that 26; 169 oy, is a id;-valid
ballot, there is a contradiction.

e Thus, M’ = f(M,...,M,) with f € {dec, fst, pair,snd, unblind} since only equations (E-1),
(E-2), (E-3) and (E-7) can lead to (Py, P», P3, Py).

- If f € {dec,fst,snd, unblind}, using Lemma 15, we have a contradiction with the fact that
head(M’Gi,l&?_laL) = pair.

- If f = pair, then M’ = (M, M"), with some free M;. By repeating this reasoning, we get
that M’ = (M7, Mo, M3, M,), with some free M; for i € [1,4]. Thus we have :

M'0;_16Y 101, =g (M1, M2, M3, My)0;_167_,07p,

-0
=FE M9i,1ai710L.
Since v@.0; 169 01, ~s v©.0;_16)_,0R, then, for o € {oL,0R}:

MO;_16% 0 =5 (My, My, M3, M;)0; 16 0.
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Moreover, using again Definition 9, we have that:

M10; 160 o1 =g vk(id)),

M391‘—157?_10L =E Pfkl(idi,N17N2,M29¢—16?_10L),

M4a'i710'?710'L =FE sign((Mg, M3>49i,15'?710‘[/, Id.)
According to Lemma 16, we know that M7, M3 and M, must be variables or constructed terms. But since,
according Lemma 9, id; is not deducible, M, M3 and M, must be variables. In that case, we must have

M; = idp;, M3 = p; and M, = si;. And, according to the fact that v©.0;_16Y ;0 ~s v@.0;_16 |0R,
we have, for 0 € {0, 0r} and for some free Ms:

M0;_16% o =g (idpi, Ma, pi, si))0;_16°_,0.
Now, since M3 = p; and according to Definition 9, we must have that Mgei_16'?710' L =g penc(v;, ti, g1)
with My free. Thus, My is a variable or My = f(M7, ..., M) with f € {o, dec, fst, penc, renc, snd, unblind }:

* If f € {dec, fst, snd, unblind}, using Lemma 15, we get a contradiction on the fact that head(Ms6;_16Y_,0) =
penc.

o If My = penc(M;, M}, M}) with free terms M, M} and M}, then using Lemma 14 we must have
M, = t; which is in contradiction with Lemma 9 and the fact that t; is not deducible.

o If My = renc(M], M}) with M and M} free terms. We must have M0, 169 01, =g penc(M]', M}, pk(MY))
leading to the fact that a; =4¢ MY + M50;_169 o1 where M} is free which is a contradiction
with Lemma 9.

o If My = lﬁlMé with M, free and head(M],) # o for k € [1,p]. To have a reduction, we must

have, for k € [1,p], that M}0; 169 01, =g penc(M}, M2, pk(M})), and since e; and e, are
the only variables leading to a penc-headed term, we must have one M ,2 which is not a variable,
otherwise we would have t17 * t,° = t; with ¢ + s = p > 2. Due to the study of previous cases,
we must have that M, = penc(M7’, MY, MJ') or renc(penc(M7’, MY, M), M}'), but this leads to
MY0;_169 (o1, x U = t; with free M} which leads to a contradiction due to Lemma 9.

Thus, we have M, variable and My = e;, which allows us to conclude the proof, using equivalence
between the two frames. O

We know can give the general shape of the ballots submitted by the intruder, under the condition they
are accepted by the Ballot Box. Once again, let us remind the usual notations:

B = L0 g 20 /b= 1 [ {559 fg} | (P00, | k= 1.3},
90 _ ginit | {penc(vk7tk7g1)/ek’pfk1(idk,tk,vk,ek) /pk’sign(@k,pk),idk) /sik | k = 1“2}7

ek — ak—l | {sign(hash(l‘[l(Mk)),idR)/sm€ 7d(p(idk),dec(HQ(]Wk),ag;)) /'reck}a
67 = {M [y | k= 1o} | {™ e | k= 1omin(i, 2)} [ {5/, Jp, [ k= 1.5}

Lemma 18. Using previous notations, let i € [3,n] and M a free term s.t. fv(M) C dom(6;-16% ;)
and M0; 169 |01 is an id;-valid ballot. We suppose that v.0; 169 o =~ u@.@i%&?_lag Then, for
og€{oL,or}:

° Mel',lé'?_la' =g <M1, Mo, Mg, M4>07;,16',9_10' with free M;y,..., My,
hd M10,;_1[7?710 =E vk(idi)ei_l&?fla,
. Mg&i_ﬁ?_la =E pfkl(idi, Nl, NQ, N3)9i_1&?_1a withfree Nl, . ,Ng,

o Ms0;_169 0 =g penc(Na, N1,U)0;_160_ 0 with free U or U = s pk(ap+U’) with free U’ and
ap € {a1,a3}.
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Proof. Leti € {3,...,n}. Let M such that M6; 169 oy is a id;-valid ballot. Let M’ minimal in size -
according to the measure of length L defined in Definition 8 - such that :

M'0;_16 101, =5 M0;_16)_,01, ()
Using Definition 9, we have M'0; 169 01, = (Py, Py, P3, Py).

* Let suppose that M/ is a variable. Since 3 = € dom(6;_1) such that x0;_169 ;o is a id;-valid
ballot, there is a contradiction.

e Thus, M' = f(M,...,M,) with f € {dec,fst, pair,snd, unblind} since only equations (E-1),
(E-2), (E-3) and (E-7) can lead to (Py, P2, Ps, Py).

- If f € {dec,fst,snd, unblind}, using Lemma 15, we have a contradiction with the fact that
head(M/0;_169_,01) = pair.

- If f = pair, then M’ = (M7, M""), with some free M;. By repeating this reasoning, we get
that M' = (My, Mo, M3, M), with some free terms M7, My, M3 and M. Thus we have :

/ -0 .0
M 91',101-710[‘ =E <M17 MQ, Mg, M4>9i710i710L
0
= Mﬁi_lai_laL.
Since v@.0; 169 o1 ~s v©.0; 160 ,0R, then, foro € {o,0r}:

Mﬁi_log_la =E <M1, 1\42,]\437 M4>0i_10'?_10'.

Definition 9 implies that M- 101-_157?710L =g vk(id;). Since id; is deducible (it is not restricted), we
have here a public test and the equivalence is sufficient to show that M16; 16 0 =g vk(id;)0;_16Y ;0
foro € {or,0R}.

Moreover, using Definition 9, we also have that M30;_16Y 01 =g pfk, (idi, P1, Py, P3).

M3 cannot be a variable since there is no x € dom(;_1) s.t. 0;_169_ 01, = pfk,(id;, Py, P2, P3)
with ¢ > 3.

e Thus, M3 = f(Ni,...,N,) with f € {dec, fst, pfky, snd, unblind} since only equations (E-1),
(E-2), (E-3) and (E-7) lead to pfk, (id;, Py, Ps, Ps).

- If f € {dec,fst,snd, unblind}, using Lemma 15, we have a contradiction with the fact that
head(Mgﬁi,lﬁzO_laL) = pﬂ(l.

— If f = pfky, then M3 = pfk, (id;, N1, Na, N3), with some free N1, No, Ns. Since v.0; 169 07,
~g v0.0;_16Y joR, we have, for o € {0, 0}

M30;_16% 0 =g pfk, (idi, N1, No, N3)0;_ 160 0.
Finally, Definition 9 gives us that, for some term U, we have:
M29i713?710L =E PenC(N29i710i710L7N19i71&?710L,U)~

* If My is a variable, then My € {ej,e,}. In that case, we would have N10¢_1&?710L =g t1 (or tp)
with free N; which would mean that t; (or t5) is deducible which is in contradiction with Lemma 9.

e Thus, My = f(Vi,...,V,) with f € {dec,fst, penc, renc, snd, unblind, o} since only equations
(E-1) to (E-3) and (E-5) to (E-7) lead to penc(Py, Ps, Ps).

- If f € {dec,fst,snd, unblind}, using Lemma 15, we have a contradiction with the fact that
head(M20;_16¢_,01) = penc.
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- If f = rencie. My = renc(V1, Vo). If V] is variable, then V; € {e;,ep} and we would
have a contradiction with Lemma 9 since we would have N; 91_16?710 . =k t; and t; would
be deducible. Then Vi = g(V/,...,V)) with g € {dec,fst, penc, renc, unblind, o} since
head(V16;_10Y_,01) = penc.

x If g € {dec, fst,snd, unblind}, using Lemma 15, we have a contradiction with the fact that
head(V10;-16Y_,01) = penc.

x If g = renc and V; = renc(V{, V), we have a contradiction with the minimality of M>
since renc(VY, V4 + V3) is a smaller recipe than renc(renc(V{, V3), V3) for L.

x If g = oand Vi = V] o V3, we also have a contradiction with the minimality of M,
since renc(V{, V2) o renc(Vy, V3) is a smaller recipe than renc(V] o Vj, V5) according to
the Definition 8 of the measure L. Indeed, since M29i716?_10 1 is reducing, we have
(V/0;-169_101) = penc(U1,U;,U}’) and (V40;—10Y 101)l= penc(Us, U}, UY) with
Uy’ = UL implying that the two recipes lead to the same term.

x If g = penc and V; = penc(V{, V3, V). We have two cases :

- If V4 is a variable, then V3 € {g1, g2, g3} and My = renc(penc(V/, V3, g,), V2) with
free terms V{, V3 and V5. In that case, we have :

Ms0;_160 o1, =g renc(penc(V{, V3, gp), V2)0;—16%_ 101 (})
=p penc(V{, Vs, pk(ap + V2))0i-167_101

Thanks to the fact that v©0.0; 16 01 ~, v©0.0; 169 0x and (1), we also have that:
M0;_16;_10p =g renc(penc(Vy, Vs, gp), Va)bi16)_10R
=g penc(V/, Vs, pk(ap + V2))0i-16]_10r
Then, we have, for o € {o,0R}:
Ms0; 1690 =g penc(V/,Vy, pk(ap + V2)))0; 167, 0.

Since
~0 ~0 ~0
M291‘_10'1-_10'L =E penc(NQHi_lai_loL, le)i_lai_laL, U)

we have that V{0,169 0, =g N26;_169 07, and
‘/5/01'_15'?710] =g ngi_16?710L. Using the fact that V@ﬂi—lﬁ'?flgL g 1/&;.91-_16?7103,
these equalities hold with o . Finally, for o € {o,cr} and free Vs:

MQGZ‘_l&?_lU =g penc(Ng, Ny, pk(ap + ‘/2))91_1&?_10.

(With a; deducible, pk(ay + V5) can be seen as a free U.)

I VS = h(VY',..., V") with h € {dec,fst, pk,snd, unblind}, we conclude easily
with a contradiction when h # pk using Lemma 15. If h = pk then there is con-
tradiction with minimality of Mj since penc(V{, V3, pk(V{" 4+ V2)) is smaller than
renc(penc(V, V4, pk(V)), V).

- If f = penci.e. My = penc(V7, Vo, V3) with free terms Vy, Va, Vs, we immediately conclude
that, foro € {o,0R}:

Ms0;_16° |0 =g penc(Vi, Va, V3)0;_167 0.

Using that ‘/191‘_15'?_12 =E NgHi_l&?_la and Vgei_l&?_la =E N19i_15'?_10', we have,
with free Vs and o € {o,0R} :

M29i,15'?710' =F penc(Ng, ‘2\717 ‘/'3)92‘,1(}?710.
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- If f = oi.e. My = Vj0Vs. Then, we can assume, without loss of generality, that head(V7) # o.
Indeed, if V7 = V] o V{’, then we write My = V{ o (V/" o V). Then, we have My =
Vio (ozj’ngj) s.t. V j, head(V}) # o. If 3 j such that V; is a variable, then V; € {e1, e}
and N10;,_16? 01, = . + U (where k € {1,2}) with free N; which is a contradiction with
Lemma 9 since 7y, + U is not deducible. Then, V j € [1,n], V; = h;(V{,...,V/) with h; €
{dec, fst, penc, renc, unblind} since head(V;60;_16Y_,01,) = penc otherwise head(V ;16 ,01) #
penc. Now, according to Lemma 15, we have that h; € {penc, renc} for j € [1,n]. Then:

Mo = (8 pencV7 V3. 79) ) o (& renctvi. 1))
J:

j=
If p1 > 2, then we have a contradiction with the minimality of Ms since penc(Vit o V2 Vi %
VZ, V) is a smaller recipe than penc(V}, Vi, Vil) o penc(V2, V2, V) according to Defi-
nition 8. Thus p; € {0,1}. Moreover, using the case f = renc we also must have that
V] = penc(W{, Wy, W) with W3 a variable.

* Suppose that p; = 1, then W;Gi_l&i_laL is deducible. In order for M> to be re-
duced, we must have the same keys in both W3 and o2 renc(V{, V¥/). But since V; =
penc(W{, W, Wi) with Wi a variable, then WJ € {g1, g, g3}, and we must have
Wg = go otherwise this would imply that a; or a3 is deducible which is contradic-
tion with Lemma 9. Since ¥j € [1,n] we have WJ = a,, we also have that Vj €
[1,n], VJ = V&' (with V3! the minimal recipe in all the V) otherwise we will not have
pk(ax + \/E)j)ﬁi_l&?floL =g pk(az + Vi1)0;-16Y ;01 and there will be no reduction.
Then, finally, we have:

My = ( _ré>21renc(penc(T/I/'1j7 WQj, g2), V51)>
J

o penc(V}!, V3, pk(az + Vi)).
Then, we have :
Ms; 169 jor= [ogzzlrenc(penc(Wf, Wi, g2), Vi)
o penc(V', V3, pk(az + V)] 0:-160_ o1 (%)

=p penc(P2 WY o VI «22 Wi « Vi, pk(ap + Vi))0i—169_y01.

Thanks to the fact that v©.0; 169 0 ~4 v@.0;_16)_,0r and (%), we also have that:
MQei—la.?flo'R: [Ogilrenc(penc(wlj7 W2]a g2)a ‘/51)

o'penc(Vll, ‘/21, pk(az + Vsl))] Oi,l&?_laR *)
=g penc(f2 W] o Vi 2 Wi + Vi pk(az + V5'))0i16) 0.

Then, we have, for 0 € {or,0Rr} :
Mgoi_lé'?_ltf =E penc(Vl', ‘/2/, pk(a2 + V3’))9i_1&?_10.
* If py = 0, we have M = o;’ilrenc(penc(le,W;Wg),‘/})j) with W variables. To

have a reduction, we still need to have that Vp, ¢ € [1,n] pk(ap, + V&) = pk(aq + V&)

where ap,aq € {ai,a»,az}. That leads us to My = o?ilrenc(penc(Wf7WQJ7gk),V51)
with k € {1,2, 3} and free W/, W, Vi (V4 is the minimal recipe among all V).
Then, we have :
Mgei_la'?_lO'L
= o} yrenc(penc(W{, W3, &), Vi )bi-107_ 101 (11)

=5 penc(ofilwlj, *?2:1W2j, pk(ak + Vi))0; 16 jop.
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Thanks to the fact that v©.0; 169 0 ~¢ v©.0;_16)_,0R and (1), we also have that:

~0
Mg@i,laiflaR
— P2 J J 1 ~0
= ojzlrenc(penc(H i1, Ws,8k), V5 )0i-16;_10R

=g penc(<>§.’2:1Wf, *‘;2:1W2j, pk(ak + V5))0;—167_10R.

Then, we have, for o € {or,0Rr} :
Mo8; 169 0 =g penc(V/,Vy, pk(ak + V3))0;_16Y_,0.

Then, in both cases (p; = 1 or p; = 0), we have, for 0 € {o,0Rr}, there is i € [1,3] such

that:
Ma0; 16710 =g penc(V{, V3, pk(ak + V5))0; 167, 0.

Since Mgei,ﬁ?_la,; =E penc(N29i,1&?_1aL, Nlei,l&?_laL, U) then V{Oi,lﬁf_laL =FE
N291_1OA'?710'L and ‘/5/91‘_1(3'?710'[/ = Nlei—la'?flUL- Using the fact that u@ﬂi_l&?fla,; s
v©.0;_169_,oR, these equalities hold with o . Finally, we have, for o € {o,0r}:

M29¢,16'?710' =E penc(Ng, Nh pk(ak + Vé))eiflagfld.

Again, pk(az + V4) can be seen as a free term U since ay is deducible.
O

The next lemma gives the general shape of a ballot submitted by the intruder provided the fact that it
is accepted by the Receipt generator in the first execution and shows that it is also accepted in the second

execution. As usual, let us remind the usual notations:

Oinic = {Vk(idk)/idpkvs(idk) /5k | k= 1"n} | {Vk(idR)/idPR} | {pk(ak)/gk | k= 1"3}7
0o = Oiie | {penc(vhthgl)/ek’pfkl(idk,tk,Vk,Ek) /pk,sign((ek,pk),idk) /sik | k = 1”2}7

ek, _ ak—l | {sign(hash(IL(Mk)),idR)/Srk 7d(p(idk),dec(H2(]VIk),ag)) /reck}a
67 = {M [y | k= 1o} | { e | k= Tomin(i, 2)} [ {5/, Jp, [ k= 1.5}
Lemma 19. We consider i € [1,n]] and M a free term such that fv(M) C dom(6;,_16Y ) and such that
¢R(idpi,M)9i_1&?710'L =g ok with:
(bR(ldax) = (J? = <.’131,]}2,],‘3>) A (1‘1 = <3/17y2’y3,y4>) A (yl = Zd)
A (checksign({y2,y3), y1,va)) A (checkpfky(y1,y2,3))
A (checkpfka(y1, Y2, 22, 23)) .
Assuming that V@-Qi—lf}?,lUL S V(:}ﬂi_lﬁ'?flo'R, then, for o € {o,,0R}:
* ¢r(idp;, M)0;_16?_10 =g ok,
e M0; 16Y 0 =g (P,Q,R)0;,_169_,0 for free terms P, Q and R.
o Fori € {1,2}, we have:
- P@i,l&a?_lo =F <idp;,ei,pi,sii>9i,16?_1a
- Q0;,_16Y_ ;0 =g blind(renc(ei, Q1), Q2)0;_169_,0 with Q1 and Q2 free terms.
* Fori € [3,n], we have:
- PHi_l&?_la =F <]317 Py, Ps, P4>9i_15'?_10' with P,. .. ,P4free terms,

- Q0;_16)_ 0 =g blind(penc(Q1,Q2,U), Q3)0;_167_,0 with free Q1, Q2, Q3, U or U =4¢
pk(ap + U’) with free U’ and a, € {a1,as3}.
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Proof.

e Using the fact that v@.0; 169 01 ~, v@©.0;_16Y ;0 and since ¢r(idp;, M) is a public test, we
have that the first property holds obviously.

* Now, using that ¢r(idpi, M)0;_16)_,0 =g ok, we have that, M0, 16 01 =g (M, Ma, M3).
By repeating the same reasoning as we did in the proof of Lemma 18, we have that M6, 16 ;0 =g
(P,Q, R)0;_16?_,0 with free term P, Q and R for o € {0, 0R}.

e Leti € {1,2}.

— Since ¢r(idpi, M)0;_16 0 =g ok, we have that P§; 167 ;o must be an id;-valid ballot.
Then, we use Lemma 17 to conclude on the form of Pﬁi,l&?_lo.
— We also have that checkpfk, (idp;, e, Q, R)0;_16Y 01 =g ok, thus R; 16 01 =g pfky(Ry, Ra, R3, Ry, R5)
with R; = vk(id;) and Ry = &;6;_ 16?_10 1. We consider R’ minimal in size (for the measure
L) such that R@Z‘,lé'io_lO'L =E R’@i,l&?_laL.
* R’ cannot be a variable since there is no variable z € dom(6;_1) such that head(z:60;_16Y_,0.) =
pfkg.
* R\ = f(Rq,...,Rp) with f € {dec, fst, pfky, snd, unblind} since only equations (E-1),
(E-2), (E-3) and (E-7) can lead to a term of the form pfky(R1, Ra, R3, R4, R5).
- If f € {dec, fst, snd, unblind}, using Lemma 15, we have a contradiction with the fact
that head(R'0;_16a?_,01,) = pfka.
- If f = pfko, then R" = pfky(R1, R2, R3, Ra, R5), with some free R; for j € [1,5].
Since we have that (R =g pfky(idp;i, R1, Ro, e;, R3))0;—16% o andv.0; 169 [0y, =
v@.0;—16¢_,0 R, we conclude that:

(R =E pka(idpi, Rl, Rg, €i, R3))91‘_1a'?_10'R.
Thus, for o € {or,0R}, we have:
RO;_16)_,0 =g pfky(idpi, Ry, Ry, &, R3)0;_16a)_,0.

Moreover, we also have, according to Equation E-10, and repeating the same development as
we just did, that:

Qei_ﬁ?_la =FE innd(renc(ei, Rl), RQ)GZ'_16'?_1O'.

e Leti € [3,n].

— Since ¢gr(idpi, M)0;_169_,0 =g ok, we have that P; 16 ;o is an id;-valid ballot. Using
Lemma 18, we have P9, 160 0 =g (P1, P2, P3, P;)0;_16Y_,0 with free terms Pj for j €
[1,4] and o € {oL,0R}.

— According to Lemma 18, we also get that P20; 160 0 =g penc(P{, Py,U)0;_16Y 0 for
free terms P;, Py and free term U or U = 4¢ pk(ap+U’) with free U’ and a, € {a1,a3}. Now,
according to Equation E-10 and by repeating the same reasoning as in the previous case in this
situation, we can deduce that Rf; 16 ;0 =g pfky(vk(id;), R1, Ra, Rz, R4)0;—16Y_,0 with
free R; fori € [1,4] and 0 € {o,0r}. This equation also provides that Q0;_16? 0 =g
blind(renc(Py, R1), R2)0;—16¢ ;0. Now, since P26; 16" ;0 = penc(P], P§,U)0;_16? 0,
we can conclude that:

Q0;-16)_0 =g blind(penc(Q1, Q2,U), Q3)0;-167_10

with free @1, Q2, Qs and free U or U = 4¢ pk(ap + U’) with free U’ and a, € {a1, as}.
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E Moving to Final Static Equivalence

In this section, we present the proofs of the two last lemmas used for proving Proposition 1. We recall the
different notations one last time:

Oinit = {Vk(idk)/idpka(idk) /Sk | k= 1"n} | {Vk(idR)/idPR} | {pk(ak)/gk ‘ k= 1"3}v
0o = Oinic | {penc(vk,tk,gl)/Ek7pﬂ<1(idk,tk,vk,ek) /pwsign((ek,pk),idk) /sik | Kk = 1“2}7

O = 011 ‘ {Sign(haSh(Hl(ka))»idR)/srk ’d(P(idk),deC(H2(Mk)’33)) /reck}7
61 = M k= 1o} [ {M e [ k= Lomin(i,2)} [ {7/, [y, | k= 1.4},
gL :{a/vwb /Vz}v OR = {b/vma /Vz}a

o :{Mka/mkaUka /dk?Wka /hbk | k= 177‘} | {Nka/a:bk | k= 12} with

a :{<idpk,ek>Pk,sik)/bak7bak /ba’k 7ok /confk ‘ k — 12} |

{fdmbas (@) /= L | {2 o™ g, 7 fag | k= 3.},
We first show that we can add the signature coming from the Receipt generator in the frame.
Lemma 10. Fori € [0,n], we have: v@.0,6%0 ~, v©.0;690r.

Proof. The case ¢ = 0 is proved by Lemma 13.

Induction Step: Assume now that, for any i > 0, we have that v©.0,6%0;, ~, v@©.0;6%0 R holds. We
will show that it also hold for 7 + 1.

We consider the term S;11 = sign(U;41, idg) with U; 11 = hash(II; (M;41)) and free M; ;. Since
idg is restricted and not deducible according to Lemma 9, we must have that S;;16;6c does not appear
in 0,690 for ¢ € {o1,0r}. We also have that {*<(d%) /;; 1 € @;, thus, using Lemma 8, we have, with
ozs =0, | {Sl+1/87'i+1}:

~ ns 0 ~ ~ ns ~0
v@w.0;6; 100 ~s v0.0;6; 10R.

Now we consider R; 1 = d(p(idit1),dec(IIa(M;11),a3)) and, according to this definition, we consider
several cases:

e Either i + 1 € {1,2}, then, according to Lemma 9, p(idi+1) is not deducible for {60 and so is

Ry for o € {or,0r}. Moreover, R;110{6%0 is neither a subterm of 06V for 0 € {o1,0r},

nor deducible from it, then, since d is a destructor in £, we can use Lemma 7 to conclude.

e Ori+1 > 3. Using Lemma 19, we have [I5(M3)0:6%0 =g blind(penc(Py, Py, U), P3)0:6%0
with free terms Py, P, Ps and free U or U =a¢ pk(ap + U’) with free U’ and a, € {a1, a3} for
o € {or,or}. We will consider two different subcases:

- U636%0 +#p pk(a3) for o € {0, 0r}. we introduce the following claims:
Claim 1. V 2 € dom(0;6Y0), 20:6%0 # dec(M, a3).
Claim 2. If056%0 F R; 1105600 then R, 110;6%0 € St(056%0).
Claim 3. R;10:6% ¢ St(0:6%0).
According to Claim 2 and 3, we have that R;10{6Y0 is neither a subterm of 656 nor ap-
pearing in it nor deducible from it, for o € {o,0r}. We also have that, in normal form,

Ri+10:690 =f d(p(idi+1), dec(blind(penc(Py, P2, U), P3)0;6%0,a3)). Then, since d is a de-
structor in F/, we can use Lemma 7 with previous equivalence to conclude.

- U690 =g pk(a3) for one 0 € {op,0or} then, using that 6:600, ~, 0:6%0R, we have
U660 =p g3036V0 foro € {0, or}. Inthat case, we have R;10{600 =p d(p(idi+1), blind(P1, P3))056 0
with free P; and P5. Thus, we can use Lemma 3 with previous equivalence to conclude.

O
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Finally, we show that we can add the final results outputted by the Decryption device to the frame
providing that the Auditor has endorsed it.

Lemma 11. Let us consider Mj,..., M, free terms s.t. ¥V i € [1,n], ¢r(idpit1, MZ+1)09 600 = ok with
fv(Miy1) C dom(@ ) U dom(6?Y) \{xb} We suppose that ¥V i € [1,n], v2.0,6% ~, v©.0;6)0r. We
also consider U4, ..., U, and Wl, ..., Wy, be free terms such that:

o fv(Ugs1) € dom(6,,) U {dom(6%)} U {dy,..., d.} and fv(Wj41) C dom(6,,) U {dom(6F)},

* pathash((Uy,...,Uy)), RbL, ... Bb" Wi, ..., W,)0,601 = ok, with the corresponding notation
hb;. = (idp;i, hash(II; (M;))).

Then, we have, for o € {o,0r}, V1 <i<n:
U;0,60 =g 0,00, fori =1,2.
Moreover; there exist free terms U1, U} and free term U} or U = pk(ax + U) with free term U :
U;0,,60 =g penc(Uy, U5, Us)0,60, fori € [3,n].

Proof. Since V&ﬂnc}ga L R V&.@nc}ga R, then vw.0,67 0, ~; vw.0,6, 0 and according to the fact that
®a is a public test, we also know that, for o € {o,0r}:

da(hash((Uy, ..., Uy)), hbk, ... Wb Wi, ..., W,)0,6" 0 = ok.
This implies that, according to the definition of ¢a, that:
hash((Uy,...,Un))0,6, 0 =g hash({(Ilo(W1), ..., Ha(W,)))0,6, 0
hash(I1; (M;))0,6, 0 =g hash(W,)6,, ZU forz € [1,n]
From these two equations, we can deduce that Vi € [1, n], we have:
U0,6) 0 = Ha(I11(M;))0,6, 0.

According to the construction of 6; and &g’, we have that, Vi € [0,n], 0; = 0, |dom(s,) and 59
50 |dom(00) In particular, we also have that, Vi € [1,n], fv(M;) C dom(f;_1) and fv(M;0;_1)
dom( 1). Thus, we have:

Nl

Vi € [[lan]]a Mzen&ga —F Mi9¢_1f7?_10.

But, according to Lemma 19, we know that IT; (Mi)ﬁi_l&?fla is an id;-valid ballot. Thus, using Lemma 18
for i € [3,n] we have that:

) A0 - eiGi_l&?flo fori € {1,2}
oI (Mi))0i-167 10 =5 { penc(N, P, Q)0;_169_, 0, fori € [3,n],

with NV and P free terms and @) a free term or Q = pk(ax + Q') with Q' a free term and such that
fv(N) U fv(P) U fv(Q) C fv(M;). According to this and the fact that fv(M;0,,) C dom(62) and that, for
i€ [0,n], 6l =aon |ldom(s ) We have that the previous result holds for 67, instead of 59 and we conclude:

. 0,670 fori € {1,2}
InIn? =E A penc(N, P,Q)0n670, fori € [3,n].

F Defining the Relation R

In this section, we first define the different partial evolutions of processes that are needed to present the
relation itself. Then, we describe the relation R and provide a proof for Proposition 2. From now and for
the rest of the proofs, the randomnesses r; and rp (which are the honest voters randomnesses) have been
replaced by t; and t; for notations issues.
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F.1 Partial Evolutions

Let us recall some notations introduced in Section 3: o = {2/,,,? /\,} and or = {?/\,,* /v, }, two substitu-
tions that summarize voting choices made by honest voters during processes, and 1, = as, as, idy, idp, t1, to,
idr, CRv; , CRV,, CRA, CDA, CRD, a set of names representing restricted names in the process. These names are
corresponding to secret keys, ids and channels.

Now, we can define the different partial evolutions of the multiple processes involved in the overall
process P of the Norwegian protocol, as described in Section 3.2.6.

Definition 10. We decompose the process of the (honest) voter using the following notations (we remind
that V;(vi) = V(ci, Crv;, Cout; &1, id;, idpR, Vi)):

Vi = com(ball) . V3 Vi o= aly). Vg

Vi = &ball) . Vi Vi = ifov(idi,idpr, Vi, e, pi,sii, 7, z') then Vi
Vi = Grulok). V] Vi = Coulok). Vg

Vi = ulz). Vg V§ = Gry(ok)

with ball, = (e;, pi,Sii>, e = penc(v;,ti,gl), pi = pfkl(idhthvi,e;), and si; = sign((ei, pi>7 Id,)

Definition 11. R, (CBR, CRA>, CRD) Cout, a3, idg, CRV; idpl, p(idl), -+ +3CRV, idpn7 p(idn)), the process ofthe
Receipt generator, is decomposed using the following notations:

Rll’n — CRV;(QO:;) ) R;’” R?n — CRV;(Syi) ) Ri—i—l,n
Ry" = cprlw). Ry" ' RY™ = crv,(sy,) - Ré’"
Ry = if ¢pr(idpi, ;) then Ry" RY™ = Cralhbri) . RgT™
Ry™ = Cer(si,) . Ry" Ry™ = Cra(hbry) . Ry
RE™ = Goln) . RY" Ry = Groplok)

Rg" = SRuln) . By

with r; = d(p(id;), dec(ITa(;), a3)), si’. = sign(hash(I11(z;)),idr) and hbr; = (idp;, hash(IT; (;))).

Definition 12. We decompose D,,(cp, CRD, CDA, Cout, a1), the process of the decryption, device using the
following notations:

1,n n
Dy = cro(goy) - Dfl Dy = cpa(go?). DIV
D;" = cpp(di) . Dy DS = | Cowldec;) for S €20l
Dg,n = CBD(dn) . D3 ; jES
Ds = cpalhaq) . Dy Dy = 0

with dec; = dec(d;, a1) and hag = hash({dy, ..., d,)).

Definition 13. We decompose A,,(cga, Cra, CDA ), the process of the auditor, using the notations below:

A = cralhry) . ATTRT A" = cga(hby) . Ay
A" = cpa(hry) . AT Ay = ifoa(ha, by, ... hrn, hby, ... hby) then As
Ay = cpa(ha) - Azl»,f" As = Cpa(ok)
Ag,n = CBA<hbi) . A?_l’n
We introduce some more notations used as shorthands in the relation R.
Definition 14. We define two sets of names m = fy, gol, go?, x}, 12, sy, sy, and h = m,hri, ..., hry.

We remind that Ty, = {P<@0 /| k = 1.3} | {vk(d) /g, S04 /0| k= 1,2} | {0dR) /100 ) and we
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consider the following frames:

ik =To [ {*/gor | P = Li} [ {®% /10, [40r | p = L.min(i,2)} |
{7 /op | P =13} [ {™cons, | p = Lomin(k,2)} [ {*/sy, | p= 1.k}
N =Ty | {""% /e, | p= 1.1}
A=A [ {401,/ g0z, [y}
Ag=A|{%s0) /. |i=1.#S}
with 85 : S +— [1,#5] a permutation and S = [1,n] \ S where S € 2131,
As = A | {0 /o ..t [0 Y with § a permutation of [1,n].

We also define the following contexts:

Col)=vnp.(letaz =ay;+azin).[_| T
CoPF 1 = v, jp-(letas = ay +agin). [ | Ty izl
with m; j 1, = T, go}., ceey goﬁ.7 x}, ey xﬂ, SY1, -, SYg
CyPF [ =vim.(letaz = ay +azin). [ | Tijx]
Cil
Cyl]

=wvm, hry,..., hri.(letag =a; +azin ). [_| Ay

vh, gob.(letas = ay + ap in ). [_ | An [ {01}
Cs[] = vh, go}, ha.(letaz = a; + ay in ). [_ | A | {% gor } 1 {" /1)
CS ] = vh, gol, go%, hy.(letaz = ay +az in ). [_ | Ag]
C? L] = vh, gok, go% hy.(letas = ay +apin).[_| As].
Using these notation, we can notice that we have:
P} [V(c1, Ry, Cout, 81,1d1, idpR, v1) | V(C2, CRY,, Cout, 81, id2, idpR, v2)]

—C, [Vf | V2| R | Dy | AV

F.1.1 Description of the Relation
We can now define the relation R, based on all the previous definitions.
Definition 15. Fori € [1,n], j € [1,2], we define M;, N;, U; and W; free terms such that:
o fv(M;) C dom(Cy ™Y, fn(M;) Nbn(CP M) =0,
s fv(N;) C dom(C{777h), fa(N;) Nbn(CY7 1) =,
e fv(U;) C dom(Cy), fn(U;) Nbn(Cy) = 0,
o fv(W;) C dom(Cs), fn(W;) Nbn(Cs) = 0.
We define the following abbreviations:
My = {M [, o= Lk} [{ /o, | P = 1ed} | {7/ e, | P = 1),
N = (/g i = 1.0},
M = Mﬁn | Na,
Ui=M | {" /4, | p=1ui},
Wi =Up | {"" /1, | p= 1.3}
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We consider the smallest relation R which is closed under structural equivalence and includes the following
pairs of extended processes.

Y%lnitialization
Co [Vf | V2| Ry | Dy | Ain} oL R Co {Vf | V| Ry™ | Dy | A%”] OR (M

%Output of encrypted ballot to a public channel (Voter 1)

CYO0 [V V[ R | Dy [ AP {0} 0
RCPO [V VE| RY™ | Dy AV {2 1} | o @)
%Output of encrypted ballot to B (Voter 1)

CYO [V I VELRY™ [ Dy | AP ({7 /0, ™ fiay}] o
R YOV V2| RY™ | Dy AV {5 0, 2 [0y} o 3
%Synchronisation with the R (Voter 1)

CHOO Vi | VE I RY™ | Dyl AT o R YOO [V | V2 | RY™ | Dy | AL | o *
%R receives ballot coming from B (Voter 1)

OO VA I VI RY™ | DAY |3 o

RCP™ [V | VE | By | Dy AP | M) o )
%R’s check failed (Voter 1)
OO [V IV Dy AL O o ROPOO [V V2 | Dy | A [ Mo (6)

%R’s check succeed (Voter 1)

OO Vi | VI RY™ | Dy AY" 1) o
R IOV V2| B | Dy | AV | MY o ™
%R outputs a signature for B (Voter 1)

OO VA | VI RY™ | Dy | AP | 1 o
R OO [V V2R | Dy AV | M o ®)
%R outputs a signature to a public channel (Voter 1)

CHO [V VE I RE™ | Dy A" | M o

RCLOC V|V | Ry™ | Dy | A" | MY | o ©)
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Y%Reception of R’s receipt (Voter 1)
O [V VP | RY™ Dy AL o
ROIM [V V2 | By | Dy | AV | MY | o
Y%Reception of B’s confirmation (Voter 1)
O Ve VR L RY™ [ Dy AL [ M R o
RO [V [ VEIRY™ | Dy AP | MY | N on
%Voter’s check failed (Voter 1)
CEO[VEI RY™ | Dy AV | MY | N
RO [VE[RY™ | Dy | AP | MY | N on
%Voter’s check succeed (Voter 1)
CEO VA VELRY™ [ Dy | AP | M| Wy o
ROV V2| Ry | Dy | AV | MY | N o
% Voter outputs public confirmation (Voter 1)
CEMO (VR VR I RY™ | Dy | AP | MP | Ny ™ cong, Y] o
ROV (VA V2| RY™ | Dy AY™ | VP | Ny ™ cong, Y| o
%Synchronisation with R and End Voter (Voter 1)
OFM [V | B Dy AL Mo
RCOPV V2| RY™ | Dy | AP | MY | W | o
%Output of the encrypted ballot to a public channel (Voter 2)
CEV[VE IR | Dy AV | M | N | {2 1} o
RCOPM[VE | RY™ | Dy | A" | M| Ny | {2 /10, } | o
Y%Output of the encrypted ballot to B (Voter 2)
oL {V?)Q | RV™ | Dy | AL | {ball g, balk /ba’z}} oL

R 011’1’1 [VSQ | R}’” | Dy | A}’n | {22/, 020 /baé}:| OR
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%Synchronisation with the R (Voter 2)
CPM [V | BS™ | Dy | AV | M| N o,
RCPV V2B | Dy AP | DY | Ny o
%R receives ballot coming from B (Voter 2)
CPM |V L BS™ | Dy | AV | M | N o,
RPN VE | RS™ | Dy | AV | M | N o
%R’s check failed (Voter 2)

CPM V2 I DAY | M | N o RCPV V2 Dy | A" | My | N[ o

%R’s check succeed (Voter 2)

CPM [V I B Dy AL M | Mo
RCPN VIR Dy | AV | My | N | on
%R outputs a signature to B (Voter 2)

CFM VP | BE™ | Dy | AY™ [ M5 | Mo
RCPN VIR Dy | AV | DM | N | on
%R outputs a signature to a public channel (Voter 2)

CP VIR | Dy AV MG | N
RPN VE | RY™ | Dy | AV | M3 | N o
Y%Reception of R’s receipt (Voter 2)

CYP VI B | Dy AV | M | o
RPN V2| RE™ | Dy | AV | M3 | N o
Y%Reception of B’s confirmation (Voter 2)

CPP V2 I R | Dy | AV | 337 | s o
RPN VE | RE™ | Dy | AV | M3 | N ow
%Voter’s check failed (Voter 2)

012’2’1 {R’?,n | D, ‘ Ain | MS’Q | N2:| or, ’R,Clz’z’l [R?’n | D | A}’n | Mzz’z ‘ NQ} OR

% Voter’s check succeed (Voter 2)

O [V2 | BE™ | Dy | AY™ | M52 | Mo o
RCP V2R | Dy | AV | D3 | Na| o
% Voter outputs public confirmation (Voter 2)

O [VE | BE™ | Dy | AP | 332 | Na [{™) cong, }] o

RCP* [VEI B | Dy | AV | A2 | R [ cong, }] o
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The next relations describe the evolution of the protocol during the submissions of the intruder’s ballots
(corrupted voters). Fori € [2,n — 1]:

%Synchronisation with R (Voter i — 1)
C" [ Dy AP | AT

- } .
R Gy R | Dy | AV | M | Na] o (29)
%Synchronisation with R (Voter i)

5 5 | |

~ j| o1
R G5[RSV | Dy | AV | M| N o (30)
%R receives the ballot coming from the intruder (Voter 1)

CitLii {Réﬂ,n | Dy | AD™ | MZ ’1 | N2] oL

R CE (R | Dy | AL | My | R o a1
%R’s check failed (Voter 1)
C5T Dy | AT | ML | Na| oo R OS5 [Dy | AV | M | Ne] o (32)

%R’s check succed (Voter i)
cy b [Riﬂ’n | Dy | AP | MY, | Nz} orL

R CitLb [Rfﬁl’” | Dy | AL M | NQ} 33)

%R outputs signature to B (Voter i)

C'LJrlzz |: i+1,n ‘ Dl | Aln | Mlzillz | N2:| oL

RC;+1,M [R?-l,n | D, | A%,n | M;Ill K | ]'\72} R (34)

%R outputs receipt publicly (Voter 1)

Citbi {Rffl’n | Dy | AP™ | Mfill S Nz} oL

RO RES | Dy | AV | MES | Ny o (35)
%R outputs receipt to Voter i

P [RET | Dy| AY M| N o

R CE [N Dy | AL R R o 36)

The next two relations reflect the end of the voting phase and the beginning of the counting phase where
R sends its content (hashed) to the Auditor. Fori € [0,n — 1]:

ci [RZ“ 7| Dy | AT M] or, R CL [R”l " Dy | AT 1\7} oR 37)
C;[R9|D1\A2|J\7}0LRC§L[RQ|D1|A2|J\7}JR (38)

The final relations show the counting phase with the different steps of the Decryption device which
receives encrypted votes from (corrupted) B and waits for Auditor’s approval before it outputs the shuffled
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result. For i € [1,n]:

Cy [D;” | Ay | ﬁH: o, R Cy :D;" | Ay | ﬁi_l} oR (39)
Oy [D3 | Ay | 17”: o1 R Cy :Dg | Ay | (7,,} oR (40)

Cs [D4 | AL | WH: o, R Cs :D4 | AL | WH} oR 1)
Cs [Da | A1 | W] 01, R G5 [Da | Ay | W] o 42)
Cs [D4 | Wn: or R Cs :D4 | Wn] or 43)

s [D4 | As | ’Wn: o, R Cs :D4 | As | Wn] oR (44)

For S € 271\ {9}, 8S = S[1 + 2,2 = 1] and §is = [1 — 2,2 + 1] 0 &g (with o the classic
composition of functions):

cs [Dg | 'Wn] oL R CS [D;S | Wn] oR 45)
For § a permutation of [1,n] and %6 s.t. 1§ = [1 — 2,2+ 1] 0 §:

o8 [W] oL R O [W} oR (46)

F.2 Proof of Observational Equivalence, Assuming Static Equivalence

In this section, we show that the relation R described before captures all the possible evolutions of the
initial processes (Proposition 2). We first need to guarantee that the tests done by the voters and the Receipt
generator pass (or fail) on both processes. This does not follow immediately from static equivalence of the
frames since the tests done by the voters and teh Receipt generator are not public tests.

First, let us recall some notations:

0o = {Vk(idk)/idpws(idk) /Sk ‘ k= ].’I”L} | {Vk(idR)/idPR} | {pk(ak)/gk | k= 13} ‘
{penc(vk,tk,gl)/ek7pfk1(idk,tk,vk,ek) /pwsign((ek,pk),idk) /sik | k — 1“2},

0 = 01 | {Sign(haSh(Hl(wk))aidR)/sm 7d(P(idk)7deC(H2(Ik)va3)) /reci b
ol = {M /o | k= 1ud} [ {™/op [k =Lomin,2)} [ {%/a0," [ao | k= 1.4}
Lemma 20. Leri € {1,2} and let M and N be two free terms and let be P = d(p(id;), dec(II3(N), a3)).
We suppose that ¢r(idpi, N)0;_109_ 01, = ok and ¢y (id;, idpr, vi, &, pi, sii, M, P)0;0 a1, = ok.
Then, we have ¢y (id;, idpR, Vi, &, pi, sii, M, P)0;0%0r = ok.
Proof. Leti € {1,2}. Since ¢y (id;, idpr, vi, &, pi, sii, M, P)0;0c 1, = ok, we have, in particular, that:
(checksign(hash((idp;, e;, pi, si;)), idpr, M) =g ok)f;olc.
Since this test is public (is uses no restricted names), and since GiagaL S eiO'Z»OO'R (Proposition 1):
(checksign(hash((idp;, e;, pi, sii)), idpr, M) =g ok)6;0 0.
We know that (¢r(idpi, N) =g ok)0;_10Y_ ;0. Thus, according to Lemma 19, for o € {0, 0r}:
* (¢r(idpi, N) =g ok)0;—107_,0,
» (Ily(N) =g blind(renc(ei, Q1), Q2))0;—10?Y_, 0 for free terms Q1, Q2.
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Thus, we have, for o € {0, 0r}:
PO;0%0 =g d(p(id;), dec(blind(renc(e;, Q1), Q2), a3) )00 0.
Using the fact that d(p(id;), blind(v;, s(id;)))0;000, = P8,000,, we must have:
blind(vi, s(id;))8;0%c 1, = dec(blind(renc(ej, Q1), Q2),a3)8;0%07,

which leads us to the fact that (Q1 =g a2)0;0Y0. and (Q2 =g si)0;0 0. Thus, since 0,000, =~
0,000 R, those equalities holds with 6,070 and we can finally state that:

blind(vi, s(id;))0;00 o r = dec(blind(renc(e;, Q1), Q2),23)0;0 0 R,

and we conclude.

We are now ready to prove Proposition 2.

Proposition 2. Let R be the relation defined in Definition 15 (Section F). Then, R is verifying properties
(2) and (3) of Definition 4.

Proof. Let us prove that R verifies properties (2) and (3) of Definition 4.

INTERNAL REDUCTIONS: We must show for all extended processes A and B, where AR B, that if
A — A’ for some A’, then B —* B’ with A’R B’ for some B’. We observe that if ARB by (1), (2), (4),
(6) to (8), (10), (12), (13), (15), (16), (18), (20) to (22), (24), (26), (27), (29), (30), (32) to (36), (39), (41),
(43), (45) or (46), then there is no extended process A’ such that A — A’. We proceed by case analysis
depending on which relation is satisfied:

(3) In that case, we have A = Z, [V; | R}’”] o and B = Z [V; | R}’"] o with Z,] = CF00 [_ | V2| Dy | AV | {ball
If A — A’, it must be the case that A = Z [CRV1 (ok) . V! | cry, (gol) . R%”] oz, and we have
A=7, {Vj \ Ré"} or,. Now, since we have that B = Z, |:CRV1 (ok) . V! | cry, (gol) . Ré"} OR,

it follows that B — B’ where B’ = Z; {V41 \ Ré’"} or and we derive A’R B’ by relation (4) and
the closure of R under structural equivalence.

(5) Inthatcase, wehave A = Z [Rﬁ"] opand B=Z [Rén o g with the context Z[_] = C}'*° [_ | Vi | V2| Dy | AD™ | M
and a term M such that fv(M;) C dom(C}**°) and fn(M;) Nbn(CH*%) = 0. If A — A’, then
A=7Z7 [if or(idp1, 1) then R}l’”} or, and either A’ = Z [Ri’n] op or A = Z[0]og. In the
first case (resp. the second case), ¢r(idp1, M1)0podoy,, which is equivalent to ¢r(idp1, z1)oy, in

the Z context, must be equivalent (resp. not equivalent) to ok in £. Then, using Lemma 19, we
know that ¢r(idp1, M1)0poior (i.e. ¢r(idp1,71)0 R in the Z context) is also equivalent (resp. not

equivalent) to ok in E. It follows from B = Z {if ¢r(idpy, 21) then Ri’"} or that B — B with

B =Z {Ri’”} og (resp. B' = Z [0] o) which leads us to relation (7) (resp. (6)) and we conclude.

(11) Inthatcase, we have A = Z [V{!] o7 and B = Z [V{] o with the context Z[_] = C}*"° [_ | V2| RY™| Dy | AV™ | M|

with terms M, Ny s.t. fv(M;) € dom(C}%%), fv(Ny) € dom(CH0), fn(My) Nbn(C*%) =0

and fn(N1)Nbn(C10) = 0. If A — A', wehave A = Z [if ¢v(id1,idpR, V1, €1, 1, Sit, 7, 4,}) then V] o

andeither A’ = Z [V}] oror A’ = Z[0] oy In the first (resp. the second) case, ¢y (id1, idpr, v1, €1, p1,si1, N1, P)01000,
with P = d(p(id;), dec(Ilz(M1), a3)), equivalent to ¢y (ids, idpr, v1, €1, p1,Si1, 7 , 2,-)o, in the Z

context, must be equivalent (resp. not equivalent) to ok in E. Then, using Lemma 20, ¢y (idy, idpg, v1, €1, p1, Si1, N1, P)61 0(1)0
(i.e. ¢v(idy,idpr,Vv1,e1,p1,Si1, 7, 2} )or in the Z context) is also equivalent (resp. not equivalent)

to ok in E. It follows from the following equivalence B = Z [if ¢v(id1,idpr, v1, €1, p1, Sit, xbl, arrl) then V71] OR

that we have B — B’ with B’ = Z [Vi}] o (resp. B’ = Z [0] o) which leads us to relation (13)

(resp. (12)) and we conclude.
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(42) In that case, we have A = Z [A4] o, and B = Z [A4] o with the context Z[_] = C5 {_ | Dy | Wn}

and free terms M, ..., M,,, N1, No, Uy, ..., U, and Wy, ..., W, such that fv(M;) C dom(CfH’i’i),
fn(M;) N bn(CITYY) = (@ for i € [1,n], fv(N;) € dom(CP™?), fn(N;) N bn(CY*?) =  for

i € {1,2}, fv(U;) C dom(Cy), fn(U;) N bn(Cy) = O for i € [1,n] and fv(W;) C dom(Cj),
fn(W;) Nbn(Cs) = B fori € [1,n]. If A — A’, we must have the following equivalence A =

Z [if pa(ha, hr1, ..., hrp, hby, ..., hby) then As] o, and either A’ = Z [As]op or A’ = Z[0]op.

In the first case (resp. second case), we have ¢a (hash((Uy, . .., Un)), hbi7 coy BOY WL W )00 to
with hb!. = (idp;, hash(II; (M;))), which is equivalent, in the Z context, to ¢a(ha, hr1, ..., hryp, hb1, ..., hby)oL,
must be equivalent (resp. not equivalent) to ok in E. Since this test is fully public and 8,07 01, ~,
0,070 R, palhash((Uy, ..., Un)), hbr, ... kO™ Wy, ..., W,)0,0 0 R (which is equivalent, in the

Z context, to ¢a(hg, hr1, ..., hry, kb1, ..., hb,)og) is also equivalent (resp. not equivalent) to

ok in E. It follows from B = Z [if ¢a(ha, hr1, ..., hrp, hby, ..., hby,) then As] o that we have

B — B’ with B’ = Z [A5] o (resp. B’ = Z [0] o) which leads us to relation (44) (resp. (43)) and

we conclude.

The cases (9), (14), (17), (23), (28), (37), (38), (40) and (44) are similar to case (3), (19) is very similar
to case (5) and, finally, (25) and (31) can be treated as case (11).

LABELLED REDUCTIONS: We must show for all extended processes A and B, where AR B, that if
A % A’ such that fv(a) C dom(A) and bn(a) N fn(B) = 0 for some A’, then B —*%—* B’ with
A'"RB’ for some B’. We observe that if ARDB by (3), (5), (6), (9), (11), (12), (14), (17), (19), (20), (23),
(25), (26), (28), (31), (32), (37), (38), (40), (42), (43), (44), or (46), then there is no extended process A’
such that A % A’. We proceed by case analysis on the remaining cases:

(1) Inthatcase, we have A = Z, [V}'] o and B = Z, [V}] o with the context Z;,[_] = C}™° [_ | V2| RI™| Dy | A%”}

(we consider Cy = C3%%). If A % A’ such that fv(a) € dom(A) and bn(a) N fn(B) = 0, then
it must be the case that A = Zj [Coue(bally).Vi' | o and A' = Zy [V5 | {**" /4, }] o1 where
o = vbaj.Cox(bally) and ba; ¢ dom(Zy). It follows from B = Zj [Coue(bally).V3'| o that
B % B’ where B' = Z; [V | {**" /44, }] ok and we derive AR B’ by relation (2) and the closure

of R under structural equivalence.
(4) Inthatcase, we have A = Z {Ré"} orand B=Z [R%”} o with the context Z[_] = C}'*° [_ | V| V2| Dy | A}"}
If A% A’ such that fv(a) € dom(A) and bn(a) N fn(B) = (), then it must be the case that
A=7Z [CBR(ZL’l).Ré’n} orpand A’ = Z [R;)” | Mf’o} oy, where a = cgr(M;) and a free term
M; such that fn(M;) ¢ bn(Z). It follows from B = Z [CBR(Il).Ré’n] or that B % B’ where

B =Z {R;" | ]’\\/I/{)’O} o r which leads us to relation (5) and we conclude.

(45) In that case, we have A = Z% [Df] o and B = A [D;S} or with Z5[_] = C§ [_ | Wn} a

set S € 20bnl\ {9}, 19 = S[1 +— 2,2 + 1], two permutations Js : S — [1,#5] and é:5 :
1S — [1,#'S] with S = [1,n] \ S (note that #S = #15), and free terms My, ..., M,,, N1, Na,
U, ..., U, and Wy, ..., W, such that fv(M;) C dom(C;™"%), fn(M;) N bn(CITV5") = ) for
i € [1,n], fv(N;) € dom(CV*°), fn(N;) N bn(CY™Y) = @ for i € {1,2}, fv(U;) € dom(Cy),
fn(U;) Nbn(Cy) = @ for i € [1,n] and fv(W;) C dom(C5), fn(W;) Nbn(Cs) = 0 for i € [1,n].
If A % A’ such that fv(a) € dom(A) and bn(a) N fn(B) = () then it must be the case that
A=27° [m(deq) DS\{i}] op withi € S and o = vres;.Cope(res;) and res; ¢ dom(Z°) with

s

j=mn+1— #S5. Then, we consider two cases:
* Eitheri € [3,n]. Let S’ = S\ {i}. We consider two cases:
~IfS # 0 (e j < n), wehave & = S U {i}. Thus, A’ = 25 {Dg‘f'} o1, with
dsr + 8" — [1,#5] and 6s: = b5 o [j + i]. Since i € [3,n], we also have that
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t6" = 1§\ {i}, thus, it follows from B = Z'S [@(decQ.D;S\{i}} or that B % B’ where

B =27 [D;S/} o with dtgr = dig o [j + i]. Since we have dig = [1 +— 2,2 — 1] 0 dg
and since dtg/ (j) = d5/(j) = 4, we still have that dts: = [1 — 2,2 +— 1] 0 s which leads
us back to relation (45) and we conclude.

_ § =0 (e j = n), we have 8" = [1,n]. Thus A’ = C2 [Wn] op with 8 = 8 0 [n s .
it follows from B = Z'S [Cout(dec;)] o that B % B’ where B’ = C’;‘s [/I/Ivfn} or with

§ = b5 o [n + i]. Since we have g = [1 — 2,2 — 1] o §g and since dig/(n) =
dgr(n) = j, we still have that d:gr = [1 — 2,2 — 1] o 05 which leads us to relation (46)
and we conclude.

* Ori e {1,2}. W.lo.g., suppose that i = 1 and let S’ = S\ {1}. We consider two cases:
—IfS' # 0 (i.e. j < n), we have & = S U {1}. Thus, A’ = Z*’ [Dggl] o with 8¢/ : S —
[1,#S’] and §s = 05 o [j + 1]. Since 1 € S, we know, by definition of ‘S, that 2 € S.
Thus, we have that 1S’ = £\ {2}, thus, it follows from B = Z'S [ﬁ(deCQ).D;S\{Q} OR
that B % B’ where B = 7% [D;S/} or with §tgs = dtg o [j — 2]. Since we have

dig = [1 — 2,2 + 1] 0 b5 and since deg/(j) = 2 = [1 + 2,2 + 1] 0 dg/(j), we still
have that §tg: = [1 — 2,2 +— 1]odgs which leads us back to relation (45) and we conclude.

- S"=0(.e. j=mn),wehave S" = [1,n]. Thus A’ = C? {Wn} op withd =dgo[n— 1].

it follows from B = Z [cop(decs)] o i that B % B’ where B = C;‘S {Wn} or with

% = dig o [n > 2]. Since we have g = [1 — 2,2 — 1] o dg and since dgr (n) = [1 —
2,2 — 1]odg/(n), we still have that dtg: = [1 — 2,2+ 1] odg which leads us to relation
(46) and we conclude.

The cases (2), (7), (8), (13), (15), (16), (21), (22), (27), (33), (34) and (35) are similar to case (1). Cases
(10), (18), (24), (29), (30), (36), (39) and (41) are very similar to (2).
O
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