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Context

The current practice for cryptographic implementations is to harden them against side-channel attacks
and to this end ensure that they are constant-time. Unfortunately constant-time security does not protect
against information leakage due to speculative execution, e.g., the Spectre vulnerability. Nonetheless, specific
counter-measures can be efficiently deployed, such as speculative load hardening (A. Shivakumar et al. 2022).

Compilation and program optimization may interfere with counter-measures so that vulnerabilities might
be unexpectedly introduced at compile-time in otherwise secure programs. Fortunately some optimizing
compilers do preserve some security properties; for instance recent work (Barthe et al. 2020, 2021) has shown
how to formally prove preservation of the constant-time property.

Objective of the internship

The aim of this internship is to understand how to formally justify that program transformations (such as the
ones found in optimizing compilers) do preserve security against side-channel attacks, in spite of speculative
execution.

The task of the intern would be to:
• study formal semantics allowing to describe speculative side-channel attacks;
• propose a proof technique to justify preservation of the corresponding security;
• apply said proof technique to realistic compilation passes.

Some or all of this work may be mechanized in the Coq proof assistant.
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Expected ability of the student

The candidate should be familiar with formal semantics of programming languages. No knowledge in security
and cryptography is required. Prior experience with the Coq proof assistant would be appreciated but is not
mandatory.

Remarks

Possibility to continue as a PhD.
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