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Context

Implementing security primitives (encryption, signature, etc.) poses a triple challenge: the implementation
must be correct, run fast, and be itself secure, e.g., do not leak sensitive data even when executed in hostile
environments. The Jasmin language (Almeida et al. 2017) aims at being well suited for this task: write high-
performance low-level programs and enable their formal verification. For instance, the Jasmin infrastructure
has been used to provide formal security guaranties of a very efficient implementation of the SHA3 hash
function (Almeida et al. 2019). The Jasmin framework has also enabled formal security proofs of efficient
implementations of the ML-KEM post-quantum primitive (Almeida et al. 2023, 2024).
The success of the language relies on the equilibrium between the high-level abstractions that ease the

implementation of programs and reasoning about them, and the predictability of the compiler that gives
control on performances to the programmer. The correctness proof of the compiler (mechanized in the Coq
proof assistant) justifies the formal reasoning done at the source level.

Objective of the internship

Jasmin implementations provide core functionalities (e.g., computing an authentication tag, encrypting a
message) that are meant to be used to build larger applications, like a messaging system or a web browser.
Said applications are implemented in other programming languages (C, OCaml, Rust…). The goal of the
internship is to study what security guaranties proved on a Jasmin program still apply in the context of a
larger application.

The formal verification of a Jasmin program assumes that this program is executed in a safe context. When
it is linked with an unknown application program, it is usually difficult (and possibly inefficient) to ensure
that all executions of the Jasmin program are actually safe. However when the context is written in a strongly
typed language, it is possible to rely on the type system to reason locally and ensure safety by typing.
Reciprocally, from the point-of-view of the application, it should also be safe to call the Jasmin program.

Although said Jasmin program is unlikely to be well-typed in the application language, its overall execution
should comply with its strong type-safety discipline. The challenge here is to ensure that a (safe) Jasmin
program does not break any typing invariant of the application.
Finally, the RustBelt model (Jung et al. 2018) is a formal model of the Rust type system that has been

used to verify programs that locally escape the strong typing discipline of Rust. Such a model can serve as a
foundation to justify the soundness of a composition of Rust and Jasmin programs and to mechanize such a
proof in the Coq proof assistant.

More precisely, the intern will:
• study how to ensure the safety of a Jasmin program when called from a statically typed programming
language (namely Rust);

• study under which conditions a Jasmin program can be safely encapsulated under a Rust type;
• design and prototype a static analyzer to check that these conditions are met;
• study the RustBelt model of Rust and eventually justify the previous analysis in this framework.
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Expected ability of the student

We expect mathematical maturity, basic knowledge in logic, basic theoretical computer science, some under-
standing of programming language semantics. Knowledge in security and cryptography is not mandatory.
Ability to program in OCaml would be appreciated.

Note that there is funding available to extend this internship towards a PhD, would the candidate be
interested.
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